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Abstract: Vehicular Ad-hoc network a subclass of Mobile
Ad-hoc
network
with
various
features
providing
Vehicle-to-Vehicle
communication,
Vehicle-to-RSU
communication, Vehicle-to-Trusted Authority Communication.
VANET is gaining higher attention now days both in industry and
academic area and has become a trending research topic for
research but still a lot of improvements is required in this area.
Security of data is one of the major challenge in VANET.
Encryption of data with the help of various encryption algorithms
came up as solution for securing communication in VANET. But
existing encryption algorithms used to secure VANET’s are
complex due to which data are not delivered on time and face a lot
of problems like privacy of data ,non-repudiation and cost (i.e.
communication cost, computational cost).In our proposed scheme
we use a hybrid approach, which contain ECC algorithm(
asymmetric algorithm).ECC algorithm is used for encryption of
personal details (i.e. Speed, location, device address) and AES
algorithm (symmetric algorithm ) is used for encryption for safety
messages along with output of ECC algorithm. The objective of
this hybrid approach is to perform double encryption on personal
details for more privacy of personal data (using ECC and AES
algorithm) and single encryption on safety messages (using AES
algorithm) so safety messages are delivered on time and without
any delay.
Keywords: VANET, MANET, ECC, AES, Encryption.
I. INTRODUCTION

According to a survey done in 2018 by WHO (world health
organization), the ninth biggest cause of death are traffic
accidents because of which around 1.3million people die
every year. Prediction of this survey is that in 2030 road
accident will become the fifth major cause of death [1]. In
European member states in every twelve months 1.8 million
people are injured and 48,000 people die due to these road
accidents that costs around 160 billion Euros [2]. In addition
to these road accidents, traffic jams also lead to wastage of
time and fuel. At present people are more dependent on
private vehicles or taxi services which lead to increase in
number of vehicles. Due to unawareness of traffic rules and
increase in no of vehicles accidents are proportional to
increase in no of vehicles. Safety of people on roads is thus
challenging issue in VANET [3]. Vehicular Ad-hoc network
also known as network on wheels provides communication
between various vehicular nodes [4].

It is a special type of MANET where mobile nodes are
self-supporting and interact with other mobile nodes using
infrastructure less environment [5]. Due to large number of
accidents, road congestion, and environmental pollution that
had caused various serious effects this Vehicular Ad-hoc
Network has achieved great interest from previous years. In
every country whether that is progressed country or is
progressing both had resulted a serious impact both in life and
property due to these vehicular accidents. In order to make the
journey safe and to minimize the effects due to this network.
Intelligent Transportation System (ITS) introduces vehicular
Ad-hoc network as a safe and secure infrastructure for moving
nodes [6].
Vehicular Ad-hoc Network (VANET)
compromises of following main Components OBU
(On-Board-Unit), RSU(Road Side Unit) and TA (Trusted
Authority) as shown in fig1.OBU is installed on vehicles and
is used to receive, process and transmit information related to
traffic to other vehicles with the help of DSRC(Dedicated
short range communication) Protocol[7,8].DSRC protocol
also termed as WAVE(Wireless access in vehicular
environment) make use of 802.11p standard for
communication among vehicles and transfer of safety
messages within interval of(100-300ms) to other vehicles and
road-side units[9].RSU(Road side units) are deployed along
the banks of roads that is used as an intermediate unit between
OBU and RSU and performs authentication process. TA
(Trusted Authority is a third party that performs management,
maintenance of VANET and registration of OBU and RSU.
AP it supports safety applications and provides services for
RSU communication.
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Figure 1: Components of VANET

* Correspondence Author
Zehra Afzal*, Computer science and engineering, Shri Mata Vaishno
Devi University,Katra,India,18mms014@smvdu.ac.in.
Manoj Kumar, Computer science and engineering, Shri Mata Vaishno
Devi University, Katra, India, manoj.kumar@smvdu.ac.in
© The Authors. Published by Blue Eyes Intelligence Engineering and
Sciences Publication (BEIESP). This is an open access article under the CC
BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)

Retrieval Number: E1022069520/2020©BEIESP
DOI: 10.35940/ijeat.E1022.069520
Journal Website: www.ijeat.org

II. GENERAL MODEL OF VANET
General Model of VANET: VANET comprises of four
different
types
of
communications [10].
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Figure [2] describes the general model of vehicular ad-hoc
network.
In-Vehicle
Communication:
In-vehicle
communication is one of the important and significant
research area in vehicular Ad-hoc network. This type of
communication is used to trace down performance of vehicle
that commonly includes laziness and exhaustion of drivers
that has a serious impact on driver and public safety.
Vehicle-Vehicle
Communication:
Vehicle-Vehicle
communication is another type of communication in
Vehicular Ad-hoc Network that provides infrastructure for
drivers to communicate warning messages and other
important information to other mobile nodes. Vehicle
–Roadside unit Communication: Vehicle-Roadside Unit
Communication is other important research area in VANET.
This type of communication provides weather and traffic
information to vehicles. To improve the flow of traffic for
ensuring safe driving so to reduce the traffic accidents that
will be solved by communicating accurate information to
drivers or to the other vehicular nodes VANET is developed.
The information that is transferred in vehicular Ad-hoc
environment is critical information that must be delivered on
time. Any modification to this information by a third party
may cause various serious effects that will affect the safety of
people on road. So we need to secure this information for
efficient transmission of critical time information. Thus
Security in VANET is on the top vision for researchers [11].

Figure 2: General model of VANET
III. ADVANTAGES OF VANET
Vehicular ad hoc network provides various applications to
improve the safety on roads by providing accurate
information or warning messages to drivers if there is any
road accident ahead or if there is congestion or traffic jam.
[12] This information helps to improve the driving experience
and also helps to provide some other valuable information to
drivers throughout their journey. Vehicular ad hoc network
also provides the personal information like speed, location,
owner, in case of emergency like theft, accident to the traffic
management or central authority. It also alerts two divers if
they are about to collide to mend their ways [13]. VANET
also provides some other information to vehicles like sharp
curve ahead so that they can slow down their speed, condition
of road ahead etc. In addition of these safety applications it
provides much other comfort application like streaming of
videos, online gaming, and electronic payment at toll plaza to
avoid traffic jams. VANET also provides information like
nearby petrol pump, parking availability, hotel, restaurant etc.
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In VANET nodes are independent they don’t depend on
central network. if any node breaks it does not have any effect
on other nodes in the network. Vehicular ad hoc network is
very large and scalable, that means we can add or remove any
number of nodes to this network [14].
In addition to these advantages, VANET also have some
challenges that needs to be addressed like high mobility due to
which topology changes very frequently and nodes can make
connection for a short interval. Privacy, high latency,
irregular network density and security which is the most
critical issue in VANET that needs to be resolved.
IV. SECURITY CHALLENGES IN VANET
In Vehicular Ad-hoc network developing trust is important
among various vehicular nodes to secure integrity and
reliability that helps vehicles to collect correct and credible
information from surrounding vehicles [15]. Since the
vehicular ad hoc network is open i.e. information is
transferred in a wireless environment that means data
transmission is vulnerable to attacks [16] .so we need to
secure this data transmission. In addition, providing security
in vehicular network also provides the security requirements
as mentioned below:
Authentication: Authentication makes sure that the sender
which sends the message and the receiver of a message are
legitimate users.
Information verification: Information verification ensures
that the message that has been send is not malicious or false
Accessibility: Accessibility makes sure that only intended
users can access the information that has been send.
Privacy: Privacy ensures that the personal details such as
Speed, Location, Owner’s information is hidden from
unauthorized nodes.
Availability: Availability ensures that the resources/data is
always available on time to the intended users.
Reliability: Reliability is one of the basic requirements that
makes sure that data is delivered to destination and
transmission of data is reliable.
Integrity: Integrity ensures that the data is delivered from
sender to receiver without any alteration.
Various solutions have been proposed to improve the security
in VANET but it is still a subject of concern in VANET.
Cryptography is one of the best solutions for providing secure
transmission of data in vehicular ad-hoc network
V. CRYPTOGRAPHIC SOLUTIONS
Cryptography is the process of securing information and
communication with the help of various algorithms so that this
information is available or accessible only to the intended
users [17]. In cryptography “crypt” means “hidden” or “secret
“and “grapy” means “writing” [18]. Therefore, cryptography
can also be referred as secret writing. In cryptography process
the data that is to be send is termed as plain text that is
converted into cipher text by encryption process so that only
the intended user can decrypt it that has the key to ensure the
security in VANET [19].
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VI. CRYPTOGRAPHIC ALGORITHMS

VII. PROPSED METHODOLOGY

Cryptography algorithms are broadly classified into two
categories that are described below [20]:
 Asymmetric Cryptographic Algorithms.
 Symmetric Cryptographic Algorithms.
Symmetric
cryptographic
algorithms:
symmetric
cryptographic algorithms are those cryptographic algorithms
that make use of a single key for encryption and same key for
decryption [21]. Also known as Secret key cryptography
algorithms [22].
Table [1] describes some of the symmetric key cryptographic
algorithms.
Drawbacks: Symmetric algorithms make use of a single key
for both encryption and decryption of data. So we need to
transmit this key along with data to receiver for decryption of
data. If any malicious node gets this key, then he will get
access to data that needs to be secret.

As already discussed above both symmetric and asymmetric
algorithms, have some drawbacks. If symmetric algorithms
are used for encryption process, it does not provide much
security because it has a single key. If any malicious node gets
that key, we will lose the privacy of personal data but it takes
less time so safety messages are delivered on time. And if
Asymmetric algorithms are used for encryption process it will
provide us privacy of information but at the same time it takes
too much time due to which safety messages are not delivered
on time leading to various accidents.
In our proposed methodology we have resolved these
drawbacks by making a hybrid model. In this hybrid model we
have used both (symmetric and asymmetric) algorithm for
encryption and decryption process. Symmetric algorithm is
used for encryption of safety messages as they take less time
and these messages must be delivered on time. Asymmetric
algorithm is used for encryption of personal details as they
provide privacy of data more than symmetric algorithm. Out
of all the symmetric algorithms and Asymmetric Algorithms
the algorithms used in our hybrid model are AES and ECC.
Advanced Encryption Standard (AES) is a Symmetric
cryptographic algorithm that uses single key for both
encryption and decryption [26]. Out of all Symmetric
cryptographic algorithm AES is used in our proposed
methodology because it is fast takes less time for encryption
and decryption and is more secure [2]. Elliptic Curve
Cryptography (ECC) is an Asymmetric cryptographic
algorithm that has separate public and private key for both
encryption and decryption [24]. Advantage of ECC over other
Asymmetric Cryptographic Algorithms is that provide the
same security like RSA that is commonly used but with
smaller key size, low power consumption, and less memory
that is why it is used in our proposed methodology [14].
Fig depicts the working flow of proposed methodology:
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Asymmetric Cryptographic Algorithm: Asymmetric
Cryptographic Algorithm is that type of cryptographic
algorithm that make use of two keys (public and private key)
[23]. Public key is a key that is known to everyone and is used
for encryption of data and private key is secret that is used for
decryption of data. So in this type of cryptographic algorithm
only the user which has the private key can decrypt the data
[24]. Table [2] describes some of the symmetric key
cryptographic algorithms.
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Drawbacks: An asymmetric algorithm uses longer key for
better encryption than symmetric key algorithms that slows
down the encryption speed and takes time to deliver the
information.
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Figure 3: Proposed methodology.
VIII. ALGORITHM
A) Encryption process:
Step1: Sender takes the input that is to be transmitted to the
receiver securely. Input consists of two parts safety messages
and personal information (e.g. location, speed).
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Step2: In this step the sender sends the personal data (i.e. first
part of input) for encryption using Asymmetric algorithm (i.e.
ECC).
Step 3: Encryption using ECC algorithm is performed on
personal data and output is produced.

Figure shows the GUI of our proposed models. It displays the
list and sequence of steps to be performed in our proposed
method.

Step4: In step 4 safety messages (i.e. second part of input)
along with the output of step 3 are send for double encryption
using AES cryptographic algorithms.
Step5: Encryption using AES algorithm is performed in this
step 5 and the output is send to the receiver.
B) Decryption process:
Step6: Receiver receives the data from the sender that is
encrypted and starts its decryption to get the desired
information.

Figure 4: GUI of Proposed Algorithm

Step7: In step 7 receivers sends the data for decryption using
symmetric algorithm (i.e. AES).

Figure [5] shows the nodes deployed that needs to
communicate with each other with their location and speed.

Step8: Decryption of data using AES algorithm is performed
from which we get one output i.e. safety messages within a
specific time interval and is delivered to receiver so he can
take appropriate action on time. And 2nd output that needs
further decryption.
Step9: In step 9 output 2nd from step 8 is send for further
decryption using Asymmetric algorithm (i.e. ECC). Step10:
Decryption using ECC algorithm is performed on 2nd part of
output that produces the result (i.e. personal information).
IX. PERFORMANCE EVALVATIOM PARAMETERS
Our proposed model in security analysis provides
authentication, confidentiality and integrity of send
information. The experiment is performed in MATLAB.
Performance analysis in done based on computation time and
throughput.
A. Computation time: It is the time taken by our proposed
algorithm to produce a desired output. It consists of two parts:
a) Encryption time: It is the time taken by our cryptographic
algorithms to produce a cipher text from a pain text
b) Decryption time: It is the time taken by our cryptographic
algorithm to produce a plaintext from a cipher text.
B. Key size: key size is the length of key in bits used by
cryptographic algorithms .it determines the complexity of
algorithm.
C. Throughput: Throughput is defined as the summation of
total data encrypted or decrypted to the total computation time
.It is measured in bytes per second. It consists of two parts:
a) Encryption throughput: total input size (in bytes)/total
Encryption computation time.
b) Decryption throughput: total input size (in bytes)/ total
Decryption computation time.
X. SIMULATION RESULTS.

Figure 5: Node Deployment in VANET
Fig [6] describes the simulation results our Proposed
algorithm (ECC+AES) based on performance measures
described above in comparison with previous Hybrid
Algorithm used i.e.(RSA+AES).

Figure 6: Simulation results in comparison with
previous algorithm
Fig [7, 8] shows the simulation results of proposed algorithms
in comparison with previous hybrid algorithm graphically:

The simulation result of the proposed method is shown in
table .The simulation of vehicular network is performed in
MATLAB.
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6.

7.

8.

Figure 7: Time consumption of proposed algorithm in
comparison with previous algorithm.

9.

10.

11.

12.

13.

Figure 8: Throughput of proposed algorithm in
comparison with previous algorithm.
14.

XI. CONCLUSION
Vehicular ad-hoc network security now a day is a trending
topic for researchers. Due to lack of proper security
mechanism, various accidents occur in VANET. So to avoid
these accidents and for smooth flow of information we used a
new security mechanism for this vehicular ad-hoc network. In
our paper we used a hybrid model that contains both
symmetric algorithm (i.e. AES) and asymmetric algorithm(
i.e. ECC) to overcome the drawbacks they have .AES
algorithm is used for encryption and decryption of safety
messages only so they are delivered on time and ECC is used
for encryption and decryption of personal details as it takes
long time but provide more security .so in this hybrid model
we achieve both the goals i.e. delivered safety messages on
time and provide more security to personal details that overall
increase security of VANET.
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