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A Method for Effective IT Project Risk 
Management 

Malaya Nayak 

Abstract: In this paper we introduce a project risk control 
strategy that is developed regarding IT organizations, requiring 
them to operate their projects having further securities along 
with regular procedures. Successful completion of these projects 
is essential for their advancements, like process improvement, 
market adaptation and new regulation, including the integration 
of information and control systems, etc. Often, project managers 
are not real strategic planning experts, however, the projects will 
have to still be driven by limited paperwork with sufficient 
opportunity to be autonomous. This paper attempts to build a 
method with a comprehensive investigation throughout a large 
proportion of IT companies regarding the project risk reduction 
strategy described herein. This approach is focused on risk 
evaluation and management of IT projects within the 
organizations, which, provides easy, suggested steps as well as 
recommended methods, models and threat check-lists. Results 
were evaluated by5 successful IT project managers dealing in 
categories of IT business including software engineering firms 
from different attributes (creativity, software solutions as well as 
ICT frameworks). 
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evaluation. 

I. INTRODUCTION 

As software are increasingly in use in organizations to help 
their businesses, it gets further necessary to protect 
Information Technology (IT) projects from various risks. 
Increasing threats may be a loss, particularly for firms who 
rely on IT project development, also applied to the sole 
existence of the enterprise. The sooner they realize about 
their risks, the safer their businesses run. Consequently, 
handling IT vulnerabilities throughout an organization is 
necessary to reduce failure incidents as well as provide 
counter-measures to efficiently find solutions. These firms 
are also the key tools for transformation, wherein, even 
outside the regular work routines, the risk assessment of 
projects is pursued. However, these are often poorly 
operated or being controlled by inadequate employees. 
These IT firms usually don't use the current widely accepted 
project risk evaluation principles (e.g. PMBoK or ICB), but 
in certain situations born out of ignorance or comparatively 
uncertainties, even due to their limited project personnel. 
The paper has been focused on 5 particular IT projects that 
were developed as well as analyzed, to introduce a risk 
assessment approach for IT projects specifically modeled for 
those cases where uncertainties are common (Pérez- 
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Ezcurdia and Marcelino-Sádaba, 2012). Figure 1 
demonstrates the schematic approach adopted by this study 
Through a literature review, a description of specific 
requirements, as well as interpretations of device attributes, 
was conducted in conjunction with IT project management 
companies. We also built a framework to conduct control 
activities on the basis of results as well as producing model 
assistance for 50 test organizations.  

 

Fig 1.Investigation phases 

Additionally, this technique has been empirically developed 
and tested for 5 IT programs. Parameters for the 
classification of organizations as well as the selection of 
activities included the broadest variety of groups as well as 
the form of IT projects (Standard projects, ERP application, 
product documents, information systems, etc.). 

II. LITERATURE REVIEW 

For most scenarios, productivity is achieved via the 
integration of projects by businesses as well as software 
development firms. Such activities can aim to fulfill the 
requirements against which new problems need to be 
resolved as well as to develop resources that promote such 
an approach. Software development firms, though, 
experience extreme challenges in carrying out projects 
particularly about generating profits or pursuing better 
innovations. 
Because the effectiveness of software development 
organization is continuing to be greater, the creativity in 
software development companies is still widely discussed 
(Tomlinson and Fai,2013). Many reports also take account 
of the value of exposure to enterprise applications for 
project management companies to address scarce 
technology and resources, thereby enabling expanded 
technical possibilities (Tomlinson and Fai, 2013). 
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Project management through risk management 
documentation was available, although in different 
organizations including independent IT project management 
companies there seems to be insufficient data for managing 
project risks. Risk management within project management 
is indeed a systemic method designed to detect and reduce 
risks or respond to its introduction in terms of processes or 
protocols to recognize, assess, determine as well as resolve 
the threats which are intrinsic to the projects (Bush et al., ). 
Throughout the risk assessment phase, several researchers 
deem risk detection to be the foremost essential component 
because once the vulnerability has been detected, action can 
be taken for its elimination. Project frameworks are 
essentially vulnerable owing to several risk forms that 
prevent these from being completely identified.  
According to Yen and Sheu (2004), the loss of an IT 
company's projects could have a major effect on the 
outcomes. For most others, that is because the initiative is 
not compatible with that of the mid to long-term goals of the 
organization. Software development companies require 
adequate methods as well as instruments to reduce potential 
adverse implications (Marcelino-Sádaba and Pérez-
Ezcurdia, 2010; Unionpyme, 2007). 
Different priorities to assist project management were 
produced to establish rules and procedures (APM, 2004; 
AFNOR, 2003; IPMA, 2006; IRM, 2002; OGC, 2007; OGC, 
2008; TSO, 2009), that would allow the highest possible 
excellence to be achieved, via choose and re-use, of the 
goals (Sanchez et al., 2009). Managing risks was designed 
exclusively for the large-scale project management 
principles, hence, its application involved at least some 
change to the realities of non-project-oriented IT 
organizations since various risks mitigation exercises are 
essentially non-scalable.  

III. METHODOLOGY AND DESIGN 

A. Requirement of Risk Management  

The preliminary study described problems with new 
ventures that IT Companies face. Towards this extent, 5 
separate IT projects carried out were examined having their 
potential reasons and anomalies established (Marcelino-
Sádaba and Pérez-Ezcurdia, 2010). We also accomplished a 
few prerequisites which should be fulfilled by the new 
methods and resources. 
A comprehensive survey was conducted in conjunction with 
a software company during 2018-2019 in numerous IT 
Project Management Organizations, where we had 
discussions including specific meetings regarding this study 
(Table 1). Referring to the PMBoK's (PMI, 2008) indicators 
of performance in risk assessment, project management 
organizations ought to be directed and provided a wider 
range of risk management resources. Its techniques are 
embedded throughout this approach by an operating process, 
wherein the project's impacts will be recognized beginning 
out of a motive for success. 
In the PMBoK (2008) its PMI segregates the project into 3 
steps: start-up/start, mid-term and end-start (Heldeman 
2002); 5 phase types are taken into account, namely the 
introduction, managing, implementation, monitoring and 
closure activities. The approach suggested is therefore split 

between 4 different steps: identifying, preparing, carrying 
out, reporting, and closing including evaluation of 
outcomes. Figure 2 portrays the connection amongst the 
design steps as well as the new analysis, which is premised 
upon the life-cycle of PMI (2008). Figure 3 includes the 
layouts used as well as the events to be carried out, the 
records produced from each pattern. 

 

Fig 2.Proposed risk management strategy for projects 
(adopted from PMI, 2008) 

 

Fig 3.Proposed method and assessment documentation 
for projects 

B. Identifying risks related to projects 

Determination of threats in the project design process is a 
crucial activity as the hazards to be identified are 
competitive and therefore should be eliminated before the 
start of every project. All who materialize could contribute 
to projects' loss explicitly and perhaps even the very 
sustainability of the organization is deemed competitive to 
such threats. In order to predict and prepare threats, the 
things that need to be adequately described but whose lack 
does have a significant effect on the final outcomes must be 
listed.  
 
 
 

http://www.ijeat.org/


International Journal of Engineering and Advanced Technology (IJEAT) 
ISSN: 2249-8958 (Online), Volume-9 Issue-3, February 2020 

3482 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: C5629029320/2020©BEIESP 
DOI: 10.35940/ijeat.C5629.029320 
Journal Website: www.ijeat.org 
 

Such data needs to be verified so that security threats can 
also be evaluated before project delivery.  

C. Planning and Design  

This phase includes 3 activities: 
Identification of a risk management strategy: Identification 
of the level of metrics monitoring defined threats and the 
concerned individuals for that is a significant part of the risk 
assessment strategy. Both staff members must include the 
explanation of such things. For instance, the approach 
suggested involves a basic risk strategy, including activities, 
accountable, intensity management including documents 
created. 
Administrative risk evaluation: This aims to identify many 
of the issues involved with design tasks (operative threats) 
which may occur throughout projects. While these include 
failing to meet such targets, these may not place the entire 
project including the business in trouble. The method 
envisages various standard risks identified within the project 
development stage wherein they normally occur to assure 
that such a classification stage is carried out with minimum 
errors. 
Risk assessment and review: This includes not just the risk 
assessment at the start of the projects (which is important 
during that time), however, a routine review is required 
unless the project is extended or major schedule 
transformations occur. The key component in this job would 
be the "Failure Modes and Effects Analysis" (FMEA), 
which is widely used by industry to identify, evaluate and 
deter goods plan and manufacturing inadequacies. 
Figure 4 represents the Willams_M_o_R approach for 
defining risk assessment plans. In relation to these 
assessment criteria of severity and likelihood, the risk 
management plan of action is recommended. 
 Monitoring and control of risks' status: This activity 
includes reviewing operational risk indicators and 
periodically reviewing the project's strategic risks, already 
identified in the definition phase. 

 

Fig 4.Risk assessment plan (adopted from Willams’ 

M_o_R strategy, 2007) 

Project results management 

Firstly, the recognition of the expertise produced throughout 
the design is a decent result analysis. In an attempt to 
circulate it positively or negatively, it is essential to analyze 
that this information can be stored and if its safety can be 
supplied. Since learning is actively carried out during the 
project's lifespan (classification, preparation, 
implementation, and finalization), this approach aims to do 
so throughout the duration of this process. 

IV. VALIDATION OF METHOD 

Some experiments were required to evaluate the validity of 
the proposed risk assessment approach. Many of the 
organizations which participated in this analysis conducted 
the rules for projects selected. For this reason, a technical 
roadmap has been developed with all the details needed to 
address a project manager's risks: basic principles of project 
planning, modern methods, phase of execution, diagrams, 
flow charts, etc. For instance, 4 individuals participated in 
the project's design and development group. Regardless of 
the specific qualities of the project managers, the execution 
was successfully implemented. Firstly, the objective of such 
deployments was to determine the validity and effectiveness 
of the approach. We also wanted to learn whether the failure 
to understand, the conflicts among the standards of the 
organization as well as the request received, or the wrong 
software method implemented not using any resources may 
be the reason. The research was structured as represented by 
figure 5 when the organizations, as well as projects, have 
been selected with their cooperation established. A 
significant number of enhancements including from 
perceptual manifestations to visual elements in the 
suggested models were made possible by implementing the 
qualitative guideline (Table 2). 

 

Fig 5.Integration of the proposed method 
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Table 1.Proposed parameters for project management firms 

Stages Actions Methods Checklists 
Identification 
Planning 

Planned risk analysis and estimation 
Risk management planning 
Operational risk analysis and evaluation 

Strategic risk checklist 
Scheduling prototype  
Phase risk checklist FMEA 

Initial risk assessment 
Risk planning Risk FMEA 

Execution & control Indicators' description 
Indicators' review 
Correcting actions 
Strategic risk review 

Indicators' checklist Indicators' list 
Risk planning 
Strategic risk checklist 
FMEA 

Indicators' list 
Updated indicators' list  
Updated risk planning  
Updated risk FMEA 

Closure Project closure decision Closure report 
approval 

Meeting 
Checklist of risks related to results 
administration 

Project results report 

V. RESULTS AND DISCUSSION 

Project managers with prior experiences with software 
development and to use the technique indicated less 
complexity than those in past incidents as well as the money 
spent in applying the guidance was worth its impact. There 
had never been more than 80 hours spent using the 
technique. This also ensured cost-cutting as time and failure 
both were reduced by this approach. The association of this 
approach indicates a reduction of risks also relationship of 
costs and the task completion time was 4.76% (15 days of 
the month, including 8 hours daily). Moreover, the 
percentage increased as the project's completion time 
reduced. The approach was therefore beneficial not only 
during its use to assess risks but, also in controlling failures, 
costs and focusing of skilled project planning. It indicated 
that across all stages of the project development phases, the 
strategy can be introduced. 
● A few other beneficial aspects of the approach are: 
● It required competitive threats to be minimized and goals 

to be described accurately, removing significant mission 
design defects. 

● This allows quick and visually objective decisions on the 
state of the task threats. 

● The suggested model is pragmatic and convenient in use 

VI. CONCLUSIONS 

An IT project risk-management framework appropriate for 
IT organizations that assists in the development of a tactical 
strategy is the major impediment of this work and therefore 
is supported by consistent application success methods and 
practices as suggested. Such an approach extends across all 
project processes, moreover, can be applied to multiple 
projects as well as businesses. However, it needs very little 
money, demands no special planning, delivers adept 
decision-making input and incorporates control of expertise 
as well as performance. 
A description of IT tasks planning including necessary 
balancing among success as well as shortcomings is given 
by the process. This enables knowledge to be produced to 
guarantee that interactions with learning are therefore not 
returning to these same failures or challenges. This offers 
simple and easy resources like risk assessments, models, 
FMEA benchmarks and provides efficient and productive 
risk governance. 

FUTURE SCOPES 

The variable control which is a feature that enables the 
prediction and evaluation of the risk management should be 

carried out in the future. The risk measure for a project must 
be established to handle the threats efficiently by 
determinants:  
● Determining risk indicators 
● Profitability for stabilization and risks 
● Rate of reviews. 
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