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Abstract: In this proposed system a digital imagefalsification 

can be identified using the combination of both adaptive over 
block based segmentation, feature keypointbased feature 
extraction  algorithms(Scale Invariant Feature Transform 
(SIFT) and Speeded Up Robust Features (SURF)) and forgery 
region extraction algorithm. The proposed falsification detection 
algorithm comprises both block based falsification detection 
algorithm (adaptive over block based segmentation and block 
feature matching algorithm) and the keypoint based falsification 
detection algorithm(forgery region extraction algorithm). 
Adaptive over block based Segmentation algorithm adaptively 
segments the input digital image into separate(non overlapped) 
blocks in irregular manner. Scale Invariant Feature Transform 
(SIFT) algorithm and Speeded Up Robust Features (SURF) 
algorithms are used to draw out features from the 
segmentedblocks as a block features. Then the extracted features 
are matched with the feature points of other segmented block. If 
the feature key points are matched with any other feature point 
presents in the segmented blocks, then the matched feature points 
are marked as Labeled key Points (LKP), which can be doubted 
as a forged regions. Finally, the Forgery Region Extraction 
algorithm can be used to detect the forged region from the input 
digital image based on the extracted labeled feature points.  The 
experimental outcomesdisplay that the novelfalsification 
detection system can accomplished the requirements compared 
with the existing digital imagefalsification detection methods. 

 
Keywords: Falsification, Forgery, SIFT, SURF, Feature key 

points, Segmentation, Morphological 

I.INTRODUCTION 

Imitations are not new to humanity, but an exceptionally 
old problem. It was limited to craftsmanship in the past, and 
yet writing did not affect the populace as a whole. A picture 
can be easily controlled and modified due to the 
advancement of automated image handling software and 
neutering tools thesedays. To know outwardly whether the 
image is real or disorted is incredibly problematic for 
people.Throughout mainstream media and on the Internet, 
there is a rapid increase throughout digitally controlled 
falsifications. This trend shows real flaws and reduces 
digital image quality.In this way, it is essential to set up 
procedures to verify the authenticity and truth of advanced 
photographs, especiallygiven that the images are presented 
as evidence in a court of law, as news items, as part of 
remedial documents, or as money-related articles.  
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In this context, the identification of photo falsification is 

one of the basic aims of the forensic camera. 
For copying and moving forgery operation, image 

processing techniques such as blurring, compression, 
scaling and adding noise can be used. Methods of 
falsification detection can be classified into two 
classification based on existing techniques: block-based 
algorithms (segmentation and segmented blocks matching 
algorithms)[2-12] and keypoint-based algorithms 
(falsification zone extraction algorithms). 

In the existing block-based falsification detection 
algorithms, the input digital images are segmented in the 
form of overlapped image blocks in regular manner; then, 
the forged region is obtained by matching image pixel 
blocks or rework coefficients. A.J.Fridrich et al.[2] 
proposed a forgery detection method based on the block 
based falsification algorithm. In this the image was 
segmented in the form of overlapped rectangular blocks. 
The forged regions detected by matching the Discrete 
Cosine Transform coefficients of the rectangular blocks. 
H. Farid and A. C. Popescu et al [1] proposed Principal 
component Analysis (PCA) to measure the feature 
dimensions. W. Luo, J. Huang et al.[3] used the RGB 
color components and direction data as block features. G. 
Li, Q. Wu, D. Tu,et al.[4] proposed a system, which 
Combines both  Discrete wavelet transform (DWT) 
algorithm and Singular price Decomposition (SVD) 
algorithm to extract the image features. B. Mahdian and S. 
Saic [5] proposed a algorithm, which extracted the twenty 
four  Blurinvariant keypoints as features. X. Kang and S. 
Wei [7] pro[oseda algorithm which calculate the singular 
values of a reduced-rank approximation in every block. S. 
Bayram, H. T. Sencar, N. Memon et al.[6] proposed a 
algorithm, which uses  the Fourier-Mellin transform 
(FMT) to extract key point features options. 

The alternative method for the block based falsification 
detection algorithm is feature point-based falsification 
detection methods. In this feature point based falsification 
detection system key feature points are extracted and 
matched with the whole part of image to maintain a few 
image conversions while detecting the falsified regions. In 
[15-18], to extract the key feature points the Scale-Invariant 
Feature Transform algorithm[19] was used to extract the 
feature keypoints and then the extracted features can be 
matched with one another to identify the forged regions. In 
this SIFT algorithm, if the value of shift vector increases 
above the threshold value, then that group of keypoints are 
marked as tambered region. 

The another type of feature extraction algorithm is 
Speeded Up Robust Features (SURF) [21], which can be 
used to extract the key feature points and locate the falsified 
regions.  
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Still, even though those methods can locate the matched 
key feature points very well, but some of the feature 
keypoint algorithms are not locate the falsified region well; 
as a result the accuracy of the falsification detection is 
reduced[22] 

Most of the previous block-based falsification detection 
algorithms has drawbacks:  

1)  computationally expensive; 2) the existing techniques 
doesn't clearly show the geometrical transformations of the 
forged areas; Even though the existing keypoint-based 
forgery detection methods used to overcome  two issues, 
which decrease the level computational complexity and 
detect forged regions successfully. The main disadvantage 
of the existing keypoint based forgery detection technique is 
low recall rate. In order to overcome the disadvantages of 
the existing methods of forgery detection, The proposed 
image forgery detection scheme combines the block-
based(segmentation and block feature matching algorithm) 
and keypoint-based(feature region extraction algorithm) 
methods. 

II.IMAGE FORGERY DETECTION SYSTEM 

The proposed digital image falsification detection system 
combines both adaptive over block based segmentation 
algorithm and forgery region extraction, feature keypoint 
based algorithms. Fig. 1 and 2 demonstrates the structure of 
the proposed image falsification detection system using 
SURF and SIFT scheme. First, an adaptive over block based 
segmentation method is used to cluster the tampered image 
into segments in the form of non overlapped and irregular 
blocks. To extract features from the segmented blocks Scale 
Invariant Feature Transform (SIFT) algorithm and Speeded 
Up Robust Features (SURF) algorithm can be used. Then 
the extracted feature key points are matched with each 
another segmented block features. If the feature key points 
are matched with any other feature key point presents in the 
segmented blocks, then the matched feature points are 
marked as Labeled key Points (LKP), which can be 
suspected as a forgedregions. Finally, the Forgery Region 
Extraction algorithm can be used to detect the forged region 
from the input digital image based on the extracted labeled 
key points.  

 

Fig. 1 Framework of the proposed digital 
imagefalsification detection scheme using SIFT 

algorithm 

 

Fig. 2 Framework of the proposed digital image 
falsification detection scheme using SURF algorithm 

Adaptive Over Block based Segmentation Algorithm 

In this proposed Adaptive Over block based Segmentation 
algorithm, the digital input image can be segmented as anon 
overlapped and uneven shaped blocks. 

For the purpose of obtaining better forgery region 
detection results, the primary size of the superpixels are very 
important. Still, the existing segmentation algorithms don't 
provide best solution to calculate primary size of super 
pixels.  

Adaptive over block based segmentation algorithm is 
proposed to calculate primary size of the superpixels 
depends on the input digital image characteristics. If the 
characteristics of the digital input image is non detailed, 
then the superpixels primary size should be set as larger 
value, which assure that superpixels get near to the edges 
and also superpixels consists of adequate feature key points 
to be used for the falsified region detection; moreover, 
greater value of superpixels indicate a tiny number of 
segmented blocks, when the segmented blocks are matched 
with each another block which will decrease the 
computational cost. When the characteristics of the input 
digital image is non smooth (detailed image), then primary 
size of the  superpixels should be set as a relatively small 
value, for the better forgery detection results. Discrete 
Wavelet Transform (DWT) algorithm is used to evaluate 
frequency distribution of the input image. If the low 
frequency energy has large value means, the input image 
will seemed as a non detailed (smooth) image; If the low 
frequency energy has small value means, the input image 
will seemed as a detailed image. For this more number of 
investigations were conducted by exploring the relationship 
between superpixels primary size and frequency distribution 
of the input images to achieve better falsification detection. 

In order to calculate high frequency energy EHF and low 
frequency energy ELF a4 level Discrete Wavelet Transform, 
using the ‘Haar’ wavelet transform can be applied on the 
input digitalimage. Using the the low-frequency energy ELF 
and high-frequency energy values , the percentage of the 
low-frequency distribution XLFcan be calculated based on 
the primary sizeP of the super pixels. 

𝐸𝐿𝐹 = ∑ |𝑆𝐴4 |  (1) 
𝐸𝐻𝐹 = ∑ (∑ |𝑆𝐷𝑗𝑖 |+ ∑ |𝑆𝐻𝑗| +  ∑ |𝑆𝑉𝑗 |,j=1,2,. (2) 
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Where Iindicatessuper pixels primary size; M x N 
indicates the size of the input image; and 𝑋𝐿𝐹  indicates the 
percentage of the low-frequency distributionand 
𝑆𝐷𝑗 , 𝑆𝐻𝑗and 𝑆𝑉𝑗 indicates the coefficients of 𝑗𝑡ℎlevel DWT, 
j=1,2,…4 

𝑋𝐿𝐹 =
𝐸𝐿𝐹

𝐸𝐿𝐹+𝐸𝐻𝐹
100% (3) 

P= {
√0.02×M×N,           XLF>50%

√0.01×M×N,           XLF≤50%
       (4) 

This proposed Block based Segmentation method 
segments the input digital image into block segments 
adaptively in order to achieve better falsification detection 
results. 

Block Feature Extraction Algorithm 

The feature key points are draw out from each segmented 
blocks as block segment features. The feature key points are 
extracted using SIFT and SURF algorithms are proven that 
which will be  robust against the digital image processing 
operations like rotation, scale, blurring, and compression; 
SIFT and SURF feature key point extraction algorithms are 
feature key point based falsification detection methods. In 
order to extract feature point as block features Scale 
Invariant Feature Transform (SIFT) algorithm and Speeded 
Up Robust Features (SURF) can be  applied. 

Block Feature key point Matching Algorithm 

The extracted block features can be used to locate the 
doubted matched blocks in the segmented image blocks. The 
block features comprised a group of feature key points, 
which can be used to locate the matched image blocks as a 
doubted image blocks. For the matching purpose block 
feature matching algorithm can be used. First, the number of 
matched feature key points are calculated, and with the help 
of matched feature key points the correlation coefficient 
map is developed; then, the appropriate threshold value for 
matched blocks are calculated; based on the threshold value 
the matched blocks are labeled. And lastly, the matched 
feature key points present in the matched image blocks are 
draw out and marked to locate the position of the doubted 
forgery region. The detailed steps are explained as follows. 

Algorithm: Block Feature key point Matching algorithm 

Block Features (BF) are used as inputs and this algorithm 
results Labeled key Points (LKP) as suspected falsified 
region. 

STEP-1:  

Block features 𝐹𝐵 = {𝐹𝐵1, 𝐹𝐵2, ….can be loaded and then 
correlation coefficients can be calculated for the each 
segmented blocks. 

STEP-2:  

The threshold value for block matching can be calculated 
based on the correlation coefficients𝑇𝐵. 

STEP-3:  

The matched blocks can be located based on the threshold 
value𝑇𝐵. 

 
 

STEP-4:  

After that the matched feature key points are labeled to 
detect the suspected forgery regions. 

The Matching algorithm uses two threshold values to 
match the segmented blocks and feature key points: the 
feature key points matching threshold value 𝑇𝑃  and the 
segmented block matching threshold value𝑇𝐵 , which will 
avoid the false matching. 

Forgery Region Extraction Algorithm 

The labeled key points are the suspected locations of the 
forgery region. In order to detect exact forgery regions 
forgery region extraction algorithm can be used. This 
forgery region extraction algorithm replaced labeled feature 
points with small super pixels to detect the suspected 
forgery regions. First, the local color attributes of the 
superpixels can be calculated to improve recall and 
precision, if thelocal color attributes are similar to the local 
color attribute of the doubted (suspected) regions, then the 
matched feature block superpixels can be merged with the 
suspected doubted regions. Then the morphological 
operations can be applied to detect the forged regions. 

Algorithm: Forgery Region Extraction  

Labeled key Points (LKP)are used as input and labeled 
Forgery Regions as output. 

STEP-1:  

Labeled key Points (LKP) can be loaded; SLIC clustering 
algorithm can be applied to the input digital image with the 
primary size P, which will segment the input image blocks 
in to small super pixels, which will be considered as a 
feature blocks; then labeled key points are matched with 
each blocks to generate the doubted forged regions. If the 
labeled key points are matched with any block key points 
means this will be marked as a doubted regions(DR). 

STEP-2:  

The local color attributes of the small superpixels can be 
measured for the neighboring blocks of the doubted regions. 
If the local color attributes are matched with the doubted 
regions, then, which can be merged with the matched 
doubted regions, as a result merged doubted regions were 
created. 

STEP-3:  

The morphological operations can be applied to the 
merged doubted regions in order to generate the tampered or 
forged region. 

III.RESULTS AND DISCUSSION 

The input image is read from the folder using user 
interface get file method. This work accepts one input for its 
process. The image is the color image which contains R,G 
and B channels. 
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Fig. 3 Input digital image 

SLIC clustering  algorithm used to cluster the input digital 
image into uneven the host image in to irregular super 
pixelswith primary size P. 

 

Fig. 4 Super pixel segmentation 

SURF and SIFT feature key point draw out algorithms are 
used to extract the feature key points  from each clustered 
image block and each image block is characterized by 
SURF/SIFTkey points that were draw out from the 
corresponding clustered image block. 

 

Fig. 5 SURF feature points as block features 

The matched keypoints are draw out from the 
corresponding clustered image blocks and which can be 
labeled in order to locate or marked the doubted forged 
regions. 

 

Fig. 6 Block Feature matching 

 

Fig. 7 Labeled feature points 

The local color attributes of the corresponding super 
pixels (that are neighbors to the doubted regions) were 
measured,  ; if the local color attributes are matched with the 
attributes of the doubted forged regions, then the matched 
superpixels are merged with the doubted forged regions. 
This will results the merged forgery region. 

 

Fig. 8 Extacted forged region 
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At the end, the morphological operation is enforced in the 
merged doubted forgery region to to generate the detected 
forgery regions. 

IV.PERFORMANCE EVALUATION 

Performance is evaluated between existing system and the 
proposed system. Existing system make use of SIFT 
registration. Proposed work uses SURF registration to make 
the work better. The experiment is carried out using CASIA 
database. The tabulation is made four images from that 
database. The performance metric carried out in this work 
are sensitivity, specificity, accuracy, MCC and precision.  

Sensitivity is defined as number of positive pixels 
identified correct. 

𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑡𝑝

𝑝
 

Where 
𝑡𝑝 = 𝑛𝑜. 𝑜𝑓𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑝𝑖𝑥𝑒𝑙𝑠 𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑑𝑎𝑠𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑝

= 𝑡𝑜𝑡𝑎𝑙𝑛𝑜. 𝑜𝑓𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑝𝑖𝑥𝑒𝑙𝑠𝑖𝑛𝑟𝑒𝑓𝑒𝑟𝑒𝑛𝑐𝑒𝑖𝑚𝑎𝑔𝑒 

Specificity is defined as number of negative pixels 
identified correct. 

𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
𝑡𝑛

𝑛
 

Where 𝑡𝑛 =
𝑛𝑜𝑜𝑓𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑖𝑚𝑎𝑔𝑒𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑𝑎𝑠𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑛 =
𝑡𝑜𝑡𝑎𝑙𝑛𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑖𝑚𝑎𝑔𝑒𝑠 

 

Accuracy is the number positive and negative pixels 
identified correct. 

𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑡𝑝 + 𝑡𝑛

𝑁
 

Where,  
𝑡𝑝 = 𝑁𝑜. 𝑜𝑓𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑖𝑚𝑎𝑔𝑒𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑𝑎𝑠 + 𝑣𝑒 
𝑡𝑛 = 𝑛𝑜𝑜𝑓𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑖𝑚𝑎𝑔𝑒𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑𝑎𝑠 − 𝑣𝑒 

𝑁 = 𝑇𝑜𝑡𝑎𝑙𝑛𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑖𝑚𝑎𝑔𝑒𝑠 
 

The MCC (Mathews Correlation Coefficient) is a 
correlation coefficient between the rectified and distorted 
fingerprint. 

𝑀𝐶𝐶 =
(𝑡𝑝 ∗ 𝑡𝑛 − 𝑓𝑝 ∗ 𝑓𝑛)

√(𝑡𝑝 + 𝑓𝑝) ∗ (𝑡𝑝 + 𝑓𝑛) ∗ (𝑡𝑛 + 𝑓𝑝) ∗ (𝑡𝑛 + 𝑓𝑛)

 

Where,𝑡𝑛 =
𝑛𝑜. 𝑜𝑓𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑝𝑖𝑥𝑒𝑙𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑𝑎𝑠𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑡𝑝 =

𝑛𝑜. 𝑜𝑓 + 𝑣𝑒 𝑝𝑖𝑥𝑒𝑙𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑𝑎𝑠𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 
𝑓𝑝 = 𝑛𝑜𝑜𝑓𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑝𝑖𝑥𝑒𝑙𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑𝑎𝑠𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒 
𝑓𝑛 = 𝑛𝑜. 𝑜𝑓𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑝𝑖𝑥𝑒𝑙𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑𝑎𝑠𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 

Precision denotes how accurately the forged regions are 
extracted. 

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑡𝑝

𝑡𝑝 + 𝑓𝑝

 

The table represents the values for the performance 
metrices sensitivity, specificity, accuracy, MCC and 
precision for various images using SURF and SIFT 
algorithms. 

V.CONCLUSION AND FUTURE SCOPE 

Digital falsification of images created by using copy and 
move operations are challenging task to identify. This digital 
falsification detection system proposed a novel copy and 
move falsification detection algorithm using adaptive over 
block based method and feature key point based method. 
Adaptive Over block based Segmentation algorithm can be 
used to improve the accuracy of the falsification detection. 
This segmentation algorithm determine the primary size of 
the digital image block to enhance the accuracy of the 
forgery detection results and, at the same time, reduce the 
computational expenses. Using the Matching algorithm, the 
block key features are matched with one another to locate 
the marked key points; this procedure can approximately 
indicate the doubted forgery regions. Subsequently, to detect 
the more accurate forgery regions.the Forgery Region 
Extraction algorithm is used to generate the detected  

forgery regions effectively. This scheme  achieve much 
better detection outcomes for copy and move forgery images 
under various challenging conditions, such as geometric 
transforms, JPEG compression, and down-sampling, 
compared with the existing state-of-the-art copy-move 
forgery detection schemes. 

Future work could focus on applying the forgery detection 
scheme based on adaptive over-segmentation and feature-
point matching on other types of forgery, such as splicing or 
other types of media, for example, video and audio. 
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