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Abstract: The problem of spectrum scarcity in wireless 

communication can be reduced by Cognitive Radio (CR) 
technology in which the spectrum holes or unused spectrum can 
be allocated to the secondary or unlicensed users. But the major 
problem in CR is providing security. Various security issues are 
present at different layer. One of the major wide spread security 
issue in the cognitive radio is the Primary user emulsion attack in 
which the malicious secondary user emulated as primary user to 
get spectrum resources for a long time. One of way to avoided 
PUEA is, by obtaining the location of malicious user. The 
conventional location detection techniques such as time of 
arrival, time difference of arrival and direction of arrival, will 
give better performance when the user is stationary. Even though 
Received Signal Strength Indicator along RF fingerprint 
technique gives the better location of mobile user but it requires 
the more hardware. Hence the cost is high. 

In this paper, the author proposed an algorithm to locate the 
attacker using EKF and UKF with RSSI. In this algorithm, the 
initial position of user can be obtained by Received Signal 
Strength Indicator. This initial position integrated to EKF and 
UKF to track the location of primary user, which is a mobile user 
so that PUE Attack can be identified and avoided. The author 
also compares the performance of Extended Kalman Filter with 
Unscented Kalman Filter by Matlab software.  

Keywords : Cognitive Radio, Extended Kalman Filter, Primary 
User Emulsion Attack, Received Signal Strength Indicator, 
Unscented Kalman Filter .  

I. INTRODUCTION 

  In the last two decades, the applications of WCN 
increasing rapidly, which leads to a problem of spectrum 
scarcity. Cognitive Radio technology provides the best 
solution to the problem of spectrum scarcity. Cognitive 
Radio technology is a dynamic spectrum access technique, 
which allocates the unused spectrum or spectrum holes to 
the secondary users( also called unlicensed users) by a 
technique called spectrum sensing [1 ]. 
  According to [2 ], users can be divided into primary users, 
having licensed spectrum band and secondary users, having 
no licensed spectrum band. In [3], to obtain the spectrum 
opportunity, each individual secondary user under goes 
through a cognitive cycle , involving spectrum sensing, 
analysis, spectrum decision and transmission. In [4], the 
main task of physical layer of cognitive radio is spectrum 
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sensing. In [4], the main task of physical layer of cognitive 
radio is spectrum sensing. There are many spectrum sensing 
techniques, some of important techniques are discussed in 
[2].  
As we know that, cognitive radio is open yo everyone. 
Hence, providing security to the users is  the major 
challenging task. The possible security issues at various 
layers in OSI model of CRN are, PUEA, jamming attack, 
spectrum sensing data falsification, control channel 
saturation DOS attack, sink hole attack, hello food attack 
and lion attack. Among the all the attacks, the PUE attack is 
a wide spread attack and affects the CRN very savior [5]. 
  The possibility of PUEA is at physical layer, in which the 
malicious secondary user provides the false information to 
the other secondary users that, the channel will be used by a 
PU. Hence the SUs within the transmission range will be 
that a PU is active, and vacate the channel. The scenario of 
PUE attack is as shown in Fig. 1. PUE attack can be 
categorized as selfish attack and malicious attack [6 ]. 

i. Selfish Attack: the attacker imitates the 
characteristics of primary user and prevents the other users 
to attain the maximum spectrum resources.                                            

ii. Malicious Attack: the attacker confuses the other 
secondary users by sending false observations. Hence the 
opportunistic spectrum sharing can be disturbed and the 
attacker not to exploits the spectrum for its own use. 
  Some impacts on PUE attacks on Cognitive Radio 
Network are, wastage of bandwidth, connection 
unreliability, denial of service(DOS), quality of service 
(QOS) degradation and interference of SUs with Pus. 
  Some of the traditional techniques for SUs to identify the 
signal from Pus, that includes Energy Detection, location 
verification and feature detection [7]. 

i. Energy Detection: energyof the signal can be measured 
at each anchor node and comparing with that obtained from 
true Pus. However, it fails to detect the advanced PUE 
attack i.e. when either PUE or PU is a mobile user. 

ii. Location Verification: Location Verification technique 
is again categorized into Distance Ratio Test (DRT) and 
Distance Difference Test (DDT) [8]. DRT uses the received 
signal strength based method, in which the received power 
can be measured. Based on the power received the primary 
user/ attacker location can be estimated and where as DDT 
uses the regular location based methods such as TOA, 
TDOA and  DOA. 

Iii. Feature Detection: it uses the energy detection to 
identify the existing users. Then it employs cyclostationary 
to extract the features of the user then fed into artificial 
neural networkfor detection of PUEA. 
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Figure 1. Scenario of PUE Attack [5]

 
  This paper presented an algorithm based on location 
verification technique. The author integrates the RSS with 
EKF and UKF to detect the primary user/attacker. 

II.   RELATED WORK 

A. Fingerprint based Localization Method 
  It is the most popular localization method comparing to all 
other because of its high accuracy [9]. Fingerprint-based 
localization having two phases- training phase and test 
phase. 

 
 
i. Training Phase: In this phase, first we collect the 

RSSIs of PUs from all the beacons. These collected RSSIs 
are placed along with their location points in the RSSI 
database . These location coordinates generally referred as 
reference points. 

ii. Test Phase: In this phase, data from each beacons is 
collected and calculated the RSSIs of PU. 
   

 

Figure 2: RSSI based Fingerprint location detection method [9] 

 
If the characteristics of RSSIs measured in the test phase 
matches with the training phase, then the user is a PU 
otherwise it is an attacker.   The major problem of this is, it 
requires more hardware and large database to store the 
RSSIs. Hence the cost is high. 
 
 

B. Detection based on Kalman filter with RSSI 
  Zakaria El Mrabet proposed a technique [10] based on 
location verification using kalman filter with RSSI. In this 
method, first the position of PU is continuously tracked  and 
the distance can be measured 
from all the beacon nodes.  
 
 

http://www.ijeat.org/


International Journal of Engineering and Advanced Technology (IJEAT) 
ISSN: 2249-8958 (Online), Volume-9 Issue-2, December, 2019 

5110 

Published By: 
Blue Eyes Intelligence Engineering & 
Sciences Publication  

Retrieval Number: B3886129219/2019©BEIESP 
DOI: 10.35940/ijeat.B3886.129219 
Journal Website: www.ijeat.org 

Secondly, the distance from each beacon node can be 
measure by using RSSI. Then, the difference of these two 
distances is compared to a defined threshold value. If the 
difference between the distances is less than the threshold it 
is a PU otherwise it is an attacker. 

III. PROPOSED SYSTEM 

  In [11], the author assumed that the system of interest is 
linear. But in many cases, the systems of interest are 
nonlinear by nature and another problem is initial position of 
system should be known priorly. Hence the estimation of 
PU will be erroneous. There are several extensions to the 
kalman filter such as EKF, UKF and so on. In this paper, the 
author proposes an algorithm  to track PU signal using EKF 
and UKF, which gives better results for nonlinear systems 
comparing with traditional kalman filter. The author also 
given solution for initial position problem by using RSSI. 
The block diagram of location detection based on EKF/UKF 
and RSSI is as shown in figure 3.  
 

 
Figure:3  Location detection based on EKF/UKF and 

RSSI 
 
A. EKF  
  In this method, the observation equations are first 
linearized. The linearization can be carried out by means of 
their Taylor series expansion [13]. 
  Assuming that, the process noise and measurement noise 
are additive white nosie.  
  Consider the model as  
 

xn=f (xn− 1,n− 1)+ qn− 1 (1)
 

 
yn=h(xn,n)+ rn (2)

 
 

Where xn- state vector 
 yn- measurement vector 
 

qn− 1~ N(0,Qn− 1),  process noise vector 
 
rn ~N(0,Rn),   measurement noise vector 

functionmodeldynamicthe),(f −•  
 

functionmodeltmeasurementhe),(h −•  
 Extended Kalman Filter having two phases such as, 
prediction phase and update phase. The proposed algorithm 
given in details as follows 
Step 1: Intialize (xn-1, Pn-1, qn-1, rn) 
 Where xn-1, Pn-1 are intial values obtained from RSSI 
Step 2: Prediction Phase 

 

x̂
n

− =f (xn− 1,n− 1) −− −−−− −−−− −−−− − (3)
 
 

P
n

− =Fx(xn− 1,n− 1)Pn−1F x
T(xn−1,n− 1)+qn− 1( 4)

 
 
Step 3: Update Phase 
 

vn=yn− H x(xn

− ,n)−−−− −−−− −−−− −−− (5)

 
 
 

sn=H x(xn

− ,n)Pn
− H x

T(x
nl

− ,n)+rn−−− −−−− − (6)

 
 
 

Gain Update Kn=Pn
− H x

T( xn
− ,n)−−−− −−− (7)

 
 

 xn=xn
− +Kn vn−−− −−−− −−−− −−−− (8)  

 

Pn=Pn
− − Kn snK

n

T −−−− −−−− − (9)
 

 

        where       
[Fx( x, n− 1)]j, j '=

∂ f j (x,n− 1)

∂ x j '

|x=n

 
 

[Hx ( x, n)]j, j '=
∂ h j( x,n− 1)

∂ x j '

|x=x

 
Step 4: return xn, Pn 

 
B. UKF  
  One of the drawbacks of EKF is, in most of the cases the 
calculations of Jacobian and Hessian matrices can be very 
difficult process and secondly, when predict and update 
function of f and h are high order in non-linearity, the 
performance of EKF can be degraded. The Kalman Filter, 
which is suitable for high order non-lineasystems, is 
Unscented Kalman Filter.  
  In this method, forming gaussian approximation   can be 
done by Unscented Transformation (UT) [14]. The main 
advantage of UT is, having better capturing strength  on 
higher order moments caused by the non-linear transform. 
  In UT, we choose sigma points deterministically, which are 
in a fixed number. These sigma points propagate through the 
non-linear function g and estimate the moments of the 
transformed variable from them. 
  Consider the model equations as follow 
xn+1=F (xn,un,vn)− −−−− −−−−− (10)

 
yn=H (xn,kn)−−−− −−−− −−−− − (11)
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  Similar to KF and EKF, UKF also having two phase: 
Prediction Phase and Update Phase. 
 

Step 1: Intialize 
(̂x

0

a , P
0

a , W
0

( m) ,W
0

( c) )
 

 

Where x̂
0

a
 - is the intial state vector obtained from RSSI 

 

  P
0

a
- is the intial covariance of state vector obtained  

 

W
0

(m)

- intial weights of average values 
 

W
0

(c )

- intial weights of covariance matrix 
Step 2: Calculation of sigma points 

χ
n− 1

a = [̂x
n− 1

a x̂
n− 1

a +Γ√Pn−1
a x̂

n− 1

a − Γ√Pk−1
a ]− (12)

 
 

 

where Γ=√L+ τ  
 
τ - composite scaling function 

 
L-Dimension of the state 

Step 3: Time update 
  

χ
n| n− 1

x =F(χ
n− 1

x , un− 1, ( χ
n− 1

v ))−−− (13)
 

 

x
n

−=∑
i= 0

2L

Wi
(m) χi,n|n−1

x −−− −−− (14)
 

 

P
k

− =∑
i= 0

2 L

Wi
(c)(χi,n|n−1

x − x̂n
− )(χi,n|n−1

x − x̂n
− )T

 
                ----------(15) 
 

Υn|n− 1=H (χi,n|n−1
x ,χn−1

n )−−−− −− (16)
 

 

y
n

−=∑
i= 0

2L

Wi
(m)Υi,n|n−1−− −−−− −− (17)

 
 

Step 4: Measurement update 
 

 

P~yn , ~y
n
=∑

i= 0

2L

Wi
(c)(Υi,n|n−1− ŷn

− )(Υi,n|n−1− ŷn
− )T

 
               ----------------(18) 
 
 

Pxn, y
n
=∑

i= 0

2L

Wi
(c)(χi,n| n− 1− x̂n

− )(Υi,n|n−1− ŷn
− )T

 
              -----------------(19) 
 
Gain Update Kn=Pxn yn

P~yn
~yn

−1 −−− −− (20)
 

 
 

 
x̂n=xn

− +Kn (yn− ŷn
− )−−− −−−− −− (21)

 
 
Pn=Pn

− − Kn P~yn
~yn

K
n

T−−−− −−−− − (22)
 

 
Step 5: return xn+1, Pn+1 
 
C. Proposed Algorithm 

 
Figure 4: Flow chart of Location detection based on 

EKF/UKF and RSSI 
 

Step 1: Collecting the received power of each user at each 
beacon. 
 Step 2: From the received power estimate the distance 
from anchor node to the user by using path    loss 
model 

drssi= 10
RSSI− A
10η −− −−−− −−−− −−− (23)

 
                                        
 Step 4: Find initial position of the user by triangulation 
method. Let (X, Y) are initial values. 
 Step 5: Track the user by EKF/UKF, assuming (X,Y) are 
initial values. 
 Step 6: Find the final position and the power received 
(Ppractical) at final position. 
 Step 7: Find the power by using Friis equation 
 

Ptheoritical=
Pt Gt Gr

(4πλd)2
− −−−− −−−− −− (24)
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 Step 8: If 
|Ppractical− Ptheoritical|<γ , the user is a 

 primary user , else an PUEA  

IV. RESULT AND DISCUSSION 

  The main objective of this paper is defense against primary 
use emulsion attack by finding the location of the primary 
user. Here the author proposes an algorithm based on 
Extended Kalman Filter and Unscented Kalman Filter. The 
initial positions of the filter is estimated by Received Signal 
Strength Indicator (RSSI).  
  The set up for this experiment is as follows. Firstly, we 
assumed Bluetooth mobile user as a primary user. We 
obtained the RSSI values. Then we estimated distance 
between the anchor node and the Bluetooth mobile user by 
path loss model.  
By using triangulation method we estimated the initial 
position the primary user. These estimated initial values are 
given to both EKF and UKF. Then the process of tracking 

can be done continuously. The received power at final 
position is compared with the power obtained by friis 
formula. The proposed algorithms with necessary 
mathematical expressions are also explained clearly. Figure 
5 shows the  RSS vs the distance between the anchor node 
and primary user. It is clearly understood that, as the RSS is 
increasing the distance  
  Figure 6 and 7 shows the how tracking of primary user 
taken place by both EKF and UKF filters. It is observed that 
both non-linear filter follows the almost exactly same as the 
original path. The author also compares the performance of 
EKF and UKF by means of RMSE as shown in fig.8.  It is 
clearly observed that, the  RMSE value of UKF is less than 
that compared with the RMSE value of EKF. Suppose if we 
observe at time 40secs the RMSE value of EKF is 0.0075 
where as the RMSE value UKF is 0.0065. 

Figure 5: Received signal strength vs distance 
 

 
Figure 6: Location tracking by EKF 
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Figure 7: Location tracking by UKF 

 

 
Figure 8: RMSE Comparisons of EKF and UKF

V. CONCLUSION 

   It is observed from figure 8, tthat the UKF performed well 
in locating the primary user as compared to that of EKF. It is 
also observed that UKF not required the complex jacobian 
matrix and UKF is accurate in first two terms of Taylor 
expansion whereas EKF is accurate in only first term of 
Taylor expansion. The limitation of EKF and UKF is, the 
noise which is assumed to be additive white gaussian noise. 
The performance of EKF and UKF is poor if the noise is 
non-white noise. Hence if the noise is non-white noise we 
can estimate the location user using a filter called “Particle 

Filter” which gives better results.  In this paper, we assumed 
that only one primary user and estimated the location of that 
user and hence PUE attack can be avoided. Further this 
work can be extended to combat the PUE attack when 
multiple primary users are present. 
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