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Abstract: Plenty of research work is going on for efficient
storage, processing, and analysis of large volume of data
generated in real time and having varying nature and quality. The
most common open-source framework for efficient computation
of such large volume of data is Hadoop which processes big data
sets by employing clusters of networked computers. On the other
hand, cloud computing refers to storage of data and applications
in cloud servers and accessing of the data of applications over the
Internet following an on demand scheme. So the organizations
who want to reduce costs and complexities associated with big data
framework, the most suitable option for them is to take help of
cloud infrastructure. But one biggest concern in thisregard isthe
security of data and applications in cloud. Though Hadoop
provides in-built encryption scheme and secured HTTP protocol,
once data and applicationsare stored in public cloud, they become
vulnerable to various security breaches still remain uncontrolled
by the cloud service providers giving rise of a fegling of untrust.
In this scenario, encrypting sensitive business data before cloud
uploading may help in preventing access of data by evil intruders.
In this paper, an extension to Hadoop security with respect to
shared cloud has been proposed by designing a software
framework where files are encrypted before uploading to cloud.
Security performance of this framework for securing data in
storage as well as in transit has been implemented such that
without using the framework retrieval of dataisnot at all possible.
Extra layer of security aided by symmetric key cryptographic
technique has been proposed which will enhance the security of
customers’ resources along with the present standard security
measures of a cloud system. A software system performs
symmetric encryption before transmitting a file of any format to
cloud. To access this encrypted file, the same software system has
to be used to download and decrypt the file. This paper also
investigates the performances of most common symmetric key
techniqgues AES, DES and triple DES cryptography with respect to
the successful encryption of the customer data. This software
framework can be applied to provide an extra security layer at the
client’s end for users availing service of the cloud platform.

Keywords: Cloud, Big Data, Hadoop Security, Symmetric key
cryptography

I. INTRODUCTION

To run a successful and profitable business one of the
important criteriais serving more number of clients.
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The more clients are served, the more profit can be earned by
the business venture. Additionally, in current situation, the
businessventures have a huge scope to reach the clientsin the
whole world through online mode.
Nowadays every existing aswell as startup business ventures
try to optimize their business goals by the aid of emerging
and dominant technologies like machine assisted learning for
automatic prediction, big data analytics for analyzing and
discovering unknown patterns in the large volume of
structured and unstructured data and cloud based computing
for the purpose of optimizing their business goals. So any
business venture having a dream to spread itself worldwide
should manage and handle plenty of customers’ transactions
arriving in the business premise in various forms, sources,
speed of arrival with varying and unstructured data format
and above adl in large volume. One of the highly popular and
efficient technologies that come into handling of such large
volume of data in behalf of business ventures is the big data
technology. Apache Hadoop is the most common and
efficient open-source big data framework which is highly
capable of managing such huge amount of data and related
processing [1]. There are two main parts of the core
Apache Hadoop: Hadoop Distributed File System and a
programming facility for data anaysis. The files are
partitioned into large sized blocks and actually organized
over in various cluster nodes. A cluster is a low-end
computational nodefor the purpose of storage and analysis of
data with respect to a dispensed computing framework. Data
is duplicated across many cluster nodes for ensuring
reliability. More clusters can be added if the business data
overgrows. Now, if abusiness venture buildsits own private
setup, then substantial cost can beincurred to manage and run
the private infrastructure. Now, small to medium sized
companiestrying to step in the domain of big data computing
may not arrange for the highly expensive infrastructure. For
them, the most suitable option isto rent cloud infrastructures
for storage and analysis of large volume of business data.
Cloud computing is one of such Internet-based emerging
technologies which plays a great role in supporting
specifically small and medium sized business ventures
without much financia investment and maintenance cost.
Thereisalist of benefitsthat can be achieved by the business
ventures if they by incorporate cloud computing facility. For
instance, the substantial cost associated with building and
operating private infrastructure set up can be saved, cloud
based application can be accessed in exchange of nominal
pay instead of purchasing software and thereby avoiding the
purchasing as well as regular updating cost.
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In other words, the cloud framework provides simplified
management of computing resources, accessing of
computing resources from a distant location and a cost
effective approach. These benefits of cloud computing have
attracted nearly 70% of organizations to outsource their
businesses to the cloud environment [2].

In spite of so many attracting benefits of cloud computing,
every organization must be aware of potential privacy and
security threats. After so many organizations are adopting
cloud, still it has not been possible to tame and control cloud
security threats; it is actually rising continuously with the
increasing demands of computing resources of the clients. In
a most recent incident, nearly 100 million US customers of
Capital One Financia Corp., a credit card issuing consumer
banking organization, were exposed by a cloud security
breach when their credit card applications containing Social
Security Number and bank account number were stolen from
an Amazon cloud server [3].

Hence, when such a giant company like Amazon can be
vulnerable to cloud security threats, the consumers of cloud
facility can never be a position of absolute trust to his cloud
provider. As a consequence, the consumers should try to
ensure the security and privacy of their business data and
application by imposing additional security layer from their
side by the aid of some cryptographic techniques such that
even though the data is stolen, it can’t be accessed without
invading data encryption.

Therefore, this research work focuses on implementing an
additional client side security layer for the purpose of
protecting client data by the aid of cryptographic agorithms.

This paper is organized into following sections. Section |1
focuses on previous research works on various threats to
cloud security and methods of handling, section |11 presentsa
brief overview of cloud technology and most critical security
threats, section IV briefly elaborates various cryptographic
algorithms applied for data privacy in cloud, section V
presents the methodology of implementing client side
security, section VI analyses the results and the final section
VI concludes the paper with adiscussion of prosand cons of
implementation and future scope.

1. LITERATURE REVIEW

As the cloud computing services are provisioned over
Internet, the traditional security attacks like accessing
unauthorized data content by abducting data packets
transmitted by others in the network called eavesdropping or
the attack where an intruder prevents an authorized user to
access the service, known as denia of service are also
applicable to cloud network. Here, the focus is on most
critical threats to cloud security that can have a great impact
on a cloud service consumer.

According to the most recent report published by Cloud
Security Alliance (CSA), the eleven most critical threats to
cloud computing security are as below [5]. Thislist has been
prepared by considering the opinions of various levels of
cloud experts.

» DataBreaches

» Misconfiguration and | nadequate Change Control
» Lack of Cloud Security Architecture and Strategy
« Insufficient Identity, Credential, Access and Key

Management
+ Account Hijacking
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* Insider Threat

* Insecure Interfaces and APIs
* Weak Control Plane

» Metastructure and Applistructure Failures

» Limited Cloud Usage Visibility

» Abuse and Nefarious Use of Cloud Services

The above list has been arranged with respect to the
significance of the threats.

According to the above list the most significant concern of
the consumers is data breach which refers to viewing,
stealing, processing or using confidential and sensitive
consumer data by unauthorized intruders [6][7][8].There are
various incidents of data breach that occurred in the recent
past and still happening make the cloud computing system
vulnerable and has become a matter of significant concern.
Data breach can result in bad impacts on the goodwill of the
provider as the mutual trust between the consumer and the
provider can be broken. It has been proved to be the most
harmful security breach among others.  Unsecured data
storage, uncontrolled granting of permissions, deactivating
logging or monitoring operations, unconstrained handling of
ports and services, lack of efficient change management
scheme etc. are some of the factors that cause
misconfiguration leading to data breaches [9][10]. Errorsin
configuring a cloud system caimpact the cloud network with
respect to security and performance.  The security
mechanisms in public cloud should be lined up according to
the business goals and appropriate security framework and
blueprint must be implemented to prevent cyber-attacks
which can adversely impact financial status and reputation of
an organization. To maintain the proper standard of cloud
servicesit is very important to maintain proper identification
management of the users which is a judgmental affair in
cloud service[11]. Accessto digital files, computer and other
physical resources such as servers must be controlled,
scanned and protected. By applying the method of encryption
with providing different keys based on authorization
limitation can be a suitable way of controlling access to
sensitive data [12]. To protect sensitive cloud data against
data hacking, the most common way is to enforce encryption
and proper controlling of cryptographic keysisakey issuein
clod security [13]. Lack of regular updating of security keys,
password or certificates, absence of efficient identity
management scheme capable of handling identity of large
number of users, lack of strong username and password and
unconstrained access control can lead to databreaches.  If
a harmful invader gets access to service accounts by stealing
username and passwords or other confidential information by
luring a user, data breaches and losses can harm consumer’s
cloud subscription leading to disruption of cloud service[14].

One of the most significant security attacks that can’t be
tamed by securing cloud infrastructure is actually depends on
the human intentions [15]. If a person, insider to the cloud
service providing organization, having authorized admittance
to computer resources, abuse consumer’s data intentionally
or unintentionally, can be the cause of data theft resulting
business process disruption. Any existing or previous
employee, trusted partner can
play therole of an insider.
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Collection of Software user interfaces and Application
Program Interfaces (APIs) developed by the cloud provider
for the purpose of permitting the consumers access and use of
the cloud services should be secured following an appropriate
security mechanism for preventing them from evil or
accidental intrusion. Awfully developed, broken or
uncovered APIs can have losing outcomes like data theft or
datalosses[16].

The problems of conventional networking systems can be
mitigated by the use of Software Defined Networking (SDN)
which isthe new paradigm that is being used frequently in the
cloud. SDN actualy maintains an architecture with three
levels termed as control plane, data plane and application
plane. Among these levels, the role of control plane is of
utmost important as it acts as the centralized manager of
SDN. The open interfacing nature of SDN can put it under
various security vulnerabilities and that’s why appropriate
design of control plane is very much necessary [17]. The
person in charge of the control plane should be aware of how
consumer data would be transmitted in case of data
replication and relocation and which points in the data route
are of concern for the purpose of forming a strong control
plane leading to efficient protection of business data.

An organization opting for cloud service adoption should
efficiently view, monitor and analyze the use of cloud
services to identify malevolent activity by any employee by
aligning use of cloud services to security policies of the
organization. Improper use of cloud service can make
existing as well as future incoming data vulnerable to abuse,
misuse or corruption.

Evil invaders make use of cloud facility to plant malwares
or initiate attacks by hiding behind the authorized domain of
the provider. This actually permits the invader to use the
cloud service for any illegal and harmful objective.

As with other traditional services, big data services can
aso be implemented in cloud. Two most important
components for managing big volume of data in the cloud
environment are MapReduce framework and Hadoop which
isactually an open source analytics platform for big datawith
respect to cloud. But security vulnerability of big data in
cloud environment remains, as the possibility of data
breaches, theft or corruption are still there [18]. The primary
features of big data such as volume, variety and veracity
impose challenges on securing big datain cloud environment.
The scaling nature of big data and their distributed property
may be the hindrance in securing big data with the traditional
security measures. Asthe datatypesin big datavary in nature
like structured, unstructured, linked, probabilistic etc.,
security measure for one type of data may not be suitable for
the other type. The property of veracity confirmsthat the data
being handled are safe from untrusted access of the invaders
[19].

V arious approaches have been followed by the researchers
to secure big data in cloud environment. In a research, the
researchers have presented an innovative framework where
datacenters are divided in a series of n components and
portion of data are stored in some physical device of m cloud
storage providers [20]. Instead of encrypting the large sized
data, this framework encrypts the path to the data storage.
Amazon cloud service has been used for efficient key
management and log file processing. Algorithms have been
proposed for enhancing cloud security by improving big data
privacy [21]. A modified Advanced Encryption Standard
(AES) technique has been developed using 256 bits/16 bytes
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key and provides great level of data security in comparison to
standard AES encryption. Researchers also have tried to
combine symmetric and asymmetric encryption agorithms
for enforcing security of Hadoop based data in cloud
environment [22]. Symmetric encryption algorithm has been
aided with image as secret key and RSA has been used as
asymmetric encryption technique. It has been demonstrated
by the authors that the suggested encryption technique
enhances data security.

Optimization of data storage and imposing of big sensor
data privacy in cloud environment have been implemented in
[23]. To avoid insider threats and data vulnerability, a
combination of tokenization and mining techniques have
been employed. The proposed architecture most suitably
performs for structured data and can avoid the danger of
compromised token data

In another research work, a unique security framework has
been developed for remotely located cloud data centers by
extending MapReduce framework which is termed as
G-Hadoop [24]. One cluster Hadoop mechanisms like
authentication of user and submission of job have been
extended for multiple clustered environments by using
Secure Socket Layer (SSL) and encryption mechanisms.
Hadoop-based data security over cloud environment has been
implemented by the researchers which follows a three level
encryption technique [25]. First, Hadoop Distributed File
System (HDFS) is secured using Data Encryption Algorithm
(DEA), data keys are encrypted using RSA algorithm and
private keys of the user are encrypted using International
Data Encryption Algorithm (IDEA). Techniques for securing
big data over cloud by using classification and encryption
methods have been proposed in the literature [26]. For the
purpose of protecting data, a modified Naive Bayes based
model of classification has been presented which uses
sensitivity level of data to classify. The encrypted sensitive
data are placed in separate cloud than that of the cloud to
store the non-sensitive data.

A storage framework for big data in cloud computing has
been designed for avoiding data damage and loss by
following the pattern of master-slave distribution [27]. The
burden to the master node is minimized by following the
most recent visiting pattern. Balancing the load of data
distribution is achieved by storing data into many save
nodes. Big data classification methods aso have been
developed that classifies big data with respect to whether
security is needed or not for that data, that is, sensitive data
where security is needed and public data which does not
require security [28].

For determining sensitivity of data, the architecture of HDFS
MapReduce has been employed. Additionally, an advanced
encryption technique has also been followed for securing
sensitive files. A cryptographic approach has been followed
by researchers which actually try to avoid insider threat by
keeping client data out of the reach of the operators working
for cloud providers [29]. User files are partitioned and
partitioned data are placed in separate servers in the cloud.
For protecting Hadoop data clusters in the cloud platform,
cryptographic oriented system for controlling access of users
to the sensitive data has been experimented by the researchers
where the base technique employed is proxy re-encryption
[30].
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Storing of encrypted datain outside cloud servers makes this
system suitable for analyzing big data in cloud. A level of
security has been added in the Hadoop framework so that it
can continue processing huge amount of data in addition to
protecting data al so.

All of the above most critical threats listed by CSA can
result in theft, loss, corruption or deletion of data and may
ruin a business venture as business data about clients,
business processes, profit/loss statements, tender details are
very much sensitive and confidential resources for running a
business. It is aso clear that cloud providers have not been
able to establish absolute trust of their clients. In addition,
securing Hadoop clusters in cloud platform has not been
extensively explored by the researchers. Hence, though a
client keeps data and application in the cloud, he may enforce
additional layer of security specifically on business data such
that even datatheft occurs, the evil invader may not be ableto
use the data secured by the client side.

I11. UNDERSTANDING OF SOME BASIC
TECHNOLOGIES

A. Overview of HDFS

As this paper mainly focus on the Hadoop data security
stored in the cloud, a brief architecture of HDFS has been
discussed, which is used to store largefiles.

In HDFS, alargefileis partitioned into pre-decided block
sizes. Various low-end clusters of one or more than one
machine are used to store these blocks. Master/Slave
architecture is followed. There is one Master node and the
other nodes are Slave nodes.

NameNode

{ ! '

L Datanode_1 | Datanode_2 | Datanode_3

= | | |

Block3 HDFS HDFS HDFS

Block 1

File divided into blocks

Block 4 Bock 2 huce 4

Data storage and duplicating data across
HDFS

Fig. 1. Overview of HDFS

The NameNode performs access control of files by the
clients and responsible for the management of slave nodes as
well as data blocks. The detail information about afile like
location of the file blocks, size of the files, file permissions,
files hierarchy and so on. The DataNodes are basically
low-cost and easily available machines. These nodes actually
store the data and carry out file read/write requests of the
clients. In a regular interval, they convey the detail of the
overall state of the HDFS to the NameNode.

B. Overview of Cloud Computing

In simple language, the concept of cloud technology refers
to provision of computing services like storage, networking
bandwidth, computing servers, computing software,
databases, data analytics and machineintelligence by the help
of Internet. Cloud computing provides an economical
approach of business process outsourcing without any need
of specific investment with private infrastructure setup,
ubiquitous access of computing resources with flexibility in
changing the usage scale. A flexible metered service is
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provided depending on the customer’s usage and a
pay-as-you-use model is followed. There are five specific
properties of cloud computing that has been defined by The
National Institute of Standards and Technology are explained
below.
e The customer can himself can alocate computing
resources like data storage and network bandwidth according
his requirement without any human involvement from the
provider’s side.
» The customers can access the cloud facility from any type
of end systems like a mobile phone, laptop, workstation and
tablet phones over the network.
» The computing needs of more than one customer are
served at a time by sharing cloud resources of the provider
which follows a run time alocation of virtual and physical
computing resources.
* With respect to client’s point of view, the computing
resources can be added or removed according to the client’s
requirement. In other words, a customer can request and get
access to addition computing resources instantly and may
rel ease the resources when not required and these events may
happen automatically.
» We switch of alight bulb or an electric fan whenever we
don’t need light or air and bulbs and fans are switched on if
we need light or air. The electric current provided to us is
metered service. We pay for only that much amount we use.
Similarly, cloud providers measure the dynamic resource
uses of the clients by ameter like capability for the purpose of
efficient control and optimization of the computing resources
and the clients pay according to their scaled usage.

A simplified diagram of cloud architecture has been
depicted below.

End Users

™y |
o5 rvices
Software as a
Service (Saa$) Application
are Frame Py
Pla o)
Service ( S|
Platforms
fras tur Infrastructure
ser (ta
Hardware

Fig. 2: A simplified diagram of cloud environment

According to the above diagram, cloud technology follows
service supported architecture. Three most common services
are laaS (Infrastructure as a service), PaaS (Platform as a
service) and SaaS (Software as a Service). In laaS, the
computing infrastructure requirement of the client is
provided. The infrastructure includes servers, virtual
machines, data storage, network bandwidth and operating
systems.
The client’s requirements for application development,
software testing framework, intelligence agorithms,
database management systems and more are met by PaaS in
addition to servers, data storage and networking bandwidth.
Various clod supported applications are provided in SaaS
layer such as email and office applications.
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C. The Most Suitable Big Data platform: Cloud Computing

The concept of Big Data actually refersto very big volume
of real time, structured and unstructured data of varying
nature and format which give rise to so much complexity
such that this complex data can’t be managed by traditional
database management system. The primary processing
function is to analyze the data and discover unknown
information that can be used for optimized decision making.
If an organi zation focuses on working with big data analytics,
thefirst hurdleto crossisto efficiently store this high volume
of unstructured data (such as text, images, audio and video)
that is being generated in real time manner. The organization
can opt for either establishing it’s privately owned, on
premise infrastructure or go for a cloud storage facility. As
the volume of data starts growing exponentialy, the
organization should also go on scaling it’s infrastructure in a
progressve manner by more and more investment.
Additionally, after managing the complex operations of big
data storage, the next operation that are to be performed are
processing and analytics of big data which aso requires on
premise complex software and agorithms to be purchased
and maintained. The second approach of moving big dataand
related applications to cloud is much more feasible as the
cloud computing provides scalable storage, efficient
processing, cost effective analysis on a secured platform.
Various bhig cloud providers like Google, Microsoft and
Amazon offer efficient big data services through their cloud
based bhig data applications. A table below mentions the
various cloud based big data applications provided by cloud
providers [4] following a pay-as-you-use scheme.

Table 1: Cloud-based big data applications [4]

Google Microsoft Amazon
Big data Google cloud Azure S3
storage services
MapReduce AppEngine Hadoop on Elastic
Azure MapReduce
(Hadoop)
Big data BigQuery Hadoop on Elastic
analytics Azure MapReduce
(Hadoop)

V. PROPOSED WORK

Once an organization opts for moving Hadoop clusters to
public cloud computing environment, they become prone to
various security vulnerabilities asthe cloud providers still not
fully able to enforce security and privacy of consumer’s data.
The current Hadoop releases include end-to-end encryption
schemes for securing datain storage clusters and when dataiis
travelling over network by the aid of HTTPS protocol. But
irrespective of these security measures, there are possibilities
of security breach when the clusters are located in cloud
premise giving rise to an environment of untrust towards the
cloud providers.

Therefore, this research work proposes to extend Hadoop
security in the context of shared public cloud. A novel
software framework has been designed which encrypts
sensitive and confidential data before moving them to cloud
infrastructure. A local HDFS instance or a drive has been
configured in the shared cloud space and then encrypting data
of various formats and varying sizes (large scale encryption)
with the same key has been carried out. This sensitive data
remain encrypted at cloud environment such that even the
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URL is shared with others, nobody will be able to access the
origina content. Without using the software framework,
retrieval of this encrypted datafrom cloud environment is not
at all possible. A mechanism is developed where any type of
datain various formats (i.e. text, image, audio, video) can be
encrypted and put in the directory before uploading to the
cloud. The mechanism allows cloud to support the inherent
encrypted formats. For exampleif ajpg fileisstored in cloud,
as this compression technique changes the bits of original file
and may not be supported by cloud. But the proposed
mechanism makes it possible.

Decryption of this encrypted data is not carried out in
the cloud. Retrieval of the encrypted data comprises of
moving this data back to the local host and then performing
decryption by the aid of the same software framework used
for decryption. Anybody who wants to access the actual data
content hasto create alocal instance of the cloud and provide
the same key used for encryption for downloading and
accessing the file. As soon as the password is changed at the
time of encryption, the datawill be no more accessible to the
other users.

V. METHODOLOGY

A. Encryption Algorithms Used

Once a consumer outsources his dataand application in the
cloud, the consumer does not have any access and control
over hisown data. Although, the consumer ensures his side of
security mechanism, once the business data is stored in the
cloud environment, the consumer has no permission to the
datastoragefacility. So, the consumer will not be responsible
to any data breach at the cloud premise. But, the consumer
also must ensure total security of his data as the cloud
provider may not be absolutely trusted. The only feasible way
to of ensuring data security of the client isto encrypt business
data following some encryption algorithms.

There are severa ways followed by cloud service
consumersfor securing datain cloud. Some organi zations opt
for encrypting their business data before putting in the cloud
data storage. In case of any incident of data breach in the
provider’s end, here, the consumer has at least the satisfaction
that he tried to secure his sensitive data. Another way
followed by the cloud providers is that whenever data is
acquired for storing or transmitting, dataencryptioniscarried
out automatically by default. Some organizations fully rely
on encrypted connections only without incorporating any
specific data encryption algorithm.

In this section, the focus is mainly on securing data by the
aid of some encryption algorithm before outsourcing them to
cloud storage. Depending on how the key are managed and
used, there are two basic approaches followed to encrypt data
in cloud: symmetric key cryptography and asymmetric key
cryptography. In symmetric key approach onekey isused for
encryption as well as decryption of user data which is
available to both the sender and the receiver. On the other
hand, in asymmetric key cryptography, a public,
known-to-all key is used for encryption and a private,
known-to-only-authorized user key is used for decryption.
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This paper mainly employs three most popular symmetric
key agorithms: Triple DES, Advanced Encryption Standard
(AES), and RC2.

i) Data Encryption Sandard (DES): The DES agorithm was
developed by IBM in 1970, which accepts a plain text bit
string of predetermined length and following some complex
steps converts the plain text bits to an encoded bit string
having same length. The fixed length of the input string is 64
bits. An encryption/decryption key is used having 64 bitsin
size, though only 56 bits are the actual key and the rest of the
8 bitsare used for error checking. There are three main stages
of the algorithm: Initial permutation (1P), F (Feistel) function
and Final permutation (FP). The IP and FP stages are
performed once after 64 bit plain text string is input to the
algorithm and before the encoded bit string is generated as
output. The F stage is iterated for 16 times following same
predefined steps. The overall algorithm is stated below.

The 64 bit plain text bit string istaken asinput. Then IPis
performed on it. The 64 bit permuted string is divided into
two halves of 32 bit each. On each of the 32 hit the following
operations are carried out. The 32-bit block is extended to 48
bit by employing expansion permutation method. There are
eight pieces of 6-bit-each data are generated. From the
primary key, sixteen 48 bit subkeys are obtained (16 keys for
16 rounds). The 48-bit expanded block is XORed with a
subkey. The outcome from the previous step is separated into
eight 6-bit units and forwarded to substitution boxes. Eight
4-bit outputs are obtained using a lookup table. The 32-hit
output from the previous step undergoes a fixed permutation
and that is the output to the F function. The outcome of the F
function from the previous step is fused with the other 32-bit
half and a swapping operation is performed on these two
halves. Then this 64-bit output of the first round is treated as
the input to the next round. Same steps are followed in the
next round. After completion of the 16th iteration again a
swapping operationiscarried out on the 32-bit halves. A final
permutation operation is performed on the outcome of the last
round and the final result is obtained which is a 64-bit
encoded string.

ii) Triple DES: In triple DES a collection of 3 DES keys are
employed for encryption/decryption. Three keys, K1, K2 and
K3, each having size of 56 bits are used in sequence. The
8-bit error checking is not included in 56 bit size of the keys.
First, the 64-bit input plain text bit string is encrypted using
single DES key K1. Next, outcome of the previous step is
decrypted using DES key K2. Lastly, the result of the
previous step is encrypted again by DES key K3. The output
isthe encoded bit string.

iii) Advanced Encryption Sandard (AES): The size of the
keysin AES can be either 128 bits for 10 rounds operation or
192 bits for 12 rounds operation or 256 bits for 14 round
operations. Whatever the scheme is used, except the last
iteration, all other iterations are similar. The steps of the
algorithm are explained bel ow keeping 128 bit plaintext input
into mind.

iterations, four operations are performed, namely, Sub Bytes,
Shift Rows, Mix Columns and Add Round Key. Each of
these sub steps are explained below.

1. Sub Bytes: Each state matrix byte is substituted by another
byte value following a 256 value look up table. The looks up
table entries are computed using some mathematical formula
enabling in defending mathematical attack.

2. In Shift Rows sub step, the first row of the state matrix is
not shifted, but second, third and fourth rows are shifted by
one, two and three bytes respectively. The main aim of this
step isto create diffusion.

3. Mix Columns. By performing the operation of matrix
multiplication, the columns of the state matrix are processed
and a new set of columns are generated which substitutes the
old ones.

4. Add Round Key issame as previously explained where the
bytes of the state matrix are XORed with the appropriate
round key and the elements of the state matrix is substituted
by the resuilt.

The above sub steps areidentical for al the n-1 rounds. In the
nth final round, the sub steps that are carried out are Sub
Bytes, Shift Rows and Add Round Key. The encoded string
isthe resultant state matrix.

iv) RC2: RC2 is a symmetric key agorithm developed by
Ron Rivest. The agorithm consists of three steps. key
expansion, encryption and decryption. The user supplied
initial key is and an extended key 64 words is generated
where each word is of 16 bits. The 64 bit plain text is placed
in 16-bit words R[0], R[1], R[2] and R[3]. Encryption
converts the plain text to cipher text at the same place.
Decryption follows the opposite process of encryption.

Key expansion

Assuming a byte operation, a key buffer is denoted as L[0],
L[1],.....,L[127]; each L[i] is of 8 bits.

o Userinputs T byte key. Where 1<=T<=128. T1
denotes the maximum effective length of thekey inn
bits

o User supplied key is stored in the key buffer L[i],
where i=0, ..., , T-1.

o Effectivelength of thekey in bytesdenoted by T8 and
amask TM depending on the number of bitsin T1
following the formula below.

T8 = (T1+7)/8;
TM =255 MOD 27(8 + T1 - 8*T8)

e An additional array P[j], where j=0, ..., 255, is used
for key expansion which contains values from 0 to
255 generated using random permutation.

e Computation for key expansion is as below
fori =T to 127 do

L[i] = P[L[i-1] + L[i-T]];
L[128-T8] = P[L[128-T8] & TM];
fori =127-T8 down to 0 do
L[i] = P[L[i+1] XORL[i+T8]];
The values from L[128-T8] to L[127] is the resultant

+ 128 bitsplain text istaken asinput and divided into sixteen  expanded key.
8-bit units each. These 16 units are arranges in a4x4 matrix ~ Encryption
called state, which is actually an array of bytes following
column major order. For n rounds in the algorithm, n+1
number of round keys is obtained from the cipher key. The
additional key is added with the state matrix initially before
entering into the round. A bitwise-OR operation is carried out
between a round key block and every 8-bit units of the state
matrix. Thisstep is called Add Round Key. In each of then-1
Published By:
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¢ Encryption consists of operations: “Mix” and
“Mash”.

Here, §0]=1, 9[1]=2, d[2]=3, 9[3]=4. In “Mix” operation,
indices in R[i] are always treated as modulo 4. For example,
if i=0, then R[i-1] =R[3]. The operation Mix R[i] isdefined as
below.

R[i] = R[i] + K[j] + (R[i-1] & R[i-2]) + ((~R[i-1]) & R[i-3]);

J=i+ L

R[i] = R[i] rol Ji]; where x roll k denotes x undergoes | eft
rotation by k bits.

e Then the operations Mix R[Q], Mix R[1], Mix R[2],
Mix R[3] form mixing round operation.
e The Mash RJi] operation is carried out as below.
R[i] = R[i] + K[R[i-1] & 63];
o Similarly, the operations Mash R[0], Mash R[1],
Mash R[2], Mash R[3] form Mash round.
The steps of overal encryption agorithm are mentioned
below.
1. Input plain text block of 64 bit is contained in R[C], ...,
R[3].
2. Input key is expanded.
3.j=0.
4. Five MIXING rounds are carried out
5. One MASHING round is carried out.
6. Six MIXING rounds are carried out.
7. 0One MASHING round is carried out.
8. Five MIXING rounds are carried out.
9. Now, R[Q], ..., R[3] contain the cipher text.

B. Overall methodology

The steps of overall features have been explained below.
Any type of file (text, image, audio and video) and having
any size can be encrypted (large scale encryption) before
moving them to cloud environment. A software framework
resides between the data and the cloud. Any data file to be
uploaded to the cloud will go through the software
framework which encrypts the files using same key for all
files. Decryption process follows the same steps.

o ._—-_r/—-u,/—h\
Id < Clowd ™
'/ | i
N | Encrvpted Data | ™
=
\
— (
Owner of data /) \ User of dara /
/
\\\ Local Site // . LocalSite /
. - \\_____//
\\_//

Fig. 3: Encryption and decryption for the proposed work
Microsoft OneDrive has been taken as the cloud
computing environment where the encrypted data files are
being sent. There is only one user involved who is actually
encrypting/uploading and decrypting/downloading data
to/from the cloud environment. So thereis no question of key
sharing over unsecured network.
Step 1: Encryption process
Files to be encrypted and uploaded to the cloud environment
are kept in adirectory. The devel oped software framework is
executed. The CloudSec window is opened. The Directory
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menu itemis clicked and the directory of filesto be encrypted
and uploaded isselected. Thelist of filesin the corresponding
directory isdisplayed in atable with the fields like file name,
size, last modified time, last back up time etc. Next, the
encryption algorithm to be used is chosen. The user clickson
SkyDrive menu item and chooses log in to SkyDrive.
OneDrive APl Browser opens. In OneDrive APl Browser
window, the sign in option from file menu is selected. User
sign in with Microsoft account. File Service menu item in
CloudSec window is selected. A password entering dialog
box appears, where user sets his password. The length of the
password should be of 8 characters. As the files are being
uploaded, their SkyDrivefile ids appear in awindow and the
graphs corresponding to upload time in seconds, encryption
time in ms, upload bandwidth in Kbps for the selected
encryption agorithm start filling up. The message
“uploading files completed” appears after the files have been
uploaded to OneDrive. OneDrive APl Browser window
displays the files uploaded. In this situation, if anybody else
has access to the username and password of OneDrive
account of the user, he/she can enter into the user’s OneDrive
account by opening OneDrive in aweb browser but still will
not be able to see the actual content of the files uploaded. So,
the data files are till encrypted in parking.

Another important thing to be noticed that the files stored
in the local drive directory are also encrypted. The user
himself can’t access the original contents of the file without
using the software framework. This provesthat the fileswere
encrypted while in transit.

Step 2: Decryption process

To decrypt and access the original contents of the files, the
Download option from File Service menu item in CloudSec
window is selected. A password entering dialog box appears.
The same password used for encryption and the same
encryption algorithm is selected.

In the destined folder, the files are downloaded one after
another. As the files are being downloaded from cloud, file
ids are displayed in a window. In addition, the graphs
corresponding to measure download time in seconds,
decryption time in milliseconds and download bandwidth in
Kbps are filled up. After completion of the download, “Files
downloaded from SkyDrive” appears. Now in the destined
folder all decrypted files are residing. As mentioned earlier
that local copies of these files are aso encrypted. Hence to
access the origina files, the local encrypted files should be
replaced by decrypted and downloaded files in the destined
directory. For an uploading/downloading session, the
upload/download directory will remain fixed.
Step 3: Performance comparison of
algorithms
To compare the performance of symmetric cryptography
algorithms, a collection of graphs are displayed in the right
portion of the Data Security window. With respect to each
algorithm, the following factors have been measured at the
time of encryption/uploading and decryption/downloading.
a) Upload time in seconds b) Encryption time in seconds
¢) Upload bandwidth in Kbps d) Download time in seconds
€) Decryption time in seconds f) Download bandwidth in
Kbps

encryption
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VI. RESULTSAND DISCUSSION

A software framework has been developed which is used to
upload and download directory files from the local client
cloud node by asingle user using three symmetric encryption
methods AES, Triple DES and RC2. In one session for
uploading/downloading and encryption/decryption only one
local directory has to be considered. The primary purpose is
the protect client datain transit aswell asin storage when the
client is accessing third party cloud service.

For experimental purpose various types of file like text,
image, audio, video etc. are taken from the local system. Any
of the encryption techniques is selected among AES, Triple
DES or RC2. The files are uploaded using the selected
encryption technique.

A. Experiment 1: To Prove Safety of the Filesin Transit As
Well AsIn Parking

To prove the above, the files in the OneDrive cloud are tried
to be accessed. But it is found that unauthorized access of the
filesin the cloud storage is not allowed. On opening the files
in the OneDrive cloud only binary content is shown.

Encrypted text

Fig. 4: Encrypted file content in OneDrive displayed by
unauthorized user access

This establishes the fact that the files in the third party cloud
storageis secured.

Now, thefilesin the local storage are accessed. It is observed
that the files in the local storage are aso encrypted and
secured and can’t be accessed by any unauthorized users. It
also proves that the files when transmitted to the cloud were
encrypted and are protected against attacks on transit and data
integrity is maintained. After downloading the encrypted
filesfrom the cloud storage, they are automatically decrypted
by the software framework. Now, the last important thing is
to replace the locally stored encrypted files with the
downloaded and decrypted files.

B. Experiment 2: Performance Analysis of Each Encrypted
Methods

Each of AES, Triple DES and RC2 encryption techniques are
analyzed with respect to the metrics of upload/download time
in seconds, encryption/decryption time in seconds and
upload/download bandwidth in Kbps. The encryption
techniques are also analyzed with respect to encryption
difference. The corresponding graphs have been displayed in
Figure 5. For each graph at the right pane, the X-axis denotes
number of files that are being uploaded and the
corresponding Y -axes are upload time in seconds, encryption
time in ms and upload bandwidth in Kbps for both
uploading/downloading graphs. For the encryption difference
graph X-axis is the number of files and Y-axis is byte
differences between encrypted and the origina files. If the
byte difference is more, the corresponding encryption
algorithm is better.
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Fig. 5: Performance comparison graphs of thethree
encryption techniques

Let us discuss the encryption agorithms with respect to the
metrics considered.
a) Upload time: Encryption changes the file size. But as the
files are being transmitted over network, file sizes must be
kept as minimum as possible for faster uploading. According
to the graph generated, Triple DES and RC2 perform better
than AES.
b) Encryption time: The lessis the encryption time, the more
efficiently the encryption technique performs. In this case
also Triple DES and RC2 performance is better.
¢) Upload bandwidth: For better performance, the bandwidth
used should be minimum. Here, the AES and RC2 function
more efficiently.
d) Download time: For efficient functioning, the encryption
agorithm should take less time to download files. In this
regard, Triple DES perform well ascompareto AES and RC2
€) Decryption time: The less the time taken to decrypt files,
the more efficient the corresponding encryption algorithmis.
AES has better performance than Triple DES and RC2 in this
case.
f) Download bandwidth: Download bandwidth should be
less for optimized performance. AES and RC2 perform more
efficiently.
By aggregating the individua performances of each
encryption techniques, the overal performance can be
concluded as below.
The overall performance of AES and Triple DES is better
than RC2. The corresponding performance table of the three
encryption algorithms has been given in Table 2 below.
Table 2: Encryption algorithm performance comparison

No. of Files
Uploaded/
Downloaded | AES | Tripple DES| RC2
Upload Time (Sec) 40 35 38 Tripple DES
Encryption Time (ms) 39000 33000 35000 Tripple DES
Upload Bandwidth (kbps) 30 70 38 AES
Download Time (Sec) 19 12 21 Tripple DES
Decryption Time(ms) 120 230 205 AES
Download Bandwidth in (kbps) 170 310 190 AES

Highest
Permormance of
Algorithm
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When a client takes the service of a third party cloud
provider, thereis possibility of security breach of client data.
That’s why there is a need for enforcing some additional
security measure in the client side. The security of big
volume of data in cloud environment is a very significant
issue. In this paper an additional layer of security has been
integrated for Hadoop clusters in cloud environment. A
single user at the client side uploads/downloads as well as
encrypts/decrypts files to the cloud by the help of a software
framework which takesthefull responsibility to keep thefiles
secured in the cloud as well asin the transit.

Three symmetric encryption techniques namely AES, Triple
DES and RC2 have been used for the purpose of encryption
and decryption. They have been compared with respect to
different metrics  like  upload/download time,
encryption/decryption time, upload/download bandwidth and
encryption difference. It has been observed that among the
three encryption techniques AES and Triple DES perform
better than RC2 with respect to optimized
encryption/decryption as well as encryption difference.

Each of cryptographic agorithms has weakness points and
strength points. We select the cryptographic agorithm based
on the demands of the application that will be used. From the
experiment results and the comparison, the AES algorithm is
the perfect choice in case of encryption time and downloads
bandwidth. If confidentiality and integrity are major factors,
AES agorithm can be selected. And aso if the demand of the
application is the network bandwidth, the AES is the best
option.

VIl. CONCLUSION
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