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Abstract: Evolution of technologies like 10T has enabled
connection of devices around the world through internet. The
devices are mostly termed as smart devices because of their
capability to transmit, receive and process data. It is considered to
be one of the fastest growing technologies and its users are
increasing rapidly day by day. Successful implementation of 10T
depends on the amount of data that is being either transmitted or
received over the networks, ensuring quality of services (QoS)
and the methods adopted to fight the energy constraints of the
battery powered devices. The QoS parameters at the network level
are end to end delay, throughput, jitter and packet delivery ratio.
With the increase in number of 10T device on the network it has
become essential to concentrate on security of devices and at the
same time security of data that is being transferred over the
networks. In this paper we have tried to study the algorithms that
have been used to preserve location of source and sink nodes to
protect it from breaching and also tried to analyze the effect of
these security algorithms on the QoS of 10T networks.

Keywords. Internet of Things, Security, Energy Efficiency,
Quality of Services, Sink, Source

I INTRODUCTION

loT can be described as a system which enables the
connecting and monitoring of physical objects through
internet. The objects or things like computing devices,
digital machines, electrical or home appliances etc., having
their own digital identity are connected to the surrounding
objects, able to exchange data due to which the objects
connect and communicate in an intelligent fashion. While
we think of getting connected through tablets, laptops,
computers and mobile phones with help of the IOT, things
get connected without requiring interaction between two
human beings or between a human and some digital device.
The service providers have developed a number of
applications to fulfill the demands of the IoT users. Quality
of services (QoS) demanded by the consumers for an
application may vary from person to person and similarly
QoS will differ for the various 10T applications. The quality
metrics should be defined clearly for any application so that
a user will be able to define his expectations and the service
providers can make changes accordingly. So the researchers
should concentrate on identifying the QoS (Quality of
Service) metrics to define the expectation of |oT service
user.
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Communication networks in 10T ecosystem are responsible
for transporting the real-time data and applications across
the world. The time required to process an application is an
important factor to decide its acceptability among the users.
If we consider the basic three layered architecture as
discussed in [34,35] the architecture of 0T is divided into
three layers namely sensing, networks and application. The
sensing layer consists of devices and sensor, application
layer includes 10T applications like smart home, healthcare,
smart city etc and the network layer does the very important
task of data exchange between the sensing and application
layer. The QoS metrics for al the three layers have been
discussed in [36] but our research mainly concentrates on
the functioning of network layer. The key performance
characteristics at the network layer are jitter, throughput,
end to end delay, bandwidth, security and packet delivery
ratio (PDR). Lossless transmission over the 10T networks is
an important factor for successful implementation of an
application. The data communication process should be able
to support the exchange of information between the
heterogeneous devices and across in the heterogeneous
networks for efficient data communication [1]. Besides this
dealing with security attacks is another important concern
while using the internet enabled technologies like the I0oT.
The applications of 10T should be able to detect security
attacks, identify it and at the same time should be able to
recover from the attacks [3]. 10T networks are susceptible to
a number of attacks like stepping stone attacks; Denial of
Service (DoS) attacks etc. The security solutions for internet
cannot be directly applied to loT because the loT
applications involves different kinds of devices and most of
them do not have any malware protection. A study of recent
security attacks has led to the evolution of better security
architectures to protect the communication route on loT
networks from source to destination. The need for obtaining
comprehensive security solutions has led to research in
efficient applied cryptography for both system and data
security, non-cryptographic techniques for security, and
frameworks to help service providers in the task of
developing security algorithms that will be compatible with
the heterogeneous nature of devices. Though cryptographic
security services are capable of running on resource
constrained 10T devices, we need research on areas that will
help to come up with security solutions which would be
easy to understood by all the kind of users and further it
would be easier for the users to apply those solutions for
maintain security of their devices [10]. The wireless
communication path on the 0T networks is developed with
the help of a network of sensor nodes. The data packets are
transmitted from the source node to the sink node either
directly or through some
intermediate nodes.
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The location of source and sink nodes is of great interest to
the hackers as they can have an access to all the confidential
data by capturing any one of these nodes. The attackers
mostly use backtracking strategy to know the location of
source and sink nodes. It affects the normal pertain of the
sensor networks and therefore future implementationsin 10T
should concentrate to preserve the location of nodes and
devices. Location privacy protection can be considered for
transmitting nodes, destination nodes and for transmitting as
well as destination nodes [4]. Preserving location of either
of these nodes is of great importance in applications like
smart transportation system, smart heath care, smart
parking etc as because it consists of personal information of
users like movement, habits, and interactions with other
people. Every solution or framework that is used to
maintain privacy of loT applications must address the
challenges like profiling and tracking, localization and
tracking and secure data transmission [12].

loT devices generate a large amount of data which makes it
difficult for the researchers to develop solutions for data
handling techniques, its storage, security and ownership. As
the amount of data increases there is an increase in the
complexity of computations and the large capacity of
memory storage which are most of the times not possible
with the help of the available devices. Cloud computing and
remote servers have provided solutions to handle the
voluminous data but these techniques pose a threat on the
security of data. The security mechanism for 10T needs to
consider more management objects as compared to the
traditional network security due to the combination of
things, services and networks. Most of the devices
connected in the network communicate wirelessly which
increases the risk of security attacks. Energy constraints of
the battery operated devices; the changing behavior of the
network topology makes the routing more challenging. To
full fill our requirement of developing a routing strategy
which will be able to preserve the locations privacy and also
maintain the quality metrics we need to use techniques like
machine learning along with the existing 10T protocol.

. LITERATURE SURVEY

According to author in [9] the major concerns of WSNs and
loT are less power consumption for increased network
lifetime and security. An energy efficient secure route
adjustment (ESRA) model in [9] has used Mamdani Fuzzy
logic for identifying energy efficient route during
communication. It selects the most suitable route by
considering values of QoS metrics. Altering position of sink
nodes is possible and the new route is created by knowing
the position of the current sink node. This algorithm
consumes low power as route is created by knowing the path
reliability. The cluster based routing algorithms consume
more energy due to the presence of many intermediate nodes
in the communication route. To solve the problem of more
power consumption in clustering techniques authors in [7]
have used double level unequa clustering algorithm
(DLUC) that shares the traffic load among the clusters. The
information exchange among the nodes is independent of
the cluster heads which reduces number of clusters and
nodes in the transmission path. Optimization of bandwidth,
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lesser values of interference between the control packets by
using framing times to avoid congestion and lower values of
data loss reduces the energy consumption of the networks.
Two important factors responsible for more power
consumption on the networks i.e mobility and varying
cluster sizes have not been considered in this algorithm.

This section tries to list out few algorithms that have been
developed to preserve location information of either source
node or sink nodes and sometimes both the nodes taking
into account the functioning of an IoT application. We have
also studied the effect of security algorithms on energy
efficiency and the QoS metrics like throughput, end to end
delay and packet delivery ratio.

A. Source Node L ocation

Source location privacy (SLP) has become a challenging
issue for research to maintain secure networks. In absence of
SLP it will become easier to know the location of source
nodes and gain access to the data before being transferred on
the communication route [8]. A route created by the sensors
mainly consists of source node and sink nodes and number
of intermediate node that use hopping techniques to transfer
data packets. Some of the studies indicate that knowing the
source location is easy for the attackers even if they know
the locations of some of the nodes in the route that is
currently being used [20]. It is therefore necessary to
develop SLP agorithms to protect 0T networks from
security attacks.

A Stochastic and diffusive routing algorithm (SDR-m) in [6]
has used multiple virtual nodes for improving SLP without
having much effect on lifetime of the networks. Escape
angle and difference in potential factors have been used for
routing information. This technique has used only the nodes
that have excessive available energy which prevents failure
of transmission due to lack of energy. The agorithm
provides good safety period but till there is a cope for
improvement to make the agorithm more secure. The
amount of data packets delivered is good, energy
consumption is less but the algorithm does not consider the
mobility of sensor nodes which is an important factor to be
considered while calculating energy consumption of
algorithms. Another SLP in [8] known as the sector based
random routing scheme (SRR) enhances privacy of the
source nodes by using different routes at regular intervals.
Energy consumption is reduced by using ho threshold
techniques. The algorithm is able to handle backtracking and
direction attacks and at the same time tries to maintain
balance between security and power consumption of nodes.
Though the algorithm has reduced energy consumption but
still there is need to develop techniques to deal with the
changing position of source and sink nodes.

An agorithm based on ring loop routing (SLPRR) to
provide SLP has been proposed in [15] that improves the
energy consumption and safety time of 10T networks. The
ring routing technique, backbone routing and confused time
domain helps to improve the safety time. This algorithm
uses the fact that creation of rings only in the non-hotspot
area will consume less energy and thus will not affect the
network lifetime.
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But one of the problems in the algorithm is that more
number of rings will increase traffic on the networks which
results in more energy consumption. The algorithm is able
to improve security of source nodes but does not fully solve
the energy efficiency issue.

To solve the energy efficiency issue of the privacy
protecting approach the author in [16] has utilized the
concept of short shares to lessen the load of message
sharing. The scheme provides stable data transmission
scheme and significantly improves network’s tolerance
about the stability of sensor nodes. The scheme has
improved source location privacy at the cost of more energy
consumption. Dynamic and Dynamic SPR presented in [17]
are two online protocols that use fake nodes to that provide
SLP. The two protocols are dightly different that depends
on the mechanism used to instruct sink nodes to start the
process of providing SLP. Simulation results indicate that
Dynamic protocol improves SLP but results in high message
overhead. A hybrid SLP protocol, Dynamic SPR (dynamic
single path routing algorithm) has been proposed by the
author to deal with the problems arising in the dynamic
protocol. It uses a directed random walk to introduce fake
sources in the transmission path. The Dynamic SPR
provides low SLP but is more energy efficient than dynamic
protocol.

A Phantom routing (FSAPR) protocol based on fake sources
in [11] has been used for SLP that prevents localization of
the sensor nodes that are involved in sending data packets to
the base station. The algorithm uses encryption techniques
in which the data packets being forwarded by the source
node will be encrypted with akey and only the base station
will have prior information of the secret key. The value of
hit ratio is used to determine the level of privacy provided
by this protocol. Lower values of hit ratio are considered to
be preferable for maintain privacy of the source nodes.
Better results can be obtained by optimizing the number of
fake and phantom nodes. The agorithm uses shortest
available path for routing data packets from phantom nodes
to the base station but this algorithm fails to be energy
efficient as no threshold values have been specified for the
number of nodes in the communication path. In this case
there is no limit for the minimum or maximum number of
nodes in the route. Increase in the number of nodes will
increase the traffic on networks and thus increase energy
consumption.

One more SLP aware protocol in [18] uses a two step
methodology that is based on the profiles and selection of
protocols. The SLP aware algorithm is selected by using
decision theoretic procedure that helps to solve issues
related to given set of attributes. The library of performance
profiles of the various routing algorithms and the decision
theoretic procedure allows encountering the problems faced
by the SLP algorithms by using mutualy preferentially
independent attributes. The network administrator has to
provide utility functions, the weights of the attributes and
the network configurations as the inputs to obtain results of
the algorithm. The author has used three case studies to
exhibit the feasibility of the approach.

Panda game hunter model selects the nearest sensor as the
source node once a panda is detected. The source generates
encrypted data packets periodically and forwards it to the
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sink node. Attackers use backtracking technique to find the
source location by capturing panda. To deal with this
problem a protocol have been proposed in [21] that protects
panda by maintaining secrecy of source nodes. Safety period
is improved by using limited flooding method to achieve
SLP. But as the flooding increases in each turn there is a
remarkable increase in energy consumption over the
networks while using this algorithm. Another cloud based
SLP technique (CPLSP) for WSN proposed in [26] uses
false packets along with the real packets in the transmission
route to confuse the attackers. Random number of false
packetsis used to create inconsistent traffic in the vicinity of
source node by which it becomes difficult for the
adversaries to detect exact location of source nodes. The
false packets ensure strong privacy but the energy
consumption increases with the increase in number of false
packets and effects lifetime of networks. Another algorithm
for SLP in [29] uses dynamic routing based agorithm
(SLPDR) to avoid attack by the adversaries. A regular
change in the position of the source nodes makes it difficult
for the adversaries to predict exact location of node and thus
provides strong security at the network level. But a
disadvantage of algorithm is that hop by hop transmission
used by the cluster nodes increases the power consumption
of the networks with the increase in the number of nodes
and length of the routing path. Another approach to address
the issues of transmission delay, energy consumption while
maintain safety time has been discussed in [31] that uses
CASLP that uses confused arc scheme to provide SLP.
Reduction in transmission delays and power consumption is
achieved by fixing a transmission range for all the nodes.
Rings are divided into arcs and then combined to form new
closed loops to provide better security for the source nodes.

B. Sink Node L ocation

The nodes located at the recelving end of the networks are
caled as sink nodes. Sink location privacy agorithms are
essential to protect sink nodes from adversaries. In the
absence of sink location privacy algorithms the attackers can
easily locate the position of sink to have an access to the
data packets at the receiving end. Privacy agorithms for
sink nodes in the networks are becoming an interesting
feature for research because sink nodes gather all the data
packets and therefore contain a great amount of information.
In this section we try to mention few sink location privacy
algorithms. Semi Random Circle Routing [22] is a sink
location privacy agorithm that uses semi random walk
strategy to preserve the location of sink nodes. The position
of sink nodes is varied in a circular manner which makes it
difficult for the attacker to know the exact location of the
target node. The values of QoS metrics, PDR and end to end
delay are satisfactory but the network lifetime decreases as
the energy consumption is increased with the increase in
radius with the changing positions of the sink node.

An algorithm for privacy preservation for sink node location
in telemedicine networks (PSNL-TNs) have been discussed
in [23] that uses fake sink nodes and fake data packets to
minimize the risk of attacks over the sink nodes.
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This algorithm provides good safety time but there is an
increase in the transmission delay of data packets by which
we can say that one of the QoS metrics is not satisfied.
Along with this request packets generated by the fake
packets and more time spent by the nodes in transferring the
data reduces network lifetime. Another algorithm has been
used by the authors in [24] known as random fake sink
nodes (RFSN) for privacy of sink locations. A cluster head
is selected randomly as a fake sink node and al cluster
heads start transmitting fake data packets towards it. Fake
sink nodes in turn keep on changing their positions to
protect the real sink node. The energy consumption over the
network is maintained by using the cluster head for
transmission and keeping other nodes ideal. The algorithmis
secure as it helps in revealing the location of the sink nodes
to the attackers. The QoS parameters throughput and PDR
are good but transmission delay is more due to the
involvement of more nodes in the routing path.

An agorithm in [25] uses K anonymous false packets for
preventing capture of destination nodes in the wireless
sensor networks. In this algorithm false data packets are
transmitted to k false sink nodes and real data is transferred
to the sink node due to which it becomes difficult for the
hackers to know the real sink node. The efficiency of
algorithm is dependent upon the usage of the anonymous
nodes in the network. Anonymous nodes increase safety
time but three should be a limit to the number of anonymous
nodes because more number of these nodes in the
transmission nodes will increase the traffic which in turn
will increase the transmission delay and power consumed by
the nodes. The authors in [14] have utilized a machine
learning based energy efficient clustering algorithm (QLEC)
that selects cluster heads in high dimensional space and uses
other nodes for transferring data packets. The residual
energy of the network is maximized by using Q-learning
method during the routing process. The detailed analysis if
the Q-learning helps the nodes to select their cluster heads
for data transmission. By this method there is an uniform
distribution of energy consumption over the network which
helps in enhancing the energy efficiency parameter of the
algorithm and thus increases the network lifetime.

C. Sourceand Sink Location

A K-means cluster based algorithm has been used in [27] by
the authors for preserving the location of source as well as
the destination nodes for WSNs in |0T. The real source and
sink nodes are protected by using many fake nodes both for
the source as well as the destination nodes. Clustering
scheme is used for the transmission of data packets to
multiple sink nodes. This agorithm helps to protect the
direction of data communication maintain length of the
routing path. Asthe real packets are transmitted through the
shortest route, delay has been reduced. The proposed gives
better values of safety time but it fails in proving to be an
energy efficient protocol due to the increase in the number
of fake sink nodes.

Multi fake source nodes have been used in [28] that use
random walks strategy to protect the location of real source
nodes. The nodes having higher energy levels as compared
to the neighboring nodes are selected by the source node for
the transmission of data packets. The selection of false
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nodes called as proxy source is done randomly to protect the
location of source nodes fron the attackers. The location of
sink nodes is protected by using an interference area around
the destination nodes. With the help of this algorithm it is
possible to protect the location of both source as well as the
sink nodes. This scheme ensures better amount of data
transmission by reducing the network traffic. A
disadvantage of this agorithm is increased power
consumption as the Hop nodes used by the data packets
increases the number of nodes in the transmission paths.

A scheme to provide protection against local eavesdropper
has been proposed in [13] that help in preserving the
location of both source and the sink nodes which is effective
in case of Distance Routing Effect Algorithm for Mobility
(DREAM) protocol. The source and the sink node are
protected by storing false information in the table of every
node which prevents the attacker in detecting the real path
and start following the wrong path. This algorithm provides
protection but packet loss ratio has increased.

One more agorithm Hierarchy Rift Protection Scheme
(HRPS) in [30] provides protection against the local
eavesdropper. This algorithm ensures effective end to end
location privacy against the security attacks and improves
network lifetime. In this scheme, it creates more rift routes
for origina data packet transmission and provides constant
network life time even if the nodes consumed additional
energy. The proposed scheme achieves improved source to
destination security without effecting the network life time
but still there is a scope for reducing energy consumption of
the transmission and the reception path.

The authors in [33] have proposed schemes to provide
against local eavesdropper like bidirectional tree (BT),
dynamic bidirectiona tree (DBT), forward random walk
(FRW) and zigzag bidirectional tree (ZBT) end-to-end
location privacy protection to deliver messages from source
to sink. Among these four agorithms ZBT achieves the
highest safety period but it also consumes more energy as
compared to others due to the generation of more dummy
messages. The algorithms can be extended to be applicable
for multiple mobile sources.

i, ANALYSISAND DISCUSSIONS

A study of the papers included in the review reveal that
though the routing algorithms are able to maintain few of
the QoS parameters that include end to end delay,
throughput and packet delivery ratio but many of the
location privacy algorithms are unable to maintain balance
between energy consumption and security. Most of the
papers that we have studied have succeeded in increasing
the security of source or sink nodes but due to introduction
of false packets in the route energy consumption is more.
There exists an inverse relation between energy
consumption and network lifetime. Increase in energy
consumption for the implementation of privacy agorithms
reduces the network lifetime. Thisimposes a great challenge
in the utilization of security and privacy agorithms for the
energy constraint 0T devices.
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In this section we would like to discuss the factors affecting
security and energy consumption in the loT networks.

a. Energy Consumption

The sensors deployed in the 0T networks are small in size
and have small batteries. Due to the electrochemical
limitations, the batteries get discharged very soon. We
therefore need to develop algorithms or protocols that will
consume less battery power. Overall energy consumption of
loT networks can be evaluated by considering the energy
consumption at device, network and application layer of
loT.

Factors that impact energy consumption in loT are as given

below:

i. Sensors consume energy in the process of sensing the
required signals and also for transmission, reception and
processing of information.

ii. Energy consumed by the sensor nodes is directly
proportional to distance between the sources and sink
nodes. The larger the routing path larger will be the
energy consumption. Multi hop algorithms have many
nodes through which the data has to be passed through
the route. Similarly while working with the cluster based
algorithms increase in the number of clusters and cluster
heads will increase.

iii. The data being transferred on the routing path is
susceptible to a number of attacks. The attacks will
increase the packet loss which resultsin abnormal energy
consumption. The location privacy agorithms mainly
work on securing the source or sink nodes by using false
packets to protect the nodes from adversaries. But the
false packets increase the length of the path, due to
which the end to end delay increases. The increase in the
period of end to end delay will result increase in energy
consumed by the nodes which in turn will reduce
network lifetime.

iv. Another important factor that responsible for decrease in
energy efficiency of the networks is the traffic
congestion caused by the increase in data packets that is
caused with the rise in number of |0T devices and end
users. So, further research should concentrate to keep
bal ance between QoS parameters of the networks, energy
consumption and security.

v. Inclusion of new devices on the network increases the
number of devices being connected on the internet which
directly impacts the energy consumption.

vi. Accumulation of large amount of data on the cloud
servers and data centres results in increase in the
electricity power consumption.

vii.Energy consumption during IoT implementation is more
for visualization and monitoring stages.

b. Security:

Lack of virus protection or maware protection software
adds to the risk of hacking of 10T devices. The attacker is
able to gain access over the routing path and also over the
sensitive data that is being transferred over the network. The
security for the 10T devices can be broadly into two types,
one security of the data and the other securing the source
and sink nodes. The widespread adoption of [0T technology
can be greatly affected in the absence of confidentiality,
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integrity and security of data. Moreover as the different
service providers use different network to transfer data it

Table 1. Analysisof Location Privacy Algorithms
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Becomes difficult to provide security solutions that will be
compatible for the various networks. The requirements of
the mainframe security solutions like heavyweight
calculations and large amount of storage space for the data
pose a challenge on dealing with security attacks owing to
the low capacity of the 0T devices. Authentication of data
can play a very important role in preventing data theft.
Checking of integrity of data at intermediate links will
ensure reliable transmission or reception of data but it may
lead to transmission delay. The delays will be introduced
due to retransmissions in case of violation of integrity but
these delays will require more processing power and thus
increase the power consumption of the nodes. The wireless
communication path and the constrained nature of the 10T
devices increase the difficulties of developing security
algorithms.
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The security requirements of loT should include the
following:

i.  The messages exchanged on the network should be
understood only by the source or destination devices
and nodes.

ii. Thereis a need to pay attention that the messages do
not get changed and tampered by third party.

iii. Authentication should be used to confirm that the
appropriate source and destination devices are accessing
the data.

iv. There should be no interruption in loT services. The
hackers may use Denia of Services (DoS) attacks in
such periods and the users might assume it to be as
temporary non-availability of service.

v. TheloT devices must use secure authorization in which
it will be mandatory for the devices to acquire control
permission for accomplishing the assigned operation.

vi. Repetition of data on the network should be avoided to
save the networks from replay or playback attacks.

vii. Non-repudiation should be avoided in which the
devices will not be able to deny the tasks performed by
them.
Devices are either added or removed from the network
according to the requirements of the users. It is
therefore necessary to maintain forward and backward
secrecy. Backward secrecy will prevent the newly
added devices to decrypt the information exchanged
prior to their introduction on the network. Forward
secrecy will ensure that once a device leaves the
network it won’t be able to access the information
exchanged between the devices after its departure.

viii.

V. PROPOSED METHODOLOGY

The proposed methodology can be described with the help
of the following block diagram,

Development of a
wireless network with
standard QoS and
sceurity optimization
techniques

Evaluate the QoS and
mtegrate security layer
using ML and AL
based algorithms

RV,

Apply the mtegrated
algonthm on the
network, and check it's
petformance

Performance
evaluation of the
network and
modification to
integrate ML and Al

If performance metrics are not met, then re-configure
the Al and ML Layers in order to further optimize
the QoS and security performance of the network

Figurel. Flow diagram for the proposed system

From the previous review, we can understand that there is
no integrated algorithm researched yet which can not only
improve on the security of the network, but also improves
the QoS of the overall network. Due to this fact, our
research is directed towards a multi-faceted domain, one
which includes working on security aspects like anonymity,
route security, data security, etc. and other on the QoS
improvement which includes route selection, deep
scheduling, performance improvement of nodes, etc. Due to
such a wide variety of domain selection, there are generally
issues with algorithm integration. Thus, another need of
doing this research is to develop a single agorithm which
can take care of the two most crucial aspects of the wireless
network, namely security and QoS.
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Generally, machine learning and artificial intelligence are
applied to data mining and signal processing problem sets,
but through this research we will be able to demonstrate that
it can be applied to QoS optimization and security
enhancement interactively, thereby improving the overall
performance of the wireless network. This is another
research for pursuing this research work. From the figure,
we can observe that the system will first start by deploying a
norma wireless network which will have standard
algorithms for QoS improvement and security. For QoS
improvement algorithms like sleep scheduling, duty cycle-
based protocols, clustering methods, and others will be
reviewed, while for security improvement agorithms like k-
Anonymity, ALERT, and others will be reviewed. Post
review, the algorithm with best output parameters will be
used for implementation. The developed algorithm will be
then reviewed, and a machine learning and Al layer will be
added to in order to further evaluate its performance in
terms of QoS improvement. Once the level of QoS is
achieved, then the security parameters of the algorithm will
be tuned, and its security performance will be evaluated.
This security performance along with the QoS performance
will be fine tuned will the point, metrics from both the
performance evaluations are not satisfied.
The following outcomes can be expected from the proposed
work:
e Improved QoS for any kind of wireless network
e Adaptive security for wireless networks
e A single agorithm will be used for performing both the
tasks
Flexibility in terms of security and QoS of the network
Using machine learning will benefit from continuous
network configuration, and thereby the network will
always be updated with the latest security and QoS
features
e Due to improvement in QoS, the response rate for
security attacks will be improved.

V. SOLUTIONS TO ENSURE QOS

The challenges faced in ensuring QoS while fulfilling the
energy constraints and security of the 10T networks can be
overcome by exploring new technical solutions. In this
section we try to discuss the benefits of machine learning,
cognitive radio networks and fog computing techniques to
deal with the issues of security and power consumption.

a Fog Computing: Cloud computing was developed to
overcome the challenges of limited storage capacity and
processing power of the 10T devices. It helped to improve
communication rate between the sensors and data
processors. Many of the loT services that used cloud
computing were not able to address the scalability,
latency, security concerns of real time application. The
requirements of the real time applications led to the
development of fog computing that keeps the same
features of could and at the same time solves the issues of
latency, QoS requirements and service level agreement
(SLA).
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Fog computing uses a distributed architecture and works as
an intermediately device between remote servers and the
hardware. It has control over the data which can be sent to
the server and that can be managed locally. Fog computing
is thus able to prevent moving whole data to the cloud
thereby providing better data processing by efficient
utilization of low network bandwidth. A part of data
processing and analytics is done by the sensors and network
gateways. Fog computing is closer to the physical device
layer and uses local computers for the computation process
instead of the remote servers. This helps in solving latency
issues faced in cloud computing. The transmission of data
packets through different channels enables better utilization
of the network bandwidth. Applicable security controls and
complex systems due to connection of various nodes
provide better security. Faster performance and reduction in
downtime makes fog computing more power efficient than
cloud computing.

b. Cognitive Radio Access. The amount of data that can be
passed through networks in a given time period
determines the bandwidth which is closely related to one
of the key performance characteristics of 10T networksi.e.
throughput. Exponential growth in the consumer usage of
|0T services has lead to increase in the 10T devices on the
network. This number is expected to increase manifold in
the coming years which will require enormous amount of
bandwidth. Large number of devices will increase traffic
demand and latency which in turn will have negative
impact on security and energy consumption of the
networks. As throughput is one of the QoS parameters, we
need to develop methods for better utilization and
improvement of bandwidth of 10T networks.

Cognitive radio networks (CRNS) is one of the promising

technologies that can help to cope up with the problem of

insufficient bandwidth. Owing to the inadequacy of
spectrum  management policies most of the licensed
frequency bands are unutilized as it does not permit
secondary users to access the spectrum. The unlicensed
spectrum can be implemented at low cost but it does not
guarantee QoS. It is therefore better to use licensed
spectrum for fulfilling the requirements of reliability and
network security. Cognitive radio networks help in
efficiently utilizing the spectrum by allowing secondary
users to transmit data on the licensed band without
interruption of the primary users. CRNs are able to detect
the spectrum gaps which are developed when the primary
users vacate the networks. These gaps are efficiently utilized
by allowing access of networks to the secondary users.

However the CRN based devices should be able to

reconfigure its communication parameters like modulation

and frequency to avoid effects of interference caused by the
secondary users on the primary users.

c. Machine Learning: The traditional data collection and
processing techniques are unable to handle the large
amount of heterogeneous data generated on the loT
networks. Network planning and deployment challenges
can be overcome by using new computational paradigms
like machine learning (ML). It is field of artificia
intelligence that helps to automate a process and the
machine will try to solve that process automatically. It can
be utilized to provide intelligent services, to avoid node
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failures as well as performance degradation by predicting
network resources and to analyze the large amount of data
that we obtain from 1oT. Machine learning is able to apply
correlation between the different kind of data collected by
the sensors and send it to storage for further analysis. The
extensive usage of android mobile phones to control |oT
devices has increased the risk of security threats. ML
algorithms help to detect and aert users about maware
attacks.

V1. APPLICATIONS OF SECURE NETWORKS

The growth of 10T networks demand security of data and its
protection from different types of attack. 10T applications
have various security regquirements according to its
functions. Banking, military, smart heath care, large
organizations need secure networks for their smooth
functioning.

a Banking: 10T devices are being used increasingly to
transfer, gather and analyze the data of banking, insurance
and financial services to study the consumer behaviour
and acceptance levels of their products. These services
facilitate large amount of data transfer which mostly
involves confidential data of the consumers. For ex,
insurance related products gather al the personal
information of a consumer like date of birth, family
details and annua income of a family. Another example
in this context that enables personal information on the
networks in online shopping and payments. The personal
data that is being transferred at a fast pace increases the
risk of attacks by the adversaries. Most of the |oT devices
have no safeguard against cyber threats and the banking or
other financial organizations do not have any means to
secure the numerous devices that are used for exchanging
their consumer information. Hacking of one system can
ease hacking of data that is either originated or being
transferred through other 10T devices connected in the
same network. Wireless networks and cloud servers used
for exchange of data over the networks increase the
chances of breaching of devices.

Though the organizations are spending a lot of money in

securing their corporate networks but as |oT devices are

increasingly being used by the end consumers there is a

need to secure the IoT networks to protect persona

information, exchanged data and develop trust among the
users.

b.Military:  The military organizations have advanced
technically as some countries are using 10T to connect
ships, planes, tanks, soldiers, drones and base stations.
Biometric wearable used by the soldiers help them to
perform better in battle field by collecting data generated
by various sensors which helps to identify the position of
enemies and to take decisions to combat their attacks.
Utilization of 10T devices enables collecting data from a
wide range of platforms by which helps to enhance the
intelligence and surveillance systems of military. As the
military and defence organizations exchange voluminous
data related to national security and public welfare it is
essential to protect networks
and especidly |oT networks
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to protect sensitive information.

The networks should be able to perform secure
information exchange without losing any confidential
data or allowing any unauthorized access.
Health care: Hedlth care is increasingly relying on l1oT
devices to provide medica services remotely. These
devices are able to monitor health of people by using

wearebles like glucose meters, blood pressure cuffs, and

heart monitoring implants etc., which assist medical
practitioners to collect health record, to provide treatment
based on data, and avoid emergency conditions by

transmitting alerts in case of abnormal indications. 10T

enabled smart health care has proved to be beneficial for
patients with serious health conditions and elderly
persons. The electronic hedth record should be
confidential as it contains persona information. Illegal
user involvement or breaching can risk a person’s life.

The smart health care system is at risk of cyber attacks

due to wireless links used for communication,
interoperability of devices being used on the network,
large number of application users that generate enormous
data over the cloud and lack of latest software in the
medical devices.

VII. CONCLUSION

The study of algorithms used for preserving the source and
sink node locations indicates that balance between QoS,

energy efficiency and security are
determining usability as well

responsible for

as adoptability of loT

applications by the consumers. Data security and protecting
the location of transmitting and receiving nodes are needed
to meet the security requirements of |oT networks. The
energy constraint of the battery powered 10T devices has a
great impact on implementation of security algorithms. We
have mentioned some of the factors that affect the network
lifetime and security of loT networks. Fog computing,
cognitive radio networks and machine learning are some of
the technologies that can be used to deal with the QoS and
security issues of loT. Service providers can use these
technologies for the real time applications after identifying
requirements of the end users. The level of security varies
from one application to other but breaching or attack by
adversaries can lead to severe losses for the end users. Lack
of security can risk a person’s life in health care application
and at the same time pose a threat to national security when
military applications fail to effectively secure its loT
devices. Our future research will try to implement machine
learning algorithms to secure and improve QoS of |oT
networks.
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