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Abstract: Data steam mining has gained large interest in 

current research domain. Where various information’s are 

retrieved based on the content of the context, the accuracy of the 
input stream with respect to its privacy is a major challenge. 
Windowing technique is used an effective approach in providing 
security measure in data stream mining. The recent develop 
windowing approach operates using sliding window, where 
anonymity is focused by different processing rules. The linear 
search sliding window has a constraint of search overhead and 
loss of generality under distributed information. In this paper, a 
new adaptive window approach for privacy coding in data stream 
mining is proposed. This presented approach is developed with the 
concern of minimize the search overhead and accuracy in search 
mining performance using adaptive window monitoring. 

Keywords: Slide window approach, adaptive window coding, 
data stream mining.  

I. INTRODUCTION 

Data stream mining (DSM) has evolved as a major area of 
research in recent past. With large number of information 
been shared over the transaction, the preservation and 
accuracy of data stream has become a major concern. In data 
streaming publishing data need to maintain the privacy and 
should operate for publishing useful information on 
maintaining personal privacy. Recently, security in DSM has 
gained much attention in academics, industries, and various 
data publishing domain [1-3]. Here, Privacy implies data 
containing a details of transaction for identification and 
transaction details. With the emergence of large data 
streaming, data can be repeated in limited and growing level 
to tolerate the attacks [4]. Multilingual online applications 
such as network analysis [5] provide frequent transmission 
transactional data streams for security provision. However, 
disclosure of the data stream affects the privacy in the 
network. The privacy issue for publishing static transactional 
data has gained large interest in recent years. However, the 
nature of streaming and the approaches of privacy 
threatening has constraint the transaction performance. In [6] 
transactions are given with time period known as landmarks 
and are considered until the current time of transaction. In the 
process of sliding window the input data is processed with 
window given for data mining called as transactions-sensitive 
windows and time sensitive windows.  
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These windowing are applicable to data, as transactions lead 
to the removal of the transactional data for higher volume of 
data.  To develop a privacy measure in transaction data in [7] 
a Model is presented, which set most of the background 
scenario by reducing a k-factor for related data. Here the 
Anonymity mechanism has been incorporated by monitoring 
and cooperating to privacy coding in streaming data . In 
[8-10] Background knowledge was transferred to clients, 
which defines for a transaction. In [11] an attacker is assumed 
to have an unregulated number of intrusion, and presented a 
monitoring system, which observe the groups, and then has 
sensitive values for each group defined to monitor. [12-16] 
defines a anonymity approach where data is defined in easy 
and accessible format rather than a non-formal recording 
using a single and generalization hierarchy. [17] Introduces a 
controlling approach which define the conversion, which 
share transactions with the maximum knowledge of materials 
and can be shared with a public privacy. In addition, they 
define global operation to protect several possible attacks for 
privacy constraints [18]. In all respects, the opponent's 
background knowledge was confined as object of 
observation. However, an attacker will receive partial 
knowledge of sensitive items and therefore, the idea of 
uncertainty in the privacy model will not allow an attacker to 
know the strategy used in defining the confidence of any 
section of data.  
In Data stream operation data are persistent and ambiguous, 
and are usually unrelated [19]. Publishing data with security 
measure related methods are outlined in [20-23] for security 
provisioning in DSM. To introduce a unify data stream using 
k-anotomy [24] approach an aided input is defined for 
security application. In [58] for time constraint data 
publication a cluster reuse, and an approach of data streams 
was introduced by clustering based on the speed limit of the 
process with reduction in information loss. The concerns of 
information loss result in false reputation and decrease the 
reliability of the system. With objective to develop a security 
approach in data stream mining, in this paper, a new adaptive 
sliding window coding for security provision minimizing 
information loss is proposed. To outline the proposed work, 
this paper is outlined in 6 sections, where section 2 brief the 
approach of security coding in data stream using sliding 
window approach. Section 3 presents the proposed approach 
of adaptive slide mode coding, section 4 presents the 
simulation result developed for the proposed work, and 
section 5 concludes the presented work. 
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II. SECURITY MEASURE IN DATA STREAM 

MINING 

Towards developing a security approach in DSM Anonymity 
issue for privacy preservation is outlined in [1]. Here window 
uncertainty is observed and a adaptive window sliding is 
made to satisfy the security constraint. The adaptive sliding is 
monitored via information metric and for each of the 
transactional sliding window, a information loss is computed 
by varying different window slide. A confidence factor is 
developed using a suppression algorithm satisfying the 
uncertainty constraint. However, the security measure are 
developed based on the transaction made and the window 
data stream monitor. The issue observed with the presented 
approach is the uncertainty of user access to the window 
where the access of transaction information loss is defined by 
the number of transaction made for a monitoring parameter. 
In [1] Two dynamic algorithms with generalization and 
suppression to anonymize using continuously sliding 
window are presented. To make it satisfy ρ-uncertainty by 
structuring an affected sensitive rules trie, because the 
removal and addition of transactions may make the current 
sliding window fail to satisfy ρ-uncertainty.  

A transactional data stream based on sliding window is 
presented, where the window size and step size are defined 
for a window length. An illustration of window operation is 
shown in figure 1. 

 
a1 a4 a7 a6 a3 a5 a1 

 
 
                                      

Fig 1: Window selection scheme in DSM 
 

The transaction items ai are non-sensitive, and the 
parameter of window controlling is sensitive in privacy 
coding. Here, the transactional sliding window TSWd contains 
transactions ti…….ti+1. When new transactions ti+1 arrive, the 
last 2 transactions are deleted from the transactional 
sliding window, and the current window is updated. This 
process is repeated for each 2 window information to derive 
privacy. An example of the slide window outlined in [1] is as 
given.  
Assume user-1 knows that user-2 bought a2 and b1 from a 
store on one day and that the store publishes its shopping data 
stream for mining. It is also assumed that user-1 can monitor 
the data stream by sliding window, and knows the transaction 
of user-2 in TSWdi e. Then, user-1 can infer that user-2 also 
bought, so user-2 privacy is compromised. 
Assume that an attacker can monitor a data stream by sliding 
window model, and knows a subset of items σ of the victim's 
transaction t in a transactional sliding window. If an attacker 
can infer with high probability that t contains σ and it also 
contains a sensitive item from the transactional sliding 
window, the privacy is compromised. It means to mine the 
rule from the transactional sliding window, where σ is the 
antecedent and μ is the consequent. Such an rule is called a 
sensitive association rule. The confidence of a security 
system in a transactional sliding window TSWi can be 
computed by sup( ), where sup( ) is the number of 
transactions in TSWi which contains σ. To prevent these 
inferences, every transactional sliding window require that 

the coding  appearing in a transactional sliding window is less 
than a threshold value ρ.  
To avoid the generation of false rules, global suppression is 
used. When the sliding window is updated, the sliding 
window may not satisfy required length due to the removal 
and addition of transactions. Here, a continuous window 
sliding is used to handle it and make it satisfy ρ-uncertainty.  

However, here the convergence condition is developed 
over sequential sliding window which as 2 constraint. Firstly, 
the approach has a 2 window search which has no 
consideration of past learnt observation, and secondly the 
windowing has a constraint search size limiting the accuracy 
of matching in stream mining. To overcome the state issue a 
adaptive window selection with past learning method is 
proposed. 

III.  ADAPTIVE WINDOW CODING 

In the proposed approach, the adaptation of an window due to 
random data input is analyzed. Here the added transaction by 
a user Wadd are randomly been updated, which are observed 
to give an additional security threat to the existing mining 
approach. In the updation of secondary transaction, here, the 
updation  of the transaction weight is based on the current 
update and the past records. The Wdel / Wadd updation  
depends on the current update and the node performs a 
transaction evaluation  operation to drive the past records. In 
the process of transaction  updation , the updation  is 
dynamically been updated or deletion based on the 
availability and current update. In the process of transaction 
evaluation or updation, the windowing area dynamically 
been switched and the window synchronized between the 
querying and testing value is selected in either a random 
selection mode or a full sequential mode. For an initial 
window updation of w  W, where w is the allocated window 
and W is the total windows, wherein the window updation  

is observed to updated with the updation  or deletion of a 
transaction. The updation of the transaction  windows is 
defined by,  

 
                           

(3)
 

 
Where  is the aggregated sum of all the 

transaction  windows observed. Each Window process a 
transaction  evaluation operation, based on the approach of 
repository search model , defined by; 

                                                (4) 

Where  is the transaction to observe. The repository 
threshold for the transaction  evaluation  is given by eqn. 4, 
where ‘ ’ is an governing factor to the probability of 

transaction variations.  
 

In the process of transaction  changes , the estimated 
repository of the updated transaction is compared with the 
derived match thresholds, and a transaction having repository 
higher than this threshold is taken as a varying transaction, 
else the system consider it as no  transaction. 

 

          Wi 
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The total window updation is then given by, 

                 (5) 

Where,  is the observed transaction  for the . 

In the updation  of this transaction , the search rate will be 
improved as the past transaction  is observed. However, it is 
observed that, a random updation  of this past transaction  
could lead to higher search overhead  as the transaction is 
added with a higher volume of data. it is hence, optimized as 
a tradeoff for the update offered over the delay rate. This 
problem is solved as a maximum transaction  rate updation  
problem. This approach optimizes the transaction  updation  
based on the constraint of minimal delay and maximum 
records updation . A cost function in this case is defined by, 

          (6) 

Here, from the observed transaction , the allocable 
transaction   is constraint with the delay minimization 
problem. It is computed for the past transaction  to observe 
the delay occurrence, and for the  giving minimum 
delay  is selected. This updation guarantees the 

offering higher security of data in update, with higher 
transaction updation . The proposed transaction  updation 
approach is outlined in the given algorithm below,  

 

Algorithm: 
 
Sense the past transaction    for the period t; 

Formulate a repository R; 
Calculate the Delay Repository ( ) 
      if ( < ) 
Generate a transaction selection window step ; 

if (  = ) 
     set the transaction window; 
else 

 
End 

 

 
Wherein in the scenario of random transaction updation 

and additional transaction resulting in lower transaction delay 
which can be used for data exchange resulting in higher 
secure updation. However, the pooling of transaction 
updation in a random updation is higher resulting in delay. 
This is minimized by selecting a optimal window width in the 
proposed approach. 
 

IV. SIMULATION RESULTS 

The validation of the proposed work is performed by the 
analysis of information loss and delay metric over different 
data base entry, and the values of the window size w, step size 
p and privacy requirement ρ. The test system is tested over 

BMS-WebView-2 database [25]. The packet loss is 
computed as the number of updation been made over the total 
transactions for a time period. The system delay is measured 
to derive the computational delay taken in computing the 
process 

 
Fig 2: Average packet loss for different value of step size 

p 
 

 
Fig 3: Delay factor for different value of step size p 

 
Observation for the measured delay and packet loss 

parameter for variation in step updation size is presented in 
figure 2 and 3 respectively. The approach of adaptive 
windowing technique reduces the delay metric by suitably 
selecting a window size which best fit the transaction 
observation. The packet loss in this case is observed to 
minimal due to past repository monitoring. The past 
observation improves the updation or deletion of the 
transaction entry in the data base. 
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Table 1: Observation of information loss for varying p 
size 

p Adaptive 
Window 

 

TDC 
control 

 

SuppTDS 
 

GeneSuppTDS 
 

0.5 0.18 0.3 
 

0.22 
 

0.25 

0.6 0.16 0.29 
 

0.217 
 

0.23 

0.7 0.154 0.28 
 

0.211 
 

0.22 

0.8 0.11 0.277 
 

0.2 
 

0.214 

0.9 0.09 0.26 0.18 0.2 

 
Table 2: Observation of delay (Sec) for varying p size 
p Adaptive 

Window 

 

TDC 
control 

 

SuppTDS 

 

GeneSuppTDS 

 

0.5 0.5 0.5     0.7     10.22    

0.6 0.51   0.62     1.0     12.217 

0.7 0.654 0.754     1.254 13.211    

0.8 0.7311 0.811 1.311     14.20    

0.9 0.79 0.99 1.49 15.18 

 

 
Fig 4: Average packet loss for different value of step size 

ρ 
 
The observation of packet loss for varying ρ is presented in 

figure 4. It is observed that with increase in the value of ρ, the 

loss is minimized. This is observed to be minimal for the 
proposed adaptive window approach. The method control the 
windowing by the transaction entry and past observation 
which gives the selection approach a suitability in packet 
updation resulting in lower information loss. 

 
Table 3: Observation of information loss for varying ρ 

size 
ρ Adaptive 

Window 
 

TDC 
control 

 

SuppTDS 
 

GeneSuppTDS 
 

50 0.23 0.34 
 

0.3 
 

0.34 

100 0.2 0.33 
 

0.31 
 

0.33 

150 0.18 0.325 
 

0.308 
 

0.32 

200 0.15 0.328 
 

0.27 
 

0.28 

250 0.13 0.31 0.25 0.25 

 
 

 
Fig 5: Delay factor for different value of step size p 

 
Table 4: Observation of delay for varying ρ size 

ρ Adaptive 

Window 

 

TDC 

control 

 

SuppTDS 

 

GeneSuppTDS 

 

50 0.56 0.61     0.72     10.54    

100 0.59   0.65     1.3     13.62 

150 0.62 0.73     1.5 14.11    

200 0.7 0.82 1.9     15.20    

250 0.79 0.89 2.1 16.3 

Varying the window length for different method the packet 
loss and delay metric is monitored as presented in figure 6 
and 7 below.  

 
Fig 6: Average packet loss for different value of step size 

w 
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Fig 7: Delay factor for different value of step size w 

 
Table 5: Observation of information loss for varying w 

size 
w Adaptive 

Window 
 

TDC 
control 

 

SuppTDS 
 

GeneSuppTDS 
 

1000 0.177 0.3 
 

0.23 
 

0.25 

13000 0.163 0.289 
 

0.24 
 

0.223 

15000 0.16 0.27 
 

0.22 
 

0.21 

18000 0.1 0.273 
 

0.21 
 

0.22 

20000 0.09 0.26 0.2 0.213 
 

Table 6: Observation of delay for varying w size 
w Adaptive 

Window 

 

TDC 

control 

 

SuppTDS 

 

GeneSuppTDS 

 

1000 0.32 0.53     0.73     10.4    

13000 0.41   0.66     1.2     12.7 

15000 0.54 0.74     1.34 13.1    

18000 0.61 0.81 1.41     14.0    

20000 0.72 0.9 1.5 15.8 

V. CONCLUSION 

The proposed approach developed a new dynamic weight 
updation process in data stream mining. The constraint of 
linear search window with 2 selected window result in data 
lost and delay is observed. To minimize the delay metric and 
information loss, a new coding approach based on adaptive 
window selection and past referral model is developed. The 
approach of adaptive window selection and past repository 
monitoring resulted in minimization search delay and 
improve the system performance. The contributed lesser 
delay parameter could contribute to higher classification 
performance due to lower processing time.  
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