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Abstract: In this paper, we present intrusion detection system 

for finding the variant types of attacks in the network. It is the way 
to enhance the functionality in the network by reducing the 
chances of risks. ICMP protocol and AES encryption algorithm 
are used to report the error messages and manage the information 
being sent from source to destination. If there is any malicious 
activity occurred in the network, the user will be alerted of it by 
specifying them the type of malicious activity. As a result it reduces 
the chances of intrusions and contacting multiple resources for 
resolving single issue. 

 
Keywords: AES encryption, ICMP protocol, Intrusion detection 

systems, Network security.  

I. INTRODUCTION 

Currently information technology is growing and 

increasing rapidly which generates an enormous amount of 
data is helpful into our daily life. This data requires data 
processing, its operations and maintenance. During these 
process malicious attacks and affects the public and personal 
data in computer systems. To protect the data from attackers 
we can use Intrusion Detection System. Intrusion Detection 
System (IDS) is a system or software application which is 
used to monitor the network (suspicious activities). It report 
error, if any malicious activity found in the network [1, 3]. 
IDS work with the snort open-source NIDS that handles the 
underutilized computational power of modern graphics. IDS 
reduce the pattern matching operations cost from the CPU 
which increases overall processing throughput. Therefore we 
can analyze and evaluate various IDS tools which will help 
for high speed networks. Intrusion Detection System (IDS) is 
used to provide network security and alert system 
administrator when suspicious attempts or access found in 
the network. Action of IDS is depending on the situations 
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sometimes IDS can simply alert the user/administrator or else 
it possibly will be set up to block specific traffic or 
automatically respond in some way [4, 16]. There are 
available two primary methods for monitoring: 
signature-based and anomaly-based. a) Signature-based 
detection depends on comparison of traffic with the database 
having signatures of known attack methods [8]. b) 
Anomaly-based detection analyzes current network traffic 
with a known-good baseline to look for anything out of the 
ordinary [14, 10]. Many data mining algorithms such as 
Frequent item set mining [11], High utility item set mining 
[12] and Similarity analysis [13, 22] can be used to identify 
any type of attack which occurred frequently in the network.  

Firewall is a network security hardware or software 
system that is placed between two or more computer 
networks to monitors and controls committed attacks over the 
network traffic [7, 17]. From literature we can observe 
firewalls are not capable to secure a network fully because 
anytime attacks can be acted from outside the network. In this 
situation intrusions detection systems (IDSs) can be very 
useful to identify and stop attacks, recover from them with 
the minimum loss or analyze the security problems so that it 
will be not repeated in future [9,15,18]. IDS help to detect 
suspicious attacks and misuses of the system by collecting 
information from a computer or over a computer network. 

We can use IDS as a NIDS (network-based intrusion 
detection) with some strategies on the network. It can be 
installed on each individual system as a HIDS (host-based 
intrusion detection) or it can examine all network traffic 
which investigates traffic from and to particular device only.  

II. TYPES OF ATTACKS  

A. IP Spoofing 

IP (Internet Protocol) forms the third layer of the ISO 
model. It is the network protocol which is used for the 
transmission of messages over the internet. Every email 
message sent has details in the message header of the IP 
address of the sender (source address). Hackers and 
scammers alter the header details to mask their true identity 
by editing the source address. The emails then appear to have 
been transmitted by a trusted source. There are two types of 
IP spoofing [5] as follows:  
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• Man In the Middle Attacks: As the name suggests, 
communication between the original sender of the 
message and the desired recipient is intercepted. The 
content of the message is then modified without the 
knowledge of either party. The attacker feeds the packet 
with his own message. The victim is deceived into 
thinking the contents of the message are authentic. 

• Denial of Service (DoS) Attacks: In this practice, the 
message packet between the sender and the recipient is 
intercepted and the source address is spoofed. The 
connection is literally hijacked. 

B. Bandwidth Spoofing:  

Spoofing means imitate or trick someone. Bandwidth 
Spoofing is a one of the attack in which disable the someone 
else’s infrastructure by producing a traffic overload. The 

bandwidth attack result may vary in the protocol which can 
be use to mount the attack [19, 20]. 

C. Packet Spoofing:  

Over the computer network when any data is transferred, it 
broken down into chunks with various pre-defined tags such 
as preambles, MAC addresses (source and destination) and 
frame checksum code at the senders side, termed data packets 
and it will be reassembled at receiver’s node in original 

format. A segment, a block, a cell or datagram is the 
chunk/pieces of communication across a computer network. 
Packet sniffing is the process of monitoring the data packet 
over the computer network. It is same as wire tapping to a 
telephone network. It is generally used by governments, ISPs 
and advertisers. It is also used to collect illegal information 
about the network by crackers and hackers.  

III. PROPOSED SYSTEM 

In this paper, we propose a technique for securing nodes by 
using knowledge-based ids (kb-ids) in a cluster based 
wireless sensor networks. Knowledge-based ids are used to 
keep record of various behaviors of nodes over the network. 
The knowledge base possibly will be huge in the size and 
require extensive computation. Therefore we have to store it 
on the base station. Cluster-based intrusion detection 
mechanism is a good choice for smart wireless sensor 
networks. The CHS uses inference engine to monitor the 
activities in the base station. This can observe the network 
traffic and its nodes behavior, and alert errors by sensing 
possible attacks over the nodes with the help of security 
context sensors. Furthermore, inference engines forwarded 
the error message to the base station for next processing. 
Finally, all the provided suspicious data will be keep, 
analyse, compute and conclude by the base station. 

A. System Design And Development  

Fig. 1 is showing system architecture of IDS. IDS include 
service provider, router, attacker and IDS manager to detect 
attack over the network. 
 

  
Fig.1. System Architecture of IDS 

 

B. Modules 

● Service provider 
   The main task of service provider is to look through the 

data file and the router nodes initialization. To provide the 
security to all service providers always encrypts the data file 
and then send it to all the receivers (A, B, C, D…). The 

responsibility of service provider is to send their data file to 
router and then router will send the data files to the associated 
receiver by selected smallest distance path [2]. 

 
● Router 
   Router provides data storage services by managing 

multiple nodes include N number of nodes (n1, n2, n3, n4, 
n5…). Router service provider can monitor the details of 

nodes and their routing paths. Role of service provider is to 
send their data files to the router then router will choose least 
distance path and then it can send the data files to the 
associated receiver. In a node, if any attacker is to be found 
then IDS manager will activate and send message to router. 
Router can connect with files to another node which is send to 
the particular receiver. 
 
● IDS Manager 

   IDS Manager is capable to detect introducers and can keep 
details of all introducers. If any type of attacker such as all 
Spoofers like DOS Attacker, source and destination is found 
in the router then attacker details will send to IDS manager. 
The main role of IDS Manager is to detect the attacker type i. 
e active attacker or passive attacker and response send to the 
router. Additionally, IDS Manager is capable to see the 
attacker’s details with their fields such as attacked node 

name, attacker type, attack time and date. 
• Receiver (End User ) 
   The main work of receiver is to receive the data file from 

the router. The service provider sends data files to the router 
and then router accept the data files and forwarded to their 
associated receivers  
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(A, B, C, D, E and F). Decrypted format are used to transfer 
theses data files without alter the file contents. Inside the 
network, users can receive particular data files [7, 21]. 
 
● Attacker 
   Generally two types of attackers are available: Active and 

Passive. a) Active attacker is a attacker which is allow to 
inject malicious data to the corresponding node and, b) 
Passive attacker is a attacker which can change the 
destination IP of the particular node. Inside router we can 
view attacked nodes details after attacker attack. 

IV. EXPERIMENTAL SETUP AND RESULTS  

A. Experimental Setup: We run on Windows 7, Intel i3 
using Java programming.  

B. Experimental Studies: The main purpose of testing is to 
discover abnormal errors. In the testing process we can try to 
discover every weakness or conceivable fault in a work 
product. 

 
Fig. 2. Time Delay 

 
When there is a time delay while sending the information 

from sender to receiver in the case of attack then it is 
intimated in this graph by these lines shown in Fig. 2. When 
we run the NODE A destination the initial screen as shown in 
Fig. 3 and when we run the Router the initial screen as shown 
in Fig. 4. When we run the attacks the initial screen as shown 
in Fig. 5. When we browse a file in the sender as shown in 
Fig. 6. 

 
Fig.3. Initial screen of Node A Destination 

 
Fig. 4. Router Initial Screen 

 

 
 

 
Fig. 5. Initial Screens of Attacks 

 

 
Fig. 6. Service Provider Screen when file is browsed. 
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Fig. 7. Screenshot of the router without attack 

 
When we send the file from source to destination and there 

is no attack in the network then this is the result at the router. 
No attack indicates nodes in green colour shown in Fig. 7. 
 

 
Fig.8 Results Screen for IDS 

 

 
Fig. 9. Screenshots for the file initialized successfully. 

Total delay details for IDS are showing in Fig. 8. When we 
browse a file to send from source to destination then once the 
nodes are initialised in the sender, we get this popup message 
indicating the nodes are initialised successfully is showing in 
Fig. 9. 

C. Result Analysis 

To show the effectiveness and efficiency of our approach 
we are showing comparison of the proposed system with 
existing methods in Table-I. 

V. CONCLUSIONS AND FUTURE SCOPE 

In this paper, the load is distributed among all the nodes 
equally to enhance the computing efficiency and there on 

calculating the time delay between the source to destination 
to send the information in a network. The graph representing 
the time delay can clearly elucidate the delay between them. 
The malicious activity occurred is identified by specifying 
the type of attack and letting the client to resolve the issue 
sooner than before. The enhancement can be imparting the 
dynamic routing system.  

In future we are planning to add advanced technologies for 
enhancements. As part of technical build-up many 
components of the networking system will be generic in 
nature so that further we can use with this.  
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Table-I: Comparison of the proposed system with existing methods 
Input data->File type  Results of Existing Method Proposed Method Results Remarks 

FILE→.java file The attack can be identified but 
the type of attack is unknown. 

The attack with the node 
blocked, type of attack is 
known. 

Enhancement of Existing Method. 

FILE→.java file The nodes information, All are consolidated into one 
place and the nodes 
information, 

Consolidation of Existing 
Methods. 

time delay, digital signature 
and router details all are not 
known in single system. 

time delay, digital signatures 
and router details are known 
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