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Abstract— Protection of client’s data in cloud is an important 

aspect which a cloud service provider assures to a cloud user. 

Though using high end sophisticated methods security is provided 

to client’s data in cloud. Besides this theft of data has emerged as 

one of the common and major issue and which has grown to a big 

challenge even today also. In this paper we have proposed a 

unique algorithm which provides security for the data in different 

forms stored in cloud. In this paper we used a unique algorithm 

“SKM” by combining EOBE methods where encryption, 

obfuscation followed by binary encryption is effectively used to 

reach out the required target task. The data may be either, 

numeric, non-numeric or binary data related to image files. 

Depending on kind of data the required process is initiated in 

order to convert the data in a safe form. From the suggested 

algorithm a reduced timing with respect to encryption, decryption 

was achieved. Though the security concept in cloud is a bit 

difficult to deal, our proposed algorithm has achieved maximum 

security level among the existing ones. Using industrial tool the 

observed results are compared with the existing and popular 

methods of security algorithms. This creates a confidence among 

several cloud users and small scale business organization to move 

and enhance their belief on security of data in cloud.  

 

Index Terms— KGMaaS, STaaS, SEaaS, Obfuscation, Cloud 

Forensics. 

I. INTRODUCTION 

Confidentiality is one of the major factors to be considered 

under security aspect of data stored in the cloud. 

Confidentiality assures that data can be accessed by the 

authorized persons only. Sometime it may be compromised 

by the unauthorized access of the stored data in the cloud. In 

general when we store the data in the cloud the keys used for 

the access of stored data in cloud, storage of data in cloud and 

security for the client’s data in cloud is provided by the same 

cloud service provider. In this situation there is a possibility 

for the cloud service provider to steal client’s credentials and 

to manipulate or to compromise client’s data. Out of many 

challenges which are tough to deal in the area of cloud 

forensic concepts are one among such, cloud security is also 

one of the major factors. If a proper cloud security is not 

provided to client’s data stored in cloud then it slowly leads to 

the failure of building faith from customer side towards the 

cloud. But when the same concept is made by hiring different 

cloud service providers i.e. accessing  and generation of keys 
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service from one cloud, security service to be hired from 

another cloud, and storages of data service from after cloud 

service provider. Due to this the probability for client’s data 

modification by intruders becomes very minute. Making data 

in an unreadable format is referred as encryption [1][2]. 

The way in which more and more volume of data being 

stored in cloud, the way in which more diversity of data is 

being stored, the different ways of variations from data to data 

which are stored and then accessed by the client with in cloud. 

Due to huge data loss resulting from cyber attacks. Which are 

carried out with respect to the cloud, though security measure 

is taken to counter these attacks but every time intruders gain 

an upper hand to perform attacks for gaining access to client’s 

data in cloud. Beside huge deployment and migration of IT 

industries to Cloud. There is always a slant on security 

measure. After the attacks one has to find the exact reasons 

which gave a scope for the attacks if exact reasons are known 

then counter measures can be taken to fulfill this loss. High 

level scientific research has to be performed on cloud forensic 

concept which is still in its mid path and there has to be a lot to  

achieve its peak state where cloud gains an upper hand to the 

intruders. 

II. MOTIVATION FOR THE WORK 

Though there exist many challenges related to cloud 

forensics with respect to data collection, architectures, 

analysis, anti-forensics, a lot of legal issues, regarding 

marinating of standards. But as per the security aspect among 

the existing security concept bit challenging to be addressed. 

It’s a kind of challenge where we think that we found the 

solution of the existing problem than many other challenges 

which are synonymous come from other different corners 

which we did not expect. To protect clients data in cloud 

various algorithms were also used such as [3][4][5][6]. 

Existing obfuscation methods were having certain constrains 

[7]. This area needs an update daily and to say clearly we need 

to be alert every minute of minute. Then only one can  gain  a 

small knowledge about the concepts of cloud forensics which 

need to be addressed instantly. 

III. PROPOSED WORK 

In our proposed model we took three services from three 

different cloud services in order not to compromise the 

security of issues of data i.e. Key generation and management 

services hired from one cloud, Security service hired from  
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another at the same time storage service is hired from 

another cloud service provider. The need for a dedicated 

framework for cloud forensic investigations as mentioned by 

[8]. Even some times IDS also plays an important role 

regarding sniffing the greedy steps of intruders [9]. These 

services are including Key generation and management 

services which are helpful for the generation of keys and from 

this the generated keys are then managed. Security service 

where we are running our proposed algorithm of security. 

Storage service with the help of which the encrypted data is 

stored in the cloud. In our proposed algorithm we have 

designed three algorithms which are used to encrypt, 

obfuscate and to perform binary encryption with three 

different kinds of user data. This may be ranging from 

numeric, non-numeric and binary data. As any kind of data 

which has to be stored in the cloud falls under one of these 

categories. With respect to these three kinds of data 

obfuscation, encryption and binary encryption is carried out.  

The results which are generated from our work are then 

compared with the industrial security level checker “ ABC” 

All Block Cipher Tool”. It is an industrial based tool which is 

very strong technically in order to check the security levels of 

existing as well as any kind of the proposed algorithms. The 

architecture of our proposed work is as shown in the below 

figure. 

The below figure shows the followed architecture in order 

to get the desired results. Obfuscation methods are used in 

order to protect data in cloud it is also considered as one way 

of providing security to the cloud. Obfuscation can be of 

several types such as source code obfuscation, location 

obfuscation, obfuscation by encryption, diversification, 

securing the browsers, noise obfuscation and data 

obfuscation. Out of these many obfuscation depending on the 

concept and need we use the required kind of obfuscation in 

order to provide security for clients data stored in cloud. 

Though out of all these various kinds of obfuscation the 

choice of correct method of obfuscation gives eminent results. 

Which is also helpful in order to enhance the level of security 

to client’s data in cloud. 

Here we use the concept of obfuscation by encryption. This 

also plays an important significance role for creating security 

for the numeric data stored in the cloud. For this we have 

framed obfuscation by encryption algorithm and also shown 

one example that how the process is carried out. This concept 

is a part of our three methods along with encryption used for 

plaint text, binary encryption used on binary files and along 

with our obfuscation used in the proposed SKM algorithm.  

Fig1: Architecture to perform SKM Algorithm 

IV. METHODOLOGY OF THE PROPOSED 

SYSTEM 

Here simulation results are carried out in cloud 

environment.  User gets a key which is generated as Key 

Generation.  Where KGMaaS, SEaaS, STaaS are the three 

different services which are being accessed from three 

different services with respect to three different cloud service 

providers. This method is followed in order to enhance the 

security levels. There by reducing the probability of a cloud 

service provider in order to make any sort of loss of integrity 

with respect to client’s data inside the cloud.  Here KGMaaS 

stands for the Key management and key generation, when are 

where necessary the required keys are generated and 

accessed. SEaaS security as a service is hired in order to 

carryout protection to our entire process which carried to 

distinguish the data and to follow the appropriate method in 

order to achieve the required and provide the required 

security 

 
Fig: Algorithm to generate Random keys 
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From the above code a seed based random number is 

generated which is used during the generation of UUMAT. 

These generated random numbers through key management 

as services are utilized during the binary encryption process.  

 
Fig2: Showing the steps in SKM Algorithm 

 Using the proposed algorithm after considering the input 

file. The data inside the input file is categorized into numeric, 

non-numeric and binary encryption. If the data 

 
Fig3: Algorithm to perform Encryption 

 The above algorithm is used to perform encryption of 

plain text of non-numeric type. 

 
Fig4: showing the algorithm for obfuscation 

 

The following is the output obtained in obfuscation for the 

given input. 

Step1:  Input: 122345556489459648625931215315613212 

Step 2: 1011110010000000110100000010111 10100000010 

111100111111101000010101110110000110100101001000

101101101110011011000011100 

Step 3: N (117), 117*117 =13689 

Step 4: let one chosen prime number is 1901 (11101101101) 

Step 6:  (XOR) 10111100100000001101000000101111010 

000001011110011111110100001010111011000011010010

1001000101101101110011000101110001 

Step7: 1’s complement: 01000011011111110010111 1110 

10000101111110100001100000001011110101000100111 

10010110101101110100100100011 00 11101 0001110 

2’s complement: 01000011011111110010111111010000 

10111111010000110000000101111010100010011110010 

1 1 0101101110100100100011 00 11101 0001111 

Step 8: 437f2fd0bf43 (hexadecimal) 

Step 9:  UTF Code: C• /пC 

: Ascii code C• /Ð¿C 

For De-obfuscation the reverse process is followed, where 

the ASCII code is taken as input and following the above steps 

in the reverse order we get the required plain text i.e. the 

number what we have gave as input for the obfuscation 

process. 

Seed Random numbers: Generation of certain numbers 

which are not in a particular pattern or whose order are termed 

as random numbers. For example when we roll a die, when we 

flip a coin, when a rotate a wheel consists of certain number 

we are unaware that at what number the wheel will be 

stopping. A seed is a number which is taken from an 

unpredictable source. For example the noise which comes 

when we set the TV channel to a particular channel with no  

 

 

 

 

 



 

A Combination of EOBE to Enhance Data Security in Cloud using SKM Algorithm 

5477 

Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  

Retrieval Number: A3089109119/2019©BEIESP 

DOI: 10.35940/ijeat.A3089.109119 

signal we get a different noise. This noise is not stable it is 

changing continuously and we cannot predict it. Similar is the 

generation of a Seed random number. 

 
Fig 5: A sample input file given to the algorithm 

V. SIMULATION RESULTS 

For various sizes of the input files ranging from 1 to 5 Kb 

were considered for the task. The Encryption time, 

Decryption time and security levels of the proposed method 

were compared with that of the remaining popular methods 

providing the security of the same. As observed from the 

results the security levels of the proposed model is more 

compare with that of other popular algorithms which are 

shown in the below figure. Similar to UMAT i.e. Unicode 

matrix where 256 code ASCII codes are generated in the same 

way UUMAT, Unary Unicode Matrix which are 256*256 

elements which are generated which are starting from All 

values from 0x0000 to 0xffff ( will be spread all over the 

UUMAT based on a seed. Even for Binary Decryption the 

same seed values is used which is generated for the binary 

encryption. The graphs were obtained by considering the 

variable quantities i.e. encryption and decryption times along 

y axis and the fixed size of the file of variable sizes along x- 

axis as shown in the below diagrams. 

 

  

 
Fig 6: A sample of generated UUMAT matrix 

 
Fig 7: Comparison of encryption time of proposed 

algorithm along with other algorithm 
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Fig 8: Comparison of Decryption time of proposed 

algorithm along with other algorithm 

 

 
Fig9: Security level of proposed algorithm compared 

with other algorithm 

 
Fig 10: Report generated for the encryption, 

decryption times along with security levels 

 

The above fig. shows the overall report generated for the 

encryption time, decryption time along with the security 

levels of the proposed along with the compared algorithms. 

From the  generated reports  it shows clearly that the security 

levels of our proposed SKM algorithm is more compared with 

that of RSA, ElGamal and ECC algorithm and also the 

encryption and decryption times are far better than ECC and 

ElGamal algorithms and narrow reachable to RSA. 

VI. CONCLUSION 

The above simulation results obtained from the proposed 

work shows clearly that though the security levels of the 

proposed algorithm are high even with the existing one but 

depending on future it has to be raised further so that optimal 

security levels can be achieved this may even depend on the 

situation and keeping an eye on the future attacks it has to be 

maintained. The future attacks are going to be more challenge 

then the present one.                                        
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