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Abstract: Security researchers and practitioners face many 

challenges in mitigating mobile malware attacks against 

smartphones. Ranges of techniques have been developed by 

different developers to ensure that smartphones remain free from 

such attacks. However, we still lack efficient techniques to 

mitigate mobile malware attacks, especially for the iOS platform. 

Hence, this paper presents mobile malware classifications based 

on phylogenetics that can be used for mobile malware detection 

with regard to the iOS platform. Phylogenetics have been used as 

the basis concept associated with forming a mobile malware 

classification based on similar malware behavior, vulnerability 

exploitation and mobile phone surveillance features that 

originate from the same family of specific malware practices. A 

mobile malware classification based on the phylogenetic concept 

and on mathematical formulations has been developed for this 

purpose, and proof of the concept has been sought to support this 

new classification. This research was conducted in a controlled 

lab environment using open source tools and by applying 

dynamic analysis. Consequently, this paper can be used as 

reference for other researchers with the same interest in future.  
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I. INTRODUCTION  

A report by McAffee in the first quarter of 2019, showed 

the increase in mobile malwares attacks against smartphones 

using hidden mobile applications (app) was the number one 

threat to users of these phones [1]. Malware such as Timp 

Door, Fortnite, Dress Code, and Milky Door are examples 

of Trojan malware with backdoor and camouflage 

capabilities. These malwares exploit and expose smartphone 

users to such security risks for examples identity theft, data 

loss, privacy invasion, fraud and ransomware. As for Timp 

Door, it exploits a victim’s smartphone via SMS. It will ask 

the user to download an app from outside the genuine 

Google Play store.  If the user does so, he can be exploited 

using SMS or also known as smishing. This has wreaked 

havoc across the globe by infecting more than 5,000 

Android devices.  
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Surprisingly, although malwares targeting Android 

peaked from 2013 to 2017, the incidence of malware 

exploitation is currently showing sign of slowing. This is in 

contrast to MacOS malware, which increased by 165% in 

2018, with 73,024 phones being infected worldwide [2]. 

Consequently, Apple users should prioritize security and 

more aware of the threat posed by MacOS malware, since 

the Project Zero Team from Google has identified 14 forms 

of malware related to iOS [3].  In addition, with the rise of 

internet-enabled crime across the world, we need a solution 

that could effectively mitigate these cybercrimes triggered 

by malwares. Though there are a number of different 

techniques that are currently used to detect malwares such as 

those described by [4-6], they have tended to focus on 

Android, with fewer mentions of the iOS platform. Such 

works have tended to focus on app-level profiling, multi-

modal deep learning feature extraction, permission, behavior 

features in network traffic, and deep learning of codes. 

Works by [7] and [8] have discussed analysing iOS 

malwares but only briefly.  This indicates that more work is 

needed to support analysis and to suggest solutions for iOS 

platform protection. To fill this gap, we propose a mobile 

malware classification for the iOS environment.  

Consequently, in this paper we present a mobile malware 

classification based on phylogenetic by using a 

mathematical formulation. Subsequently, this classification 

could be used as a basis for developing a mobile malware 

detection model. 

This paper is organized as follows. Section II explains the 

methodology we used in this research.  It consists of the 

formulation of a mobile malware classification based on 

phylogenetic and mathematical formulation. Section III 

presents our methodology, while Section IV consists of the 

findings and proof of the concept underpinning the proposed 

classification. Section V presents the findings and suggests 

future work based on this paper. 

II. RELATED WORKS 

A number of works such as [9-12] have used bio-inspired 

concepts to provide cybersecurity solutions. They show the 

significance of such concepts as the basis for developing 

new self-resilient algorithm. We summarize the comparison 

with other bio-inspired algorithms in Table 1. Based on our 

experiment and study, we chose phylogenetic as a basic 

concept in forming a mobile malware classification. There 

are a number of existing works related to malware 

phylogenetic, namely [13-20].  
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These works can be further improved by integrating them 

with mobile phone surveillance technology which includes 

SMS, call logs, cameras, audio and geolocation facilities 

(GPS) for better detection.  We mapped the phylogenetic 

concept with the mobile malware classification as displayed 

in Table 2.  

Table. 1 Comparison with Other Bio-Inspired 

Algorithms 

Algorithm Concept Description  Limitations 

Genetic 

Algorithm 

(GA) 

GA is a heuristic search 

method used in artificial 

intelligence and 

computing. 

- GA finds it difficult to 

ensure constant 

optimization in response 

times. 

- GA applications in real 

time are limited because 

of random solutions and 

convergence 

Fuzzy Logic  

(FL) 

FL is a generalization of 

standard logic, in which a 

concept can possess a 

degree of truth. 

- When the solution is 

not known, the problem 

cannot be solved using 

fuzzy logic 

- Fuzzy logic systems 

are expensive, and 

require extensive testing 

Negative 

Selection 

Algorithm 

(NSA) 

NSA is a non-self pattern 

which is used to build an 

anomaly detection system. 

-The main barriers to the 

success of this algorithm 

as an effective detection 

system are scalability 

and coverage.  

Danger 

Theory (DT) 

This theory states that the 

immune system 

discriminates between 

dangerous and safe 

pathogens by recognition 

such pathogens or 

detecting alarm signals 

from injured or stressed 

cells and tissues. 

- This is only works for 

self- & non-self 

systems, but has some 

complexity  

- Difficult to identify 

danger signals  

 

Phylogenetic This deals with 

evolutionary history and is 

related to different 

organisms and taxonomic 

groups by using a tree 

diagram.  

Not applicable 

Table 2. Mapping Phylogenetics to Mobile Malware 

Classifications 

Phylogenetics Mobile Malware  

Based on 

evolutionary history 

and the relatedness 

of different 

organisms and 

taxonomic groups by 

using a tree diagram.  

Evolution ancestry of malware 

genes based on the integration 

of malware behavior, 

vulnerability exploitation and 

mobile phone surveillance 

features. Behavior is referred 

to as infection, payload, 

operating algorithm, activation, 

propagation. Mobile phone 

surveillance features are SMS, 

call logs, cameras, audio and 

GPS. Vulnerability 

exploitation is based on iOS 

version and chain of 

exploitation. The three 

elements are mapped into a 

tree diagram. 

 

Phylogenetic is a study aiming to discover the evolution 

ancestry of malware genes. An example of the phylogenetic 

diagram is depicted in Figure 1. It helps us to understand 

malware evolutionary trends, extracting the crucial element 

inside malware codes and strategizing the best detection 

mechanism.  

 

Fig. 1 Phylogenetic Diagram 

III. METHODOLOGY 

The overall processes involved in this experiment are 

summarized in Figure 2. 

 

Fig. 2 Experimental processes 

The experiment was conducted in a controlled lab 

environment as displayed in Figure 3. The software used for 

this experiment is displayed in Table 3. 
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Fig. 3 Lab Setup 

Table. 3 Tools for Experiment 

Software name Function 

Notebook  

(i7,8GB RAM,1TB 

Hard disk) 

Notebook to run the emulator 

iPhone 

( Model 5s,version  iOS 

10.3.3) 

To run the malware for analysis and 

testing purposes  

VMware As emulator to run MacOS operating 

system 

Advanced Apk tool To decompile/ recompile Android apk 

Filezilla To analyse the mobile apk 

 

We used VMware as the emulator for MacOS. 90% of the 

software used are open source and we ran a dynamic 

analysis for this experiment. In contrast with static analysis, 

dynamic analysis is a procedure whereby the coding is 

executed in order to see its payload or implications. We 

chose dynamic analysis to ensure that the payload could be 

captured for further analysis. For this experiment, we ran a 

mobile malware called as ZergHelper in the emulator and in 

the iPhone to support our proof of concept for the proposed 

malware classification. Further analysis based on the 

phylogenetic concept was carried out once the ZergHelper 

had been executed. In the emulator, the ZergHelper was 

uploaded and recognized as EnglishStudy.app (see Figure 

4). It camouflaged itself inside the software. The details of 

the findings are explained in Section IV. 

 

Fig. 4 Screenshot for uploaded dataset into the emulator 

Once the malware had been executed, analysis took place. 

During the analysis, the findings were mapped in terms of 

the malware behavior, vulnerability exploitation and mobile 

phone surveillance features in order to allow malware 

classification formation. Malware behavior is referred to as 

infection, payload, operating algorithm, activation, and 

propagation. Vulnerability exploitation is based on the 

version of the iOS platform, either iOS 10.x, 11.x or 12.x 

and the type of exploitation used. At the same time, mobile 

phone surveillance features are those features that could be 

used by the attacker to exploit a mobile phone in the form of 

the call log, camera, audio and GPS.  

The mathematical formula for mobile malware 

classification is as follows. 

Let  be a malware architecture I, and  

be a mode attack j, and  be a connected 

assets in network k, and  

Let M be the malware detection and T be a target asset. S 

is the detection model which can be defined in terms of the 

following function: 

               (M,T)=S           (1) 

where M (                             (2) 

                                                        (3)                                                  

where M represents the malware classification, T 

represent the target asset and S is the detection model. 

M (                         

 

 

 

 
 

where: 

 payload, infection, operating algorithm, activation 

and propagation 

 chain1, chain2, chain3, chain4 and chain5 

 SMS, call log, gps, audio and camera. 

The findings from the experiment are explained in the 

next section. 

IV. FINDING 

The experimental findings are as follows. In Apple iOS 

architecture, there are generally 4 different layers - the core 

OS, core services, media and cocoa touch. The lower layers 

in the iOS (core OS and core services) provide the basic 

services. The higher layers (media and cocoa touch), 

provide graphics and the user interface. The ZergHelper’s 

payload as depicted in Figure 5, was executed and further 

analysed.  
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Fig. 5. Screenshot for Zerg Helper payload 

The three elements proposed for the new malware 

classification - the integration of malware behavior, 

vulnerability exploitation and mobile phone surveillance 

features - are summarized in Table 4.  

Table. 4 Findings for the Malware Classification 

Mobile Malware 

Classification 

Description 

Mobile behavior 

( ) 

1) Infection: Spread 

via host file (mobile app). 

It camouflaged itself in a 

genuine mobile app. 

2) Activation: 

Scheduled process. It is 

based on the location of 

the user and activates its 

payload only in China. 

3) Payload: Installed 

via a backdoor, requests 

user to give Apple ID, 

shared Apple ID to other 

users, abuses the Apple 

ID by running different 

operations in the 

background and abuses 

enterprise and personal 

certificates. 

4) Operating 

algorithm:  Stealth. Runs 

in the background.  

5) Propagation: 

Passive monitoring. The 

malware camouflaged 

itself by claiming to 

resolve stability issues. It 

then guides the 

installation for two 

configurations. Only 

users in China will see the 

payload.   

Vulnerability exploitation 

( ) 

iOS version 10.x (Chain 

1) 

Surveillance features 

( ) 

SMS 

It could be concluded that Zerg Helper consists of:   

M (  ),,  

=( 54321   ) + ( 1 )+( 1 ) 

Based on this mathematical formulation, Zerg Helper 

possesses all the elements necessary for malware 

classification. In addition, Zerg Helper, has elements for 

further possible exploitation. We can also conclude that in 

the case of iOS, especially for iPhone users, there are two 

elements that could lead to exploitation in the form of 

unpatched iOS with the latest patch, and the removal of 

security restrictions by users of the iPhone. Furthermore, 

based on the findings of this experiment, the proposed 

malware classification can identify all the elements for 

infecting an iPhone. Once all of these elements have been 

identified, it will be easier to implement a detection and 

removal plan. 

V. CONCLUSION 

Based on the experiment described in this paper, it is 

proven that the proposed malware classification works well 

with real malware on vulnerable iOS platform. Once the 

malware classification has been developed, it will be easier 

for solution providers to decide a more effective way forward 

to mitigate the dangers of malware. This work is part of a 

bigger project for mobile malware detection modeling for the 

iOS platform. In future, the research will be using more huge 

dataset for evaluation purposes.  
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