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Abstract: Encrypted data packages are already widely used in 

public services; such as Secure Sockets Layer (SSL/Transport 

Layer Security (TLS) and tunneling. It is used for its advantage 

of providing secure data exchange. However, there are 

difficulties to recognize encrypted packet patterns and distinguish 

between safe and malicious data. This paper proposes a method 

to visualize encrypted data packages in graphical form using 

Birch algorithm where itrecognizes better.There are four stages 

carried out in the study, namely System Design, Feature 

Extraction, Cluster Process, and Visualization. The results of 

clustering using the birch algorithm of 0.98 or have a percentage 

level of accuracy of 98 percent. 
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I. INTRODUCTION 

The data transmission process requires security and trust to 

ensure data is safe from the interference of any forms. An 

increasing number of services on the internetsuch as posting 

and search have used applications based on SSL/TLS 

protocol to replace hypertext based services[1]. This is 

reinforced by research conducted by [2]which states that 

95.4% of public services have already use the SSL/TLS 

protocol. 

One method of hierarchical clustering is Birch[3]. There 

are two basic concepts in this method, namely clustering 

feature and clustering feature tree (CF tree), this method is 

able to perform a fast and good clustering process in large 

database clustering processes, this is because the structures of 

this method summarize cluster process.In addition, this 

method can summarize existing subcluster to reduce the scale 

of clustering. Whereas according to [4] the superiority of this 

method is that it can overcome difficulties in terms of 

scalability and can overcome the other algorithm's inability 

to repeat and cancel the previous execution. 

Visualization will be better if combined with data mining 

and machine learning techniques in visualizing a data 

package. Visualization is a process that relates continuously 

between visualization and the knowledge discovery that 

functions in terms of data collection. Research by [5] 

visualizes attacks by displaying two-dimensional graphs with 

several stages, namely preparation, clustering, and 

visualization.By doing clustering, normal and abnormal data 

packages can be distinguished[6] 
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The problem in this research is how to do the process of 

grouping data packages with cluster methods and visualizing 

them in the form of graphs of data packet forms. The stages 

in this study are Capture Packet, Feature Extraction, and 

Features Selection. While the purpose of this study is to be 

able to recognize the patterns of encrypted packages and also 

be able to display the results in graphical form. 

In this study will be discussed about the clustering process 

and the visualization of encrypted data packages, the 

theoretical basis will be discussed in part II, the 

methodological stages used in solving the problems are 

explained in section III and part IV which show the results. 

The conclusion will be shown in Section V 

II. LITERATURE REVIEW 

In a study conducted by [7] mentioning that the 

implementation of SSL was first developed by 

Netscape Communications Corporation in the early 

1990s, it was intended to secure HTTP services. Then 

the Internet Engineering Task Force and Netscape 

started to build SSL 3.0 and in 2000 started 

standardization for SSL known as TLS. Fig. 1 

describes the SSL Handshake protocol. 

 

Fig. 1SSL Handshake Protocol[8] 

BIRCH (Balanced Iterative Reducing and Clustering 

using Hierarchies) has adjacent data properties to be 

subcluster, meaning data that has a decent correlation will 

be grouping into a small cluster shape. This method uses the 

Cluster Feature (CF) function that concludes subcluster-

subcluster into height balance tree. 
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N is the dimension of the data point in a cluster: {i}, 

where i = 1, 2, ....... N, then the centroid value can be 

determined by the equation below 

 

𝑋0      =  𝑋𝑖     𝑁
𝑖=1    (1) 

 

The equation for calculating the average distance of 

members to points is 

 

𝑅 = (
 (𝑋0      − 𝑋1      )2𝑁

𝑖=1

𝑁
)

1
2   (2) 

 

And the equation for the average pairing distance in a 

cluster is: 

 

𝑅 = (
 𝑁

𝑖=1  (𝑋1      − 𝑋𝑗      )2𝑁
𝑗 =1

𝑁(𝑁−1)
)

1
2  (3) 

 

One way to get repetitive data between visualization and 

knowledge discovery is by visualization methods. research 

made by[9], [10]displays raw data with several parameters in 

two-dimensional graphs using parallel coordinates 

III. RESEARCH METHOD 

Fig. 2 is the roadmap of this study. There are four stages 

to be carried out, where each stage will be completed during 

the research process. 
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Fig.2 Research Roadmap 

A. System Design 

In this study, traffic monitoring will be centered on the 

Indo Global Mandiri Palembang Server (VPS) campus. This 

study uses several tools such as routers that function as data 

packet forwarders. Switches are used to share access to 

users and 1 PC that are used as monitoring and capture. real-

time 

B. FeatureExtraction 

In this study, the features extraction process was built with 

an algorithm to extract raw data, aimed at obtaining values 

from attributes. The results of the features extraction process 

from raw data will produce a .csv file, where this file type is 

easy to process and generally accepted. 

Strong attributes for the resulting are used as patterns in 

recognizing a package. In this study, the selection feature is 

used to find influential features and override features that 

have no effect 

C. Cluster Process 

The purpose of this process is to get the results of 

grouping encrypted data packages into clusters, in this 

experiment will produce two TLS v1.0 clusters and TLS 

V1.2. In the clustering experiment, it was determined that 

the initial centroid was a pattern of the encrypted data 

package. 

D. Visualization 

The final stage in the research is to visualize the forms of 

groups of data packets produced in the graphic form. 

The dataset taken from the results of extracting data on 

the network will be done by the clustering process using the 

BIRCH algorithm. The processed data will be divided into 

three clusters. Each cluster will have a certain data pattern. 
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Input : dataset (csv file) 

Output : cluster BIRCH Result.  

Def processing-data (filename) do 

For 1 in range (Len input) do 

Data 

converti[ttl],i[window],i[p_dest],i[flags],i[total-

length],i[protocol] 

Write (data convert file-name) Return file-name  

end 
def BIRCH (data file result cluster ) do import 

clustering Birch 

read (data file) Birch calculate  birch (read,3) 

Birch-calculate.process() CBirchcalculate.get 

cluster() Write (c, result cluster) 

Visualizer cluster_visualizer (c) 

End 

IV. RESULTS 

The results of reading raw data strings combined with 

reading TCP Headers and UDP header is obtained by the 

number of packets of five tests as presented in table 1, and 

visualization of the encrypted packet data shown in Fig. 

3.The test was conducted five times, with time functioning 

as an interrupt. 

Table 1 is the result of the feature extraction process from 

the raw data obtained, it can be seen that the number of 

results from the feature extraction process is different from 

the number of raw data packets, this is because the 

applications built in this process only use TCP and UDP 

communication protocols that are processed (filter). 

Table.1 Results of processing encrypted data packages 

Testing TLS V1.0 TLS V1.2 

1 17570 918162 

2 52429 1576593 

3 239701 1906271 

4 105924 3789364 

5 110334 6000882 
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Testing is done by doing the user access to several public 

services with several computers simultaneously to see the 

consistency of the system, using tools that have been 

prepared to monitor user activity. 

Fig. 3 describes the test results referring to table 1, which 

is the result of testing encrypted data that is filtered based on 

the type of encryption used, namely tls v1.0 (black) and tls 

v1.2. (Red). In this study, data is displayed with several 

attributes, namely data_capture, total_lengt, windows, flags, 

protocols, and offsets that will be used in the clustering 

process. 

 

Fig. 3Encrypted Package Data Visualization 

Table 2 presents cluster data for the TLSv1.2 data 

package types greater than TLS V1.0 data, this is because 

almost all public services use the TLS V1.2 protocol. on the 

TLS V1.0 cluster results in the third test, the data of 351 was 

obtained because many users access local web services. 

While in the trial for TLS V1.2 the most accessed is on the 

fifth test amounting to 5382631. Visualization of clusters of 

encrypted data packages can be seen in Fig. 4. 

Table.2The results of the encrypted data packet cluster 

Testing Cluster 

TLS V1.0 TLS V1.2 

1 108 772198 

2 126 1378485 

3 351 1793955 

4 162 3257128 

5 141 5382631 

 

 

 

Fig. 4 Visualization of clusters of encrypted data packets 

The cluster results are divided into two parts as shown in 

Fig. 4. The results of clustering data that have attribute 

patterns 127,221,111,237, AP and 16384 are TL1 package 

V1.0, while attribute patterns 127,112,98, 2046, AP and 0 

are TL1 package V1.2. 

The results of tests conducted are presented in Figure 4 

shows that each cluster has a different detection level value, 

black is the shape of the cluster for testing data tls v1.0 and 

red color for tls v1.2. The results showed that the most data 

was tlsv1.2 because it rarely used the tls v1.0 application, 

even though the data obtained were presented in the form of 

numbers, but there were still errors in the introduction of 

data packet patterns. 

After the clustering process is displayed in table 2 which 

is the total data cluster results from the encrypted clustering, 

then it will be calculated using a confusion matrix for the 

accuracy of each clustering result. 

Table. 3Confusion Matrix 

Binary 

Classificat

ion 

Clustering result 

1 2 3 4 5 

TP 7721

98 

13784

85 

17939

55 

32571

28 

53826

31 

FP 0 0 6 10 6 

TN 1459

64 

19810

8 

11231

6 

53223

6 

61825

1 

FN 0 0 0 0 0 

V. CONCLUSION 

The results of the visualization obtained show that the 

pattern of the packages is two versions of TLS, namely TLS 

1.0 and TLS 1.2. The cluster method with BRICH produces 

significant data in grouping data packets. The cluster results 

result in more TLS V1.2 services than TLS v.1.0. 

The accuracy obtained from the birch algorithm using a 

confusion matrix is 0.98 or 98 percent. This indicates that 

there are still 2% inaccuracies. Future studies will be 

developed with larger processing time and dataset and will 

be compared with other cluster algorithms so that they get 

better results. 
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