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Abstract: Information security is an arduous task these days 
especially due to advancement in technology. Sending or receiving 
confidential information in an undetected form has been a major 
challenge.   Steganography is the art or process of concealing 
information inside a text, audio or image file. The process of 
embedding information inside an image is known as Image 
steganography. The objective unlike cryptography is not to make 
the information difficult to understand but to hide it in plain sight. 
The concealed information is harder to detect and is only detected 
only by the receiver who is aware of its existence. Image 
Steganography is used to secure private files and documents, hide 
passwords and encryption keys as well as to transport highly 
confidential documents between international governments and 
organizations without revealing the existence of the hidden 
message. This also makes it essential in military and banking field 
for secure communication of information. This provides better 
security to the information being shared. This paper discusses 
history, techniques, applications, benefits and shortcomings of 
Image steganography. Further a discussion on the challenges and 
the future direction and trends of image steganography are also 
presented. 
 

Keywords: Information security, Stegnanalysis, Image 
Steganography. 

I. INTRODUCTION 

Steganography is very important in today’s world because of 
the need of secure communication. Steganography as a word 
has Greek origin and is formed by using two words 
“Steganos” and “Graphe” meaning concealed and writing or 

drawing respectively. As the name suggests steganography 
can be described as an art or process of concealing data or 
secret information within a text, audio or an image file. The 
process of embedding information inside an image is known 
as Image steganography. By using image steganography, it is 
possible to pass secret messages unbeknown the third party 
who maybe looking for it. It can hide the message in plain 
sight [1]. It is coupled with cryptography and provides an 
extra layer of protection along with encryption which 
strengthens the security of the object [2]. Some technologies 
like watermarking which are used for intellectual property 
protection are related to steganography [3]. Prisoner’s 

problem is a good example of contemporary formulation of 
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steganography even though it has been in use since ancient 
times [4].The problem as be described as having two 
prisoners named Alice and Bob who are imprisoned in 
isolated cells and they have to exchange information through 
a messenger in order to design a scheme to escape from 
prison while under surveillance of Eve who is the warden 
assigned to them. If Eve gets suspicious of any activity going 
on Alice and Bob will be sent to solitary confinement. They 
can’t use only cryptography here as Eve would get suspicious 

thus, they use steganography to hide the information. Eve 
will try to find any hidden communication between the two 
prisoners so as to undo their plans. She can be passive where 
she would try to detect the message or active where she 
would actively try and modify or insert information with 
embedded messages. To send these concealed messages 
Alice would embed the secret message in information. Alice 
and Bob can use private or public key steganography. In 
private key steganography they both share a secret key used 
for embedding the message while in public key 
steganography both parties employ private-public pairs of 
keys while having access to the other persons’ public. They 

have their private key pairs along with a public key. The 
warden eve examines all communication between the two 
inmates and the test is to plan the whole jailbreak without her 
knowing about it [5]. 

II. STEGANALYSIS  

Steganalysis can be described as the process of finding the 
hidden message in the information. The techniques also 
improve along with steganographic techniques. It is used as a 
measure to test the effectiveness of various steganographic 
techniques. If the message is easily detected then it is not 
deemed usable and this technique helps us to improve the 
existing steganographic techniques as well as in the 
formulation of new ones. Steganalysis can be universal or 
targeted [6]. In universal method the steganographic 
algorithms are detected without knowledge of embedding 
process. This process is very effective but its detection 
accuracy rate is very low. The targeted steganalysis method 
uses specific steganographic algorithms to detect the 
messages embedded using the defined algorithms. These 
have a higher detection efficiency than universal techniques 
as it uses well established algorithms for its search. 
Nevertheless, in practical scenarios one doesn’t generally 

know the steganographic technique that the persons 
communicating will use to embed the images thus universal 
technique is employed if the specific algorithm used to 
embed images is not known [5]. If we can’t find the hidden 

message it is also possible to destroy the message without 
understanding it. One such method to defeat the image 
steganography is compressing the image which will remove 
the information hidden by 
LSB method.  
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Changing the image format is also used to destroy the secret 
information. 

III. PERFORMANCE EVALUATION FACTORS  

For performing these statistical analyses, we mainly use two 
techniques: Peak-Signal -to-Noise-Ratio (PSNR) which is 
used to measure distortion while Mean Square Error (MSE) is 
used to measure capacity of image which can be modified. 
The PSNR value is used to measure the distortion in the 
image. It measures the quality of photo in question by 
comparing the cover image and the image with the hidden 
message embedded in it. It is calculated as: 
 

PSNR (C,S) = 
10∗log10(2d−1)

MSE
 dB             [7] 

 
Here in the cover image bit depth is denoted by d which for 
grey scale images always comes out to 8.  
The Mean Square error can be computed with help of 
following equation which computes the MSE between the 
image before and after information is added. 
 

MSE(A,B)=  
1

MN
  ∑ ∑ (Aij

N
j=1

M
i=1 − Bij)         [8] 

 
Here Aij and Bij represent the cover image and embedded 
image pixel values respectively while the variables denoting 
the dimensions of cover image are M and N. 
 
A PSNR value under 40dB generally is optimal for image 
steganography purposes as it generally undetectable wile 
PSNR under 30dB represents a low-quality image [6]. 
 
Capacity  
Capacity is the total cover image data size which can be 
modified without changes to cover image becoming 
noticeable. In the cover image the statistical properties and 
perceptual aspect also need to be kept intact while performing 
the embedding operation. Capacity is dependent upon two 
factors – 
1.Number of bits embedded in individual pixel 
2.The entire number of bits per pixel 
Capacity is denoted by bits per pixel (bpp) and Maximum 
Hiding Capacity in percentage form.  
 
Robustness  
It refers to the ability of the image embedded with 
information to remain the same and protect the secret 
message when it undergoes transformation, inclusion of 
noise, rotation, scaling, cropping or lossy compression. 
 
Imperceptibility 
It refers to the ability of the stego-image to have the same 
statistical properties as the plain image and remain 
undetected and appear same to the human eye as any 
non-embedded image. 
 
Signal-to-noise ratio  
SNR ratio is the ratio of signal and noise power. The desired 
signal to level of background noise is determined. This tells 
us the amount of background noise the image has and 
whether it affects the hidden information [9]. 
 
 

 
Fig 1- Distribution of media used in steganography [6] 

IV. HISTORY  

Image steganography is by far the most popular way for 
media steganography ahead of audio, video and text 
steganography among others. Digital images are considered 
one of the best media for steganography and for 
communicating secret information [10]. Digital images are a 
combination of pixels placed horizontally and vertically to 
form a matrix. Digital images are used widely in modern time 
and are attached to email and shared on the web, thus they 
provide a useful vessel to hide information. Monochrome 
images use 8 bits out of every pixel and represent 256(28) 
different colours or shades of gray.24-bit files of images of 
digital colours are kept and these images  use RGB colour 
model .Pixels form combinations of colour of these 24-bit 
images are made from three primary colours - Red (R), 
Green(G) and Blue(B)  .The combination of these colours are 
used to represent various colours in an image with each pixel 
having 256 varying intensities of red, blue and green combine 
to form colours. The selection of cover images to be used and 
the steganographic algorithm are important aspects during 
steganography process. 
Using cover images with large block areas of solid colours 
and famous images like The Last Supper is generally not 
recommended as it is easy to detect changes in these images. 
It is optimal to use cover images created for steganography 
according to the specifications of the message and should be 
destroyed after being used once. 
The algorithm to be chosen depends upon many aspects 
including the kind of format and the image compression used. 
There are mainly two types of image compressions: namely 
lossy and lossless compression. The lossy compression 
reduces size of image by removing the extra data from native 
image by removing the details not detected by the human eye. 
Mainly JPEG (Joint Photographic Experts Group) format 
files are compressed using this technique and this is the most 
popular file format. The lossy compression can lead to 
removal of embedded data thus it is important to choose the 
steganographic algorithm carefully to prevent loss of 
essential data while Lossless compression prevents the loss 
of any type of message but is unable to reduce the size of the 
file [6]. 

V. APPLICATIONS  

 Image Steganography is used to secure private files and 
documents, hide passwords and encryption keys as well as to 
deliver highly confidential documents between governments  
globally and corporations without revealing the existence of 
the hidden message.  
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This also makes it essential in military as their 
communication can be monitored by other nations and 
banking field for secure communication of information like 
vault codes and personal information of clients and 
employees. It was very popular during World War II when 
spies on both sides of the war used steganography to pass 
secret messages [6]. It can also be used for criminal activities 
as it was suspected that Al-Qaeda used steganography in their 
attack on World Trade Centre [11]. Nowadays with the 
advent of Internet there is ever burgeoning need to protect 
and hide sensitive data. It is also used in copyright control, to 
improve efficiency of search engines which focus on images 
and for creating Identification Documents in which there are 
certain hidden characteristics in photos. It is also employed in 
the medical field where there is a need for separation of 
patient details from their medical imaging systems. Thus, 
image steganography plays a vital role in security as well as 
the communication of highly secret information [6]. It is 
generally used in tandem with cryptography for an additional 
layer of protection. 

VI. TECHNIQUES  

There are many techniques for implementing image 
steganography. Five of the major image steganographic 
techniques are: 

A. Statistical technique 
B. Distortion techniques 
C. Spatial domain techniques 
D. Transform domain techniques 
E. Spread spectrum [1] 

A. Statistical Technique  

This technique takes the advantage of a weakness in human 
vision for not detecting luminance variation to modify the 
images’ statistical properties while embedding the image in 
the cover file. These techniques are also called model-based 
techniques [5]. Statistical Steganalysis is performed by 
studying the changes in statistical properties to look for 
hidden data or any modification in the image [12]. Significant 
changes are made to statistical properties of the image only if 
the bit “1” is transmitted while it is unchanged in other cases. 

Thus, this technique exploits the existence of the “1-bit” in 

the image, where nearly a bit of data is embedded in a digital 
carrier [13]. Each image is divided into sub-images with each 
of this divided image referring to a single bit of the 
communication while sending multiple bits [14]. The 
disadvantage of this technique that it is susceptible to 
rotating, scaling and other attacks which can be prevented to 
some extent by using the elements in an image to select the 
sub-images.  
B. Distortion Techniques 

In the decoding process the variations between initial and 
transmitted image are analysed and for this complete 
information regarding both images is required. The original 
image is subjected to a series of alterations to create a 
steganographic object in this method. The information to be 
exchanged determines the alterations that must take place to 
achieve the desired result. Pixels are randomly chosen to 
encode the image. Any difference between the 
steganographic image and image used as cover results in the 
data bit being considered “1” but if the pixel is same for cover 

and embedded photo then the message bit is ‘0’. The unit ‘1’ 

valued pixels are modified by encoder in a way that its 

statistical properties remain the same. This technique is also 
susceptible to rotating, scaling, resizing attacks. The cover 
image should be destroyed after using once. Most of the 
text-based steganography use distortion techniques [1]. 
C. Spatial Domain 

In spatial sphere the information to be concealed is directly 
embedded in cover images within the intensity of pixels. The 
secret message is embedded in the image in place of the noise 
or least/insignificant bits present in the image in such a way 
that it is undetectable by human vision. The task is 
accomplished by any of the following methods: 
 

• Least Significant Bit Substitution (LSB) 
• Most Significant Bit (MSB) steganography 
• RGB Based Steganography 
• Pixel Value Differencing (PVD) 

Least Significant Bit Substitution (LSB)  

This is the most popular and the easiest image steganography  
technique in the spatial domain. The secret information to be 
transmitted is placed straight into the image which is to be 
used as cover by modifying pixels of image by replacing their 
least significant bits. At most four least significant values can 
be changed with the change being imperceptible by the 
human eye. The secret key chosen and exchanged by the two 
parties the sender and receiver determine the way in which 
this replacing is implemented in which of the two ways: 
differentially or randomly. This can be done by changing 
LSB in intensity or grey-scale or 24-bit images. There are two 
LSB steganography approaches namely: LSB replacement 
and LSB matching. In the first approach the secret message 
replaces the least significant bits of cover image. However, as 
the name suggests the bits which are least significant of both 
secret message and image used as cover are compared. If it’s 

the same then it remains unaffected but wherever found 
different it’s changed to secret message bits [6]. 
Most Significant Bit (MSB) steganography 

Most Significant Bit (MSB) steganography approach is 
similar to aforementioned Least Significant Bit technique 
with the difference being that in MSB the most significant 
bits carry the hidden information rather than the least 
significant bits [15]. The advantage of this technique over its 
counterparts is that it allows copious amounts of data to be 
hidden and shared whereas the disadvantages are that the 
secret message may be easily detected using steganalytic 
techniques. Any compression, rotation or cropping of stego 
image will lead to the destruction of embedded information. 
RGB Based Steganography 

Each pixel in a coloured image of 24 bits consists of three 
components each comprising of 8 bits of Red, Green and 
Blue respectively with each of the primary colours 
representing 1 byte in each pixel. This technique works in the 
principle of modifying least significant bits of 3 or at times 4 
to create parity bit patterns by rearranging colours which 
correspond to the hidden message [15]. LSB technique is 
used in RGB steganography but it is generally not very 
secure.  
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Thus, many other techniques are developed.  One such 
technique corresponding to RGB steganography is pixel 
indicator technique in which one of the primary colours is 
chosen as the indicator of data present in the remaining 
channels. The indicator channels are employed sequentially 
with Red(R) being the first indicator in the first pixel while 
Green(G) and Blue(B) act as channel 1 and 2 respectively. In 
the following pixel G will be the indicator and R as well as B 
will be channel 1 and 2. Similarly, in pixel 3 is indicator 
while R and G are channel 1 and 2. The cover image contains 
the length of hidden information in the first 8 bytes. The 
downside of using this technique is that the capacity is 
dependent upon indicator bits and on image used as cover 
[16].  
Pixel Value Differencing (PVD)  

Wu and Tsai devised a new steganographic technique which 
came to be known as Pixel Value Differencing [17] in 2003. 
Pixel value differencing starkly contrasts the two earlier 
discussed steganography techniques. The number of bits of 
text which can be implanted in the image is determined with 
use of difference value between two successive pixels in a 
block in Pixel-value differencing steganography technique. A 
pair quantization range tables are employed in the technique 
proposed by the two scientists. In this technique the width 
range (8, 8, 16, 32, 64 ,128) is employed by the initial table in 
order to allow huge capacity whereas the other table employs 
the range of (2, 2, 4, 4, 4, 8, 8, 16, 16, 32, 32, 64) that is used 
in providing a high degree of imperceptibility to the cover 
image [17]. A difference value d is computed from every 
block of two consecutive pixels which are non-overlapping 
of the cover image. All rows are scanned in a zig-zag manner 
to find two such pixel blocks. The difference is mapped in a 
range table which is divided into various ranges of specific 
width which indicates the number of bits of information 
which can be concealed in a block [16]. The value of d is 
replaced by separate value once the secret message is. This 
technique provides high imperceptibility and capacity to 
store the secret message. 
It was observed that pixel value differencing steganography 
was vulnerable to histogram analysis attacks and a method 
for countering it was presented by Wang and Zhang [18] in 
which instead of taking fixed ranges, they proposed to utilize 
different ranges corresponding to various blocks [18]. 
D. Transform Domain Techniques  

Transform domain steganography techniques employ the 
principle of first converting the image to frequency domain 
then transforming by embedding the secret information in the 
transform coefficients which is different form the techniques 
of spatial domain which alter the pixels directly [19]. This 
makes these techniques more complex than spatial domain 
techniques computationally. These techniques are also more 
resistant to attacks as they use more significant areas of the 
cover image to hide the information and are thus also used in 
to watermark the images [20]. Some of the most widely used 
techniques are: 
  

• DCT (Discrete Cosine Transformation)  
• DWT (Discrete Wavelet Transformation) 
• DWT & SVD Image Steganography 

DCT Image Steganography 

This is the most popular transform domain image 
steganography technique. DCT image steganography has the 
advantage that it is based on digital image processing and 
thus it enjoyes virtues such as superior information 
incorporation, better compression and smaller amount of bit 
errors. This technique converts the image pixels in spatial 
domain to frequency domain for the detection of redundancy 
in pixels. Various spectral sub bands – high, middle and low 
frequency components are separated based on the visual 
quality. DCT coefficients determine the insertion of image. A 
lower than the threshold value of the coefficients results in 
embedding of secret information in the carrier image [20]. A 
technique has been introduced for JPEG images which uses 
every block of DCT coefficients. This technique is 
considered lossless while embedding information as in each 
block of medium frequency two successive zero coefficients 
are used for storing the data [21]. 
The image is split into 8 × 8 blocks which is followed by 
application of algorithm of two-dimensional form to each of 
these blocks in the chosen compression format which is 
generally jpeg. Confidential information is hidden in the least 
significant bit (LSB) of each DCT coefficient. Each block is 
transformed into the DCT using the equation  
 
𝐷(𝑢, 𝑣)

=
1

4
C(u)C(v) [∑ ∑ 𝑓(𝑥, 𝑦) cos

(2𝑥 + 1)𝑢𝜋

16

7

𝑦=0

7

𝑥=0

cos
(2𝑦 + 1)𝑣𝜋

16
] 

 [22] 
 
Here f(x, y) is the block of image pixels, and C(x) can have 
two values and is dependent upon value of x. If x is 0 then 
C(x) has value 1/√2 and in all other cases it has value 1. 
Inverse Discrete Cosine Transform (IDCT) is applied to each 
block of 8*8 in the JPEG decompression format. Most of the 
signal energy appears in top left corner of the DCT at low 
frequency for most images. Thus, compression is achieved at 
bottom dextral values which indicate greater frequencies 
which are generally so small that they can be skipped with 
negligible distortion compression imperceptible to the human 
eye can be obtained [23]. 
Algorithms to embed and retrieve the message in an image 
are given as follows: 

Reading the cover image.  
Reading the secret information and transforming it to 
binary form.  
Splitting the image into blocks of 8×8 pixels.   
Traversing horizontally from left to right and vertically 
from top to bottom and subtracting 128 in every pixel block. 
Application of DCT to every block.   
Compression of every block through quantization tables.  
Calculating Least significant bits of coefficient and 
replacing them with secret message bits.   
Write image obtained [20].  

 Algorithm to recover the secret information:  
Read transmitted image.   
This image is split into blocks of 8×8 pixels.   
Traversing horizontally from left to right and vertically 
from top to bottom and 
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 subtracting 128 in every pixel block.   
Application of DCT to every block.   
Each block is compressed through quantization table.   
Calculating least significant bits of each discrete cosine 
coefficient.   
Retrieval and conversion to character of each of 8 bits [20].  

DWT Image Steganography 

Discrete Wavelet Transformation unlike DCT does not affect 
the whole image but will affect it in a localised manner. The 
signal is divided forming high frequency and low frequency 
sections. The latter is further divided similarly into frequency 
sections high and low. The higher sections correspond to 
edges and this is where information is embedded as the 
human eye is less likely to notice changes in the edges [19]. 
Division of image by DWT results in four parts designated as 
lower (LL), horizontal (HL), vertical (LH) and diagonal (HH) 
components. Both rows and columns are subjected to 
low-pass filtering to obtain LL sub band which holds a crude 
account of the photo. In two dimensional applications there 
are levels of decompositions. Four sub-bands are formed 
after the first decomposition: 

• LL1  
• LH1 
• HL1 
• HH1 

The lower resolution approximation component bands of 
preceding levels are utilized for input for decompositions that 
follow. After performing secondary decomposition on the 
band LL1, it further decomposes to form the following bands:  

• LL2  
• LH2  
• HL2 
• HH2 

Horizontal decomposition is followed by vertical 
decomposition at each level. 
Discrete wavelet transform is performed on digital images. 
The image divides into 4 parts -  

1. LL – This part contains the most important 
information regarding the overall image and is 
required in the image reconstruction process [24]. 
On the coordinates (x, y) low pass filter (LPF) is 
applied to obtain this component. 

LL3 HL3 HL2 
 

HL1 
 

LH3 HH3 

LH2 
 

HH2 
 

LH1 
 

HH1 
 

Fig- 2 Three phase decomposition [19] 
 

2. LH & HL – On one coordinate Low-Pass filter is 
applied while on the other coordinate High-Pass 
filter is used and thus the two components are 
obtained. 

3. HH - Apply High-Pass Filter on each of the 
coordinates to obtain component having large 
frequency in the crosswise direction [6]. 

As the LL sub-band carries the most significant details of an 
image and thus the secret information is embedded in this 
part to prevent it from attacks [19]. Quality of images remains 
intact and human eye cannot discern the changes [25]. 
Wavelets are relatively new in the image processing and offer 
lesser distortion and are less resource hungry as compared to 
DCT and are thus employed for noise reduction, edge 
detection in image processing [11]. 
 
Algorithm for embedding information: 

Analysing the information to be embedded as well as the 
image to be used as cover.  
On this image apply the two-dimensional haar transform 
and convert the text to be transmitted to binary, 
In both the directions search the coefficients of filtering. 
Cover image is attached with data For discrete wavelet 
transform coefficients attach data bits to image used as 
cover.  
Obtain the embedded image.  
Determine various parameters like PSNR for evaluating the 
concealment of image. 
 

 Algorithm for recovering secret information  
Analyse the embedded steganographic image.  
Filtering coefficients in both directions – horizontal and 
vertical are identified and the secret information is 
reconstructed one bit at a time.[26]  
Differentiate the message vector obtained by translating 
the data with the initial information.   

DWT and SVD Steganography 

This technique in addition to having DWT also has 
decomposition of singles value done to cover as well as the 
embedded images for increased imperceptibility. The 
singular value decomposition (SVD) is matrix factorization 
having a large number of uses including processing signals as 
well as analysing data. 
Algorithm to implement this technique is as follows  
 

Ideal image to be used as cover as well as secret are 
selected. 
The four sub bands are obtained by applying DWT on both 
images. 
SVD is applied to isolate the RGB parts of both images. 
The secret information is implanted into the cover image 
after the components of SVD matrix are integrated. This 
gives the embedded/steganographic image. 
IDWT is taken. 
Secret information is extracted by reversing the steps 
mentioned above [23]. 
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The image quality of the image obtained from DWT and 
SVD method is high as it has been found to have the best 
PSNR value and the lowest bit error rate. 
E. Spread Spectrum  

Spread spectrum transmission communication is generally 
utilized for radio communication as it is used to transmit 
messages below noise level. Spread spectrum image 
steganography can follow two approaches – either using the 
cover image as noise or by adding pseudo noise to the cover 
image. In the first approach the system introduces to the 
cover image a single value which is below noise level. In the 
second scenario a pseudo or false noise/data is added 
throughout the cover image. This makes it almost impossible 
to detect the hidden information [1] and is more popular of 
the two methods. For the restoration of the message the cover 
image is not needed as a cross-correlation among 
steganographic image and the regenerated carrier is done 
[27]. 
The process of encoding using this technique consists of the 
following major steps: 
 

Redundancy is introduced to create encoded information 
through error correcting code  
It is ensured that the message which has been encoded 
remains of a fixed size by including padding 
Message to be encoded is interspersed. 
A pseudorandom sequence of noise (n) is created. 
Use encoded message, m using advanced encryption 
standard (AES) to modulate the sequence, generating 
noise, s.  
This noise is then added to the image being used as cover (f) 
for the secret information [28]. 

Extraction of hidden information is done by following the 
steps below: 
 

A rough idea of original image (f) is by filtering the 
steganographic image (g) which has been transmitted. 
An estimate of noise (s) which was added by the embedder 
is calculated by subtracting estimate of original image 
obtained in above step and the steganographic image.  
A pseudorandom sequence of noise (n) is created.  
Noise extracted is then compared with the regenerated 
noise to demodulate image. 
Advanced decryption standard (ADS) is used and padding 
is removed to deinterleave the approximation of message 
encoded. 
The secret information is repaired using error correcting 
decoder [28].  

 
Given below are two methods which are analogous to spread 
spectrum and are often combined with Spread Spectrum 
Image Steganography System (SSIS). 
Image Restoration 
Extraction must be done at the receiver side in order to 
decode information properly. The implementation of image 
restoration by the system is done to filter a significant amount 
of the embedded signal with low power from the image 
which was received in order to obtain an approximation of 
native image. An approximate signal is obtained by 
continuously deducting the image restored from the received 

image [29].   Alpha trimmed mean filter is applied for this 
purpose, thus generating targeted pixels by using a mean 
average concept [30].  
 

Error Control Coding (ECC) 
  

The secret message decoded after restoring the original 
image contains a large number of error bits. This happens 
because the embedded signal works on low power mode and 
the approximation of this signal can be very inaccurate which 
resilts in the information obtained being riddled with error 
bits [29]. Spread Spectrum Image Steganography System can 
also use ECC which has the ability of high signal 
approximation. Using error correction by SSIS compensates 
for optimal estimation of the embedded signal, in addition to 
battling with distortion present. 

VII. CHALLENGES AND FUTURE OF IMAGE 

STEGANOGRAPHY  

With the advent of internet image steganography is more 
prevalent than ever as images have become one of the most 
widely shared forms of media and its security is also 
important and steganography is used in tandem with 
cryptography and becomes especially crucial where 
cryptography is not an option. There are some challenges 
being faced in the field of image steganography. 
The main requirements of image steganography are that the 
information hidden in the cover image should be 
undetectable, highly secure and should be robust to 
steganographic attacks while having high payload capacity. 
Even after extensive research in the field all these 
requirements are not achieved fully. As the steganographic 
properties are related improving some of them might lead to 
decrease in efficiency of others and this is a major problem 
whose solution is yet to be found [31]. 
Some of the changes and improvements that can be done to 
the current practices in the domain of image steganography 
are: 

1. As nowadays the processors are extremely capable 
and computation cost is not a major factor therefore 
transform domain techniques should be utilized for 
advance steganographic techniques as they while 
being more complex than spatial domain techniques 
offer many host planes from original image 
providing better locations for embedding the secret 
information. 

2. Adaptive embedding techniques should be utilized 
more they in addition to improving the efficiency of 
information embedding also provide better 
protection to steganographic attacks. Machine 
learning should be utilized to store the data with 
lower distortion than conventional techniques and 
for choosing coefficients. 

3. Secret keys and encryption algorithms can be 
incorporated into image steganography for more 
robust security and protection from attacks as 
compared to the traditional approach. This will 
provide an added layer of security to the secret 
message. 
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4.  As two-dimensional (2D) images are more popular 
and provide a more efficient throughput than 
three-dimensional (3D) image as embedding 
process in 3D images are very complex. So, efforts 
should be done to improve 2D steganography while 
3D images should be used for advanced 
steganography [31]. 

5. It has been recently observed that the choice of 
appropriate cover images also has an effect on the 
steganographic attacks. So, in addition to focusing 
on the best location for embedding secret data the 
choice of cover image is also of great significance 
[32] 

6. Use of optimization algorithms like genetic 
algorithms, fuzzy logic, neural networks should be 
incorporated to improve the embedding process and 
encryption algorithms like RSA, DES should be 
used to improve security [32]. 

Research on image steganography is being carried out 
primarily in the following areas: 

1. Security and Mathematics relationship in 
Steganography  

Capacity expansion in region of data transferring often leads 
to decreased security. 
 We have discovered that increasing capacity has resulted in 
decreased security and there appears to be a trade-off 
between the two. Some mathematical model should be 
devised relating the two and observing their relationship. 
Further optimized algorithms should be developed to 
increase capacity without sacrificing security [33]. A 
roadblock in this area of research has been that it is very 
difficult to model the statistical features of images [34]. 

2. Developing algorithms based on objects in 
images  

Due to advancement in staganalysis object-oriented 
algorithms are being developed which aim to target specific 
parts of images [34]. Embedding of secret information is 
performed over areas known as Regions of Interests which 
offer minimum distortion in the cover image. Human skin- 
tone is an example of these objects as it falls inside the 
threshold value in HSV colour space [35]. Various 
algorithms are being devised for this method. In one such 
algorithm, information is embedded using a skin tone 
detector mechanism is used to find pixels of skin tones by 
using Discrete Wavelet Transform (DWT) for selecting sub 
band from images in RGB format [36]. A drawback of this 
technique is that steganalysis methods can detect the changes 
in integrity of the cover image caused by overwriting of bits. 
Thus, algorithms which causes smallest amount of 
replacement of bits should be chosen. 
3. Improving steganographic algorithms  

Following are the approaches that can be adopted to increase 
robustness and performance of algorithms 

• Increasing embedding efficiency. 

Overwriting of bits in current techniques like overwriting of 
LSB in spatial domain remains a major problem as it alters 
the properties of image and thus it is important to develop 
algorithms which offer the lowest rate of overwriting [33]. 
An example is the F5 algorithm which has one of the lowest 

overwriting properties [37]. One such way is to integrate the 
secret message right at the creation of the cover image as 
opposed to altering it afterwards. 

• Decreasing embedding distortion 

The embedding process can produce distortion in the images. 
The statistical properties should be adjusted after the 
embedding process; In the spatial techniques overwriting of 
bits should be avoided by changing pixel component while in 
transform techniques when all transform coefficients are not 
utilized modification should be done into the coefficients 
which result in lowest distortion after the embedding process 
[33]. For reducing these embedding distortions schemes 
based on perturbed quantization can be utilized [38]. 

• Choosing alternate color spaces 

Most of the steganographic technique use RGB and Grey 
scale images but it has been observed that colour spaces like 
HSV (Hue Saturation Value) and the YCbCr (Yellow Blue 
Chromaticity Red-Chromaticity) provide a better 
performance with regards to image steganography as the 
level of distortion is noticeably less as compared to the 
traditional colour spaces and thus provide an exciting area for 
further research [33]. 

VIII. CONCLUSIONS 

Image steganography over the decades has advanced very 
much as digital images have become the most popular form 
of media in large part due to the introduction of the internet 
and it is now common for people to post their images on 
various social media platforms [39]. When coupled with 
cryptography, Image steganography provides increased 
protection and is thus employed by banks ,military and the 
educational field.. The various types of techniques have been 
developed in spatial and transform domain and are still being 
improved in regards to performance evaluation parameters 
like PSNR values with help of steganalysis. Research in this 
field is being done to improve techniques further in areas like 
improving capacity without compromising security, more 
robust encryption integration etc. 
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