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Diminishing Spread of False Message in Twitter 
using Block chain and Machine Learning 

Alagu Vignesh A, Harini N. 

Abstract: A communication platform such as social media 
often works  to  change  or  influence  opinions  when  it  comes  
to political views. Microblogging platforms such as Facebook, 
Pinterest, Tumblr, Instagram enable users to con- tribute new 
postings which are publicly visible. Twitter stood out as over- 
powering news equipment, giving information to the world. It is 
very common for users to logo on to this site for immediate 
update on recent happenings like natural disasters, political 
events etc. Due to the enlarging reputation of Twitter, this 
aroused spammers to circulate false information. The proposed 
scheme seeks to reduce the spread of false information in Twitter 
using blockchain consensus algorithm, along with classification 
and machine learning algorithms. A "tweet" gets posted based 
on the validation provided by the nodes in the blockchain. The 
system works according to the sensitivity of the tweet. 

Key Words: Blockchain, Consensus, Communication, False 
tweet, Microblogging, Politics, Tweet, Twitter.  

I. INTRODUCTION 

Social media are web-based applications  which  help  in  
the creation and sharing of any sort of information, ideas, 
documents, and media such as photos, videos, music, etc. It 
allows people to share content faster in real-time. 
Microblogging has become a major source of news these 
days[18], [19]. Statistics show that 2.4 billion(approx. 64.5 
%) online end users obtain news from applications like 
Facebook, YouTube, Tumblr, Pinterest and Twitter[1], [2]. 
With the exponential growth of the dependent users on 
social media    to carry out their day to day activities it is 
undoubtedly evident that social applications like Fb, Insta 
etc. stand as most preferred applications. 
Microblogging service has the highest political 
participation, it enables news stories to quickly go viral 
which can lead to mis- interpretations that can cause 
conflicts later. Considering the political arena Twitter has 
become authentic and incessantly used microblogging 
service in the political ring [6], [9]. 
The increased  popularity  of  the  social  media  "Twitter"  
is the reason behind spammers spreading false information. 
Therefore, Twitter has to be shielded from false news 
spreaders or spammers.  
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Companies strive to filter false tweets making twitter safer 
to use. For example, Trend Micro filters spam  URLs using 
blacklisting service known as WRP (Web Repu- tation 
Technology). 
Due to time lag, it couldn’t blacklist URLs before it reaches 
the user. In order to overcome this, rule-based algorithms 
were used by researchers to filter spam tweet[7]. With 
industries relying on social media for popularizing their 
business the presence of spam tweets pose great security 
threat. This has initiated the need for researching on ways to 
minimize and filter spam. Fake news are messages created 
to deliberately misinform readers and today the rate of its 
spread is about 365% more 
 than it was during 2017[8]. 
Fake news is so alluring because they tend to be more 
interesting than the true ones, and they gain more attention. 
For example, Spouse of Supreme Court Justice Clarence 
Thomas tweeted about the migrant caravan which was 
found to be false[4]. Research reports that the spread of 
fake news is approximately six times quicker than the 
spread of original information [3]. The likeliness of spread 
of false news is about 70% in twitter [8]. The depth 
analysis performed on retweet revealed that there were less 
than 10 retweets with original news and 19 with fake news. 
Generally, bots or trolls are used for disseminating fake 
news [8]. Although fake news bots have gained attention, 
humans are equally spreading false news across social 
networks. A study at MIT shows that even after the 
removal of fake news spreading bots from their dataset, the 
false news spread rate remained unchanged [5]. 
Therefore, in this paper, the focus is to reduce the spread 
of false information through Twitter using blockchain 
Proof of Work (PoW) consensus algorithm integrated with 
classification and machine learning algorithms. 

II. LITERATURE SURVEY 

1. Block Chain 

Blockchain is a technology that facilitates decentralized 
storage of data and secure distributed computation of 
process using strict timestamp, digital signature, 
encryption/decryption schemes and consensus algorithms. 
The storage and data processing capability along with its 
strengths of sustainability, data sharing and inter 
connectivity of this technology has attracted a wide variety 
of applications to rely on it[10]. 

2. Proof of Work 

This procedure is adopted to validate the transaction before 
it gets appended to the blockchain. In this method a ledger      
is maintained to record each of the exchanges that happens.    
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A block is then created for this information and appended to 
the chain by the miner once he/she solves the hash for that 
block[11]. Bitcoin based cryptography procedures are 
difficult to be compromised for reasons that it has built in 
capability   to prevent double-spend attack due to its 
requirement in terms of huge computing power to solve the 
hash value[12]. 

3. Text Classification 

Text classification is a process of categorizing  text  data into 
groups by using Natural Language Processing (NLP)  [14], 
[15].  

The proposed system uses Paralledots API which provides 
machine learning and classification solutions . Fig- ure 1 
represents the procedure for classifying the text 
 

 
Fig. 1. Classification Process 

 

4. Findings for Literature survey 

Most of the works existing in the literature use machine 
learning and Deep learning methods for text classification 
and prevention of spread of fake news [13], [16], [17]. The 
focus of the existing methods was more on improving the 
accuracy of classification rather than providing a distributed 
methodology for approving the content of  the  message.  To  
the  best  of our knowledge we have not found any existing 
work that is based on block chain that would diminish the 
spread of false messages in social media. The integration of 
blockchain and machine learning based approval scheme is 
the motivation for the proposed system. 

III. PROPOSED SYSTEM 

1. Overall Working 

When a user posts a tweet, on reaching the twitter server, the 
tweet is put through a machine learning module com- ponent 
which segregates the information into political and non-
political messages. Tweets segregated as non-political are 
passed without any further processing and gets posted in 
Twitter. If a message is tagged as political-related 
information it is classified based on the sensitivity and it is 
tagged with a threshold. In the case of a time-insensitive 
tweet, the threshold is decided by taking the number of 
active nodes N in the blockchain and is divided by 2 i.e., if 
50% of the nodes agree the tweet is true then  it is 
considered valid. The threshold      is set to 25% if it is a 
time-sensitive tweet. For example, consider a tweet related 
to the decease of a  person.  The  tweet then gets transferred 
to the block-chain management node with a threshold 
tagged from the previous step. The management node 
broadcasts the tweet to all the nodes which are in consensus. 
The nodes then validate and mark the tweet as either valid 
or invalid and then puts the tweet in the blockchain with 
their digital signature. The nodes mentioned here are either 
a person or an AI application that verifies the viability of the 

information in real-time. After a time-interval, the chain is 
processed by the management node and if the validity count 
meets the threshold the tweet gets posted. If the validity 
count is less than the threshold, the tweet gets dropped 
without getting posted and the user’s activity to spread false 
information is reported to twitter. The overall functioning of 
the proposed model is shown as an architecture diagram in 
Figure 2. 

2. Obtaining and classifying tweets 

Tweets collected for the experimentation process were col- 
lected using Python scripts using the twitter library. The 
tweets are segregated as political and non-political using 
machine learning algorithms, which were achieved through 
Parallel- dots custom classification API. The data set is 
prepared as       a text document and the same is depicted in 
Figure 3. The contents of the text document will further 
undergo classifi- cation based on the sensitivity of the tweet 
and then gets transferred to the block-chain for approval. In 
this application, the sensitivity of a tweet is calculated by 
using word matching strategy, which searches sensitive 
words like decease, funeral, death, etc. from a word list and 
returns true if any of the words in the list are found in the 
tweet. 

3. Construction of Blockchain 

The node has been constructed  using  Node  JS  which  uses 
express, crypto-js, body-parser, ws (WebSocket) and file 
system libraries for implementing the blockchain. The node 
initializes HTTP service and P2P service in  two  different  
port numbers. The HTTP service is used to communicate 
between the user and the node, while P2P service is used to 
communicate between nodes. Initially, when the server 
starts, an initial block will be placed into the blockchain with 
index, previous hash, timestamp, data, hash and digital 
signature as parameters. The application sends all the tweets 
to a common management node which is chosen at random. 
The nodes in the blockchain network use web socket to 
communicate with each other. When a tweet is received by 
the management node, it first validates the tweet and then 
constructs a block  with the validated data and the node’s 

digital signature. This block is then added to the blockchain. 
Figure 4 shows  the  tweet added to the blockchain after 
getting validated by node 
A. The block is then broadcast to all the connected nodes. 
Each node can retrieve the block and can re-validate the 
message. Figure 5 shows the tweets broadcast to node B 
from node A. After a time interval, the management node 
processes the chain and sends back the tweet with its 
validity to the twitter server. 

• STEPS IN THE WORKFLOW 

• Step 1: Retrieve the tweets using twitter python 
library. 

• Step 2: Send the tweets to Parallel dots Custom 
classifier to classify the tweets as Political and Non-
Political. 

• Step 3: Post the tweet directly if it is classified as Non- 
Political using tweepy python library. 
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• Step 4: Send the tweet to a sensitivity analysis 
algorithm and tag the tweets with a threshold based on 
the sensi-  tivity. 

• Step 5: Send the tweets to the blockchain nodes. 
• Step 6: After time-out, blockchain nodes return the va- 

lidity of the tweet as shown in Figure 7. 
 

• Step 7: Post the tweet if it is said to be valid by the nods 
using tweepy python library, this is shown in Figure 
8. 

• Step 8: Drop the tweet if it is said to be false by the 
nodes, report the user to Twitter. 

 
 

Fig. 2. Architecture diagram of the proposed system 
 

Fig. 3. Sample Data set 
 

Fig. 4. Message broadcast by Node A after validation 
 

Fig. 5. Messages retrieved by Node B 
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Fig. 7. System validation result 
 

Fig. 8. Tweet posted after validation by the server 
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Fig. 6. Working of the proposed system 

 
 

IV. CONCLUSION 

In this paper, we have presented how the spread of false 
messages through Twitter can be reduced using Proof of 
Work (PoW) blockchain consensus algorithm along with 
classifica- tion and machine learning algorithms. The 
thorough experi- mentation process using the collected 
dataset from the twitter revealed the increased ability of the 
system to prevent spread of false messages in comparison to 
the methods discussed in the literature. This improved result 
id due to the integration of Blockchain based consensus 
protocol for tweet approvals. 
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