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Security Issues in Blockchain based
Applications
Neha Jain

Abstract: Data security is the key to the development of
modern internet technology. By allowing digital information to
be distributed but not copied, blockchain technology created the
backbone of a new type of internet. It allows storage of all
transactions into immutable records and every record distributed
across many participant’s nodes. As there is huge increase in the
use cases for blockchain technology, nowadays, the primary
issue is to enable secure data sharing, data integrity and
authentication. The goal of this study paper is to provide a
systematic literature survey exploring the use of blockchain as a
base technology for securing financial as well as non-financial
applications. The purpose is to identify the whether blockchain
technology is capable to provide the desired security solutions in
various application. The advantages, challenges and the solution
provided by previous research is discussed. The survey was
focused on various security issues like Confidentiality, Integrity,
Availability, Authenticity, Accountability, and Reliability. The
study shows that the Blockchain technology is prospective for
financial and non-financial services since it can provide
solutions for majority of security issues. Future research needs
to provide the implementations of desired solutions discussed in
security challenges of Blockchain technology.
Keywords : Blockchain, confidentiality, Integrity, Availability

annual growth rate) of 42.8% (2018-2023) leading to global
revenue of USD 19.9 Bn by 2023 [7].Asia-Pacific region is
expected to adopt this technology at a faster rate owing to its
wide adoption in China and India. Its value has been
recognized by other financial or non-financial sectors such as
banking [8], Supply chain and logistics [9][10], the
pharmaceutical industry [11], smart contracts [12],[13] cyber
security [14]. Use cases of blockchain for government
services is listed in [15] along with the security benefits and
challenges.
By looking at the popularity of blockchain and its
capability of being adapted by several different types of
application, it is important to identify what research
currently exists specially in relation to the application of
blockchain with security aspects. The goal of this study paper
is to provide a systematic literature survey exploring the use
of blockchain as a base technology for securing financial as
well as non-financial applications. While designing a
secured computer system, following goals must be achieved.
These are: Confidentiality, Integrity and Availability. At the
same time other factors like: Authenticity, Accountability,
Reliability must be considered as well.

I. INTRODUCTION

The blockchain is an open, distributed ledger which is
based on cryptographically techniques that can record the
transactions (which are tamper proof) between two or more
parties and store it in blocks which are linked together.
Blockchain is peer to peer based technique in which the
software runs on the user’s machine and no centralized
system is required to be present between all users. The digital
information is distributed across many participants in the
nodes [1].The concept gained the popularity in 2008 when
Satoshi Nakamoto invented Bitcoin as a currency [2]. Author
in [3] has indicated that bitcoins (blockchain type) is been
commercialized in developed nations like Japan.It has also
influenced world currency markets [4]. The unique
properties of blockchain have made it much more valuable
than just a decentralized cryptocurrency. It has evolved into
something greater and other blockchain system like Etherem
[5] and Hyperledger Fabric [6] with public and private
accessibility also become very popular. Netscribes has done
market research on global blockchain technology and stated
that the market is expected to grow at a CAGR (compound

II. STUDY DESIGN

A. Prior Research
To the best of our knowledge there have been very limited
systematic literature reviews in existence. We have refereed
[16-21] as a basic framework to provide our survey. In 2016,
authors conducted SLR on use case and application of
blockchain in IOT systems [16].An SLR on general concept
of blockchain technology is presented in [17]. An SLR shown
in [18] presented the use of blockchain in service industry. In
[19], author analyses advantages and limitations of
blockchain with respect to four major security issues. A
comprehensive review of current blockchain ways for
security services in centralized design is provided in [20].
They highlighted state of art techniques that square measure
presently wont to offer security services, their challenges and
the way blockchain will resolve those challenges. In 2018,
[21] Taylor et al. has bestowed systematic literature survey
on world applications of blockchain with reference to cyber
security.
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Table- II: Number of Paper Searched

B. Research Goals
The scope of this research is to provide analysis on existing
studies, their findings and to provide a summary about the
efforts taken by researcher into the field of security in
blockchain applications (financial and non-financial). In this
study paper, a systematic literature review has been
conducted focusing on various security issues like
Confidentiality, Integrity, Authentication and Authorization
Availability for blockchain applications. To systematize the
study, we have developed three research questions presented
in Table- I.
Table- I: Research Question
RQ I

What research topics have been addressed in
current research on blockchain?

RQ II

What are the various applications of blockchain
where security is major focus?

Name of
Publisher/
Keyword

IEEE Xplore
Digital
Library

Springer
Link

ACM
Digital
Library

Science
Direct

1.

2019

1393

632

1619

2.

1287

1201

370

1167

3.

677

723

260

739

4.

214

480

87

501

5.

73

350

45

1233

Table- III: Inclusion/Exlusion Criteria
Inclusion Criteria

RQ III

How blockchain is used to improve the security
of the system?

Paper must be from peer
reviewed journals or conferences
It must be based on technical
details

The discussion based on above research question is presented
in section IV.

Relevance with the objective

C. Our Contribution
Our contribution in this research work is as follows:

D. Research Methodology
By following the guidelines provided by Kitchenman and
charters [22], we have planned, conducted and reported
reviews to get an optimized SLR.

Non English language paper
Grey Literature such as blogs
Papers focusing on economic or
legal impacts of blockchain

3. The interest of this study is to focus on papers on
blockchain and security. So approximately 2000
papers were available. After removal of duplicates
1200 papers remaining. Applying inclusion and
exclusion criteria on the papers, we get 250
papers. After studying every paper and reapplying
the inclusion/exclusion criteria, we finally get 37
papers that are included in this SLR.

 We have identified 37 papers related to blockchain
and various security issues like confidentiality,
integrity, availability etc. up until July, 2019. This
list can be referred by other researchers to further
their own work.
 We have done the analysis of the selected papers and
highlighted the work done by the authors.

Exclusion Criteria

The next section provides the analysis of various security
issues discussed in the selected papers.
III. RESULTS

1. We have searched following keywords on platforms
like IEEEXplore Digital Library, ScienceDirect,
SpringerLink, ACM Digital Library and Google
Scholar:

In this section we report the results extracted from the
selected papers, organized by various security issues. The list
of selected papers, security issues addressed by them and the
application area is shown in Table IV. Discussion on the
results will follow in next section.

1. ”blockchain” OR ”block-chain”
2. ”blockchain” OR ”block-chain” OR
”distributed ledger”) AND ”security”
3. ”blockchain”
AND
”Confidentiality”

“Privacy”

OR

4. “blockchain” AND ”Integrity” or “Data
Integrity”
5. “blockchain” AND ”Availability”
Table II is showing the total number of papers searched in
different publishing houses mentioned.
2. We have set criteria for inclusion and exclusion as
given in the Table III.
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A. Confidentiality and Privacy
Confidentiality of data is to protect it from unauthorized
access. It can be viewed as the privacy of data. One of the
methods to provide confidentiality is through encryption.
Privacy provides the users the ability to control who can
access their data. There are number of research papers
available which provide study related to this section. Our
searching criteria were to select papers which provide
confidentiality or privacy through blockchain. In blockchain
user encrypts the data with own private key. A hash from
user’s public key is identified which act as the ID indicator of
the user. There is no connection of that hash with user
identity. Hash function is one-way function, so generation of
public key from hash is impossible. Hence, blockchain
provides
Privacy
and
anonymity of user. [23] is a
paper based on proof of concept
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for decentralized token-based energy trading system using
blockchain. Multi-signatures and anonymous encrypted
message streams are used to get privacy with blockchain
technology. In [24], an IoT based environment uses a
blockchain model for sharing data. Here, again blockchain
provide a control to user to access the data they own on IoT
devices. In this system, privacy of user is preserved by
bockchain because it provides a decentralized storage for the
access control. IoT data is generally owned by individuals or
organizations, so access to that data will be beneficial for the
world in some aspects but there is a drawback related to
privacy if that data is shared. So, authors in [25] provided a
multilevel security model to share the data. Another example
of multi-level security was explained in [56] where IoT is
divided into two parts: edge layers and the high level layers
makes multi-level implementation of blockchain to simplify
the deployment. Smart vehicles have risk of losing
information like location tracking or remote hijacking.
Privacy threats like this can be prevented through blockchain
technology in smart vehicles [26]. So, authors proposed a
blockchain based architecture to protect privacy of users. A
whitepaper in ENISA in 2016 has presented the use of
blockchain as a technological tool, which can be used
byfinancial institutions to share information and transact
easily with each other [27].
A framework is proposed in [28] using blockchain for smart
communities. In this various users share the resources among
each other with the help of blockchain while presenting their
privacy in an open and decentralized environment. Authors
in [29] have implemented a PSN (pervasive Social Network)
based healthcare system. In this privacy is preserved when
the data is being shared between PSN nodes by using
blockchain. In [30] authors proposed a novel approach to
map bitcoin addresses directly to IP data analysing the
anonymity. Authors in [31] provided a privacy preserving
payment mechanism for V2G (Vehicle to Grid) networks. In
this a registration and data maintenance process that is based
on blockchain techniques, ensures the anonymity of the user
payment data while enabling payment auditing by privileged
users. There are some authors who claim that privacy of user
is not maintained in bitcoin, an application of blockchain. In
bitcoin the user details are exposed on the blockchain in
order to provide transparency in the transaction flows [32].
They have specified that the existing systems do not provide
privacy and hence all the transactions are exposed on
blockchain revealing monetary details and user information.
So, they presented a system called HAWK, which does not
store the clear data on blockchain. HAWK compiler has
private hawk module to provide privacy and protection. In
[33] a comprehensive overview of existing blockchain
technology is provided. The main focus is on the privacy and
security of the IoT systems. Some challenges associated with
the deployment of IoT and the blockchain for IoT is also
explained. As the ledger of blockchain is immutable, the
major challenge is to remove transactions from the ledger (if
required) [27]. In a blockchain based PKI, a ledger of PKI
events is published that is reliable as the majority of
contributors are honest [34]. Creditcoin is chain proposed by
authors in [35] which allows different users to generate the
signatures and to send the announcements in a vehicular
announcement network. In [36], using a proof-of-concept
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implementation based on Ethereum smart contracts, data
provenance can be realised for a wide range of IoT use
cases[37] eliminated cloud based IoT structure by
implementing blockchain for storing and protecting large
scale IoT data. They have also introduced certificate less
cryptography to solve trust issues replacing trusted third
party.
B. Data Integrity
Data Integrity is a security goal in which there should be no
unauthorized change in data. That means whatever sender is
sending must be received by the receiver. The Blockchain
guarantees information integrity and hindrance of the
unauthorized amendment of information by the utilization
cryptography. These options square measure behind the
adoption of the Blockchain technology in several
applications In [38] authors used the immutable property of
blockchain in which fake entries cannot be done in between
the blocks. New data can only be entered only at the end of
the chain. The authors used sharing of solar energy in a
neighborhood using this approach. In [39], authors
implemented a trial chain to validate data integrity in
healthcare system using blockchain. In [40], while
developing a solution for creation and preservation of digital
records for a land registry, an analysis is provided by the
author that blockchain technology maintains record
integrity. A security framework for smart cities using
Internet of Things is mentioned in [41] in which blockchain
is used as a database layer. Similarly, in [42], author
provided a framework based on blockchain to be used as
service for data integrity for IoT data. This framework
removed third party auditors who verify data integrity rather
the IoT data consumes and owner performs the task. In [43],
a reference integrity metric (RIM) of the IoT firmware is
maintained for ensuring the integrity of the devices which
uses blockchain. 51% attack and double spending attack
were discussed in [44] and [45], which are threat to integrity
in the system. In 51% attack, majority of nodes in the chain
are dishonest, hence the chance to maintain integrity lesson
eventually. Those nodes allow faster production of block, so
the chain produced by them often considered as valid chain
and promoting double spending attack onto it. In [46], As
Splunk indexes data; it stores hashes of data on an immutable
ledger. If the data is corrupted in the indexed record, then it
will be mismatched from the distributed ledger. Splunk is
DLT to prove that data hasn’t tampered with.
Blockchain is capable of providing [47], tamper proofing,
disaster recovery and privacy protection. For tamper proofing
special chained data structure is used in blockchain. A time
stamp is used to keep track of records. Data can be generated
by any user and no centralized database is present instead
data is stored at all user’s side by constructing open source.
Hence, maintaining disaster recovery.
C. Availability
The DoS (Denial of Service attack in blockchain are
discussed in [27] which affects the availability of the
network. The miners can get
affected as it can slower down
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the processing time by sending a large number of the fake
Table- IV: Key Findings, Security Aspects and Application
Area of Selected Papers

Paper

Key Qualitative and
Quantitative data reported

Security
Aspects

Area

ensuring the integrity of the devices

Paper

[8]

[9]

[12]

[23]

[24]

[26]

[27]

[28]

[29]

[30]

[31]

[32]
[34]
[35]
[36]

Key Qualitative and
Quantitative data reported
Blockchain in Interbank Information
Network by JP Morgan

Supply chain systems by IBM
Reentrancy attack if solidity
programming language is used
Transaction security in decentralized
smart grid energy
trading without reliance on trusted
third parties
Privacy of user is preserved by
bockchain because it provides a
decentralized storage for the access
control
A blockchain based architecture to
provide privacy and security in smart
Vehicles
DoS (Denial of Service attack in
blockchain
Various users share the resources
among each other with the help of
blockchain while presenting their
privacy in an open and decentralized
environment
Privacy is preserved when the data is
being shared between PSN nodes by
using blockchain
Identifying ownershiprelationships
between Bitcoin addresses and IP
addresses.
A privacy preserving payment
mechanism for V2G (Vehicle to
Grid) networks.
User details are exposed on the
blockchain in order to provide
transparency in the transaction flows
Blockchain based PKI
Creditcoin: a blockchain to preserve
privacy in smart vehicles
Data provenancesolutions together
with blockchain technology areone
way to make data more trustworthy.

Security
Aspects
privacy,
Data
integrity
and access
control
privacy,da
ta integrity
and access
control
Validity

Privacy

Smart
Contracts

[47]

Smart
grids
[48]

[49]

chance of
availabilit
y lesson
eventually

Generic

[50]

Privacy

Smart
Commun
ities

[52]

Privacy

Healthcar
e System

[53]

Anonymit
y

Bitcoin

[51]

[54]
Privacy

IoT

Privacy
not
provided

Bitcoin

Privacy

Generic

Privacy

Smart
Vehicles

Trust

IoT
Large
scale IoT

Decentralized token-based energy
trading system using blockchain

Privacy

[39]

Trial chain to validate data integrity

Data
Integrity

[40]

Various attack like Man in the
middle, Syn flood, Sybil attack,
Timing errors, key management,
audit server attacks. Blockchain
technology maintains record integrity
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[46]

Privacy

[38]

[43]

Double spending attack

Supply
chain
systems

Smart
Vehicles

Privacy,
Authentica
tion

[42]

[45]

Banking
Sector

IoT

To store data securely and use of
certificate less cryptography

Blockchain is incorporated in each
layer of IoT architecture
Blockchain to be used as service for
data integrity
A reference integrity metric (RIM) of
the IoT firmware is maintained for

[44]

51% attack is discussed to make a
blockchain corrupt.

Privacy,
Access
Control

[37]

[41]

Area

Data
Integrity
and
records
authenticit
y may be
affected.
Data
Integrity
Data
Integrity
Data
Integrity

Energy
Trading
System
Biomedic
al
Research

Land
Registry

Smart
City
IoT
IoT

[55]

[56]

Data integrity using blockchain
called Splunk
ProvChain to provide enhanced
privacy and authenticity in cloud
environment
The use of blockchain – based PKI
implementation in air traffic
management provides a secure
broadcast authorization
communication with air traffic
services

Quantum attack

Only authorized users can connect to
the system
Used IP address to link the identity
creation in blockchain.
An architecture to provide distributed
access control system for IOT using
proof of concept
Using blockchain for IOT data
trusted exchange
A personal data management
platform is constructed where
blockchain is used as an automated
trust less access control manager
Integrated Blockchain and Edge
computing Systems can enable
reliable access and control of the
network

A secure multi-layer network model
based on blockchain technology

chance to
maintain
integrity
lesson
eventually
chance to
maintain
integrity
lesson
eventually
Data
Integrity
Authentica
tion,
Privacy

Authentica
tion

Authentica
tion
process
may be
affected
Authorizat
ion
Accountab
ilty
Access
Manageme
nt
Access
Manageme
nt,
Integrity,
Privacy

Bitcoin

Generic

Banking
Cloud

Air
Traffic
Manage
ment

Generic

Generic
Generic
IoT

IoT

Privacy,
Access
Control

Generic

Access
Control

Generic

Identity
Manageme
nt,
Authentica
tion,
Privacy

IoT

transactions and keeping the miners busy in processing them
restricting to confirm legitimate transactions. Also if the
transaction fees for fake transaction is set higher than the
legitimate one, miners will be influenced to process them
leaving the required transactions.
D. Authentication, Authorization and Access Control
Authentication means confirming your own identity. [40]
described various attack like Man in the middle, Syn flood,
Sybil attack, Timing errors, key management, audit server
attacks etc., where records authenticity may be affected. The
use of blockchain – based PKI implementation in air traffic
management provides a secure broadcast authorization and
communication with air traffic
services preserving privacy of
aircrafts and enable only
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authorized communication [48]. Blockchain is vulnerable to
quantum attacks that can solve elliptic curve digital
logarithm problem (ECDLP). This problem is used for
authenticating the transactions in blockchain. Hence an
anti-quantum transaction authentication approach is
presented in blockchain [49].
Authorization is process of verifying what a user (who is
already authenticated) have access to. Only authorized users
can connect to the system in an application based on
blockchain through public Wifi networks as shown in [50].
In this the communication between devices is encrypted
using blockchain methodology where encryption key will be
P2P network address. To maintain the accountability,
authors in [51] used IP address to link the identity creation in
blockchain. But the problem is with price of IPV4 addresses
which makes this process costly. Though, it ensures that the
user has only one identity.
In [52], author has presented an architecture for IoT where
access control information is stored and distributed using a
blockchain technology. The second generation blockchain is
having feature of access control mechanism where user have
to specify their details in order to get the data or access the
data which makes it different from cloud based systems
where users have to keep their data on cloud or website
having no control on who is accessing their data [53]. In [54],
a personal database management platform is constructed
where blockchain is used as an automated trust less access
control manager. Instead of storing the data directly in the
ledger, data is encrypted and pointer to that encrypted data is
stored in the ledger. This will provide the confidentiality as
well as access control. By incorporating blockchain into edge
computing network, system can provide reliable access and
control of the network [55]. A framework is proposed in [56]
to provide secure key management within heterogeneous
network. The blockchain concept is implemented to provide
the distribution of key in vehicular communication system.
Blockchain technology does not guarantee or improve data
quality [57]. The data must be provided by the source should
be of good quality. Once it is into chain then the accuracy of
data is guaranteed by blockchain. A credit-based payment
scheme is proposed to support fast and frequent energy
trading using blockchain. It is proved in the paper that the
blockchain is able to provide security features like integrity
[38].

would increases drastically or size of block will increase then
these issues must be taken care of. It has been observed that a
very small portion of research is done in the combination of
AI and blockchain. AI can be a better support to improve the
security in B2B blockchain applications. As of now by
analyzing the number of research work done in the field of
privacy and confidentiality, one can conclude the role of
blockchain is very important to get the same.
RQII: What are the various applications of blockchain where
security is major focus?
The main objective of this research is to focus on security
issues addressed through blockchain. Originally Bitcoins
was the main application of blockchain and security issues
related to it was major concern. But this study shows that
blockchain technology is not limited to application in crypto
currencies. Instead, we have noted that use cases like IoT,
finance and healthcare are most popular. More than half of
the published papers are addressing the security issues with
applications concerned with IoT. The reason of such interest
could be because of the use of IoT in everyday life increasing
the security concerns related to that. Blockchain is integrated
with Edge Computing is also a recent topic where new
security issues like lost transactions in off chain require
attention. A practical example that is proving that the need of
secure communication in financial sector (Interbank
Information Network) where blockchain is used by JP
Morgan and in non-financial system like IBM’s supply chain
systems, security is the biggest concern.
RQIII: How blockchain is used to improve the security of the
system?
It has been observed that there are plenty of applications
available in the market that is focused on security as shown in
the selected papers. Blockchain is solving the security aspects
in financial and non-financial application. The benefits of
using blockchain are mentioned below:

IV. DISCUSSION
RQI: What research topics have been addressed in current
research on blockchain?
When we have searched through the keyword:”blockchain”,
we have found approximately 2000 papers in which its
challenges, issues, limitations and use-cases presented.
Papers on applications of blockchain in bitcoin, IoT, smart
contracts, Botnet, P2P broadcast etc. have been identified.
Majority of papers are focusing on security and privacy
issues. It has been observed that issues like computational
power, throughput, scalability, latency has got lesser
attention as compared to security issues. One of the reasons
behind this could be because the concept of blockchain is still
very new. The required size or number of block in current
scenario is acceptable but in future when number of users
Retrieval Number: F11570986S319/2019©BEIESP
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 Blockchain provides encryption and hashing to store
the Blockchain provides encryption and hashing to
store the records which cannot be changed or
tampered.
 Blockchain use signature of transactions so denial
later is not possible
 The new transaction is only added into blockchain if
it is verified by majority of nodes making difficult to
put the fake data in chain.
 Blockchain are decentralized systems and does not
require additional trusted third parties to control the
system.
 Blockchain uses Elliptic curve cryptography which is
difficult to break.
Some security issues identified from papers while using
blockchain:
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 In bitcoins, user details are exposed on the blockchain
in order to provide transparency in the transaction
flows.
 If majority of nodes are dishonest then chances of
getting a false transactions is more (51% attack).
 Blockchain only guarantees pseudonymity.
 As the ledger of blockchain is immutable, the major
challenge is to remove transactions from the ledger
(if required).
 Denial of Service attack can slow miners to perform
computing on authorized transactions.
 Attacks like Man in the middle, Syn flood, Sybil
attack, Timing errors, key management, audit
server attacks etc. may affect the reliability and
authenticity in the system.
 Blockchain are prone to quantum attack hence
affecting authentication process.
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