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Security & Privacy Challengesin Smart Home

Renu Sharma

Abstract: Smart Home is changing the way of today’s living.
Technology istaking each and everything on internet, but when it
ishome than many considerations are there. Security and privacy
is the major issue as far as life is considered. As per technical
hazards issues could be, interoperability, integration, energy
efficiency. These challenges are huge barriers in their
applicability. Incredible work has been done to overcome the
barriers. But still gaps are there. This paper is providing
comprehensive information about available literature on above
parameters and existing research gaps in the area. Findings of
this paper can lead researchers to have research gaps in the
security and privacy issuesin smart home.
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. INTRODUCTION

Smart Homeisanetwork comprising of many devicesthat
can communicate with each other or with outer world through
internet. This communication enable a person to watch and
manage a home remotely. Internet of things or 10T means we
are having devices linked through internet to exchange their
information and to create results helpful for mankind. Next
eraof computing will not be based on desktops but will be of
loT devices.[1]. 10T is most significant electronic revolution
after internet[2]. According to Gartner number of 10T enabled
devices will be 26 hillion by 2020. If we list area of
applications of 10T list is keep on expanding to various
diverse fields. Some area of applications are:

Smart Homes

Remote Health care monitoring
Smart cities

Education

Smart Transport

Smart Agriculture

Business

Energy

Disaster detection etc....

Smart home concept ismainly to raise level of luxury. But
it has given many added advantages other than luxury. Some
of the benefits of Smart Homes are;

e Remote monitoring
Assisted living for elderly. [3]
Energy efficiency [4]
Comfort etc.
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II. CHALLENGESIN DEVELOPMENTSOF SMART
HOME

Although smart home market is quite positive, in user as
well as market perspective but many technical as well as
social hazards are there in the implementation.[5]. In
development of smart home applications, many challengesare
there. Some of them are:[6]

o |nteroperability and integration[7]
e Security[7]

e Privacy [8]

o Datastorage

e Constrained resources

e DataAnaysis

A. Interoperability and integration

Smart home idea is mostly based upon sensors. Sensors
do have varied architectures. To integrate is major challenge.
Smart home industry lacks in standardization or in other
words so many standards are there. Every company is adopted
different standards. While integrating these devices many
technological issuesgot arise. So thereisarequirement of one
standard model for development of 10T devices. So addition
of any new device will be ssimple. For example if we have
employed a home automation system and we want to change
an A.C. due to lack of unique standardization it might be
possibletherewill be aneed of updating our home automation
system.

B. Security

Security is the magjor challenge for smart home. A cyber
security organization has conducted a survey and a large
number of MQTT servers are found vulnerable to data leak,
posing a serious threat to security[9]. Asin BMW cars they
found major possibility of intrusion using server of the
company. loT is based upon network and network is
vulnerable to threats. As in home automation system main
identity of user isRFID card. Copy of that card is possible. As
in the recent case in USA alarm of missile attack falsely
atered and it has created major havoc inthecity. If apersonis
sing GPRS all itstravelling pattern can be monitored and that
can create maor security issues. If we study health
monitoring, intruder can create major blunders. So in all
sengitive areas 10T is quite helpful but its implementation is
really important to be focused on security.

C. Privacy

Privacy is also major concern. Somebody can study all
patterns of anyone just by analyzing data of sensors. And that
information can be used for criminal activities. GPRS,
wearable devices [10] and other sensors used for home can
easily tell about daily routine of somebody.
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So privacy is aso one of the maor issues in
implementation of smart home. Two billion records have
been claimed as smart home device breech[11]. Thisisa huge
number, so thereis huge scope to find solutions for privacy in
smart home gadgets.

D. Data Storage

In any smart environment huge data is produced. To
process that huge data traditional data processing techniques
cannot be used or we can say they are not capable enough to
process that huge data. To overcome this challenge we need
data processing techniques capable to work on high volume
and high velocity data. Data mining tools are to be updated.

E. Constrained Resources

InloT devices main components are sensors. These sensors
areredlly constrained as far as processing power, battery life
and memory is concerned. To overcome these constraints are
also abig challenge.

F. DataAnalysis

Using loT sensors, huge amount of datawill be generated.
It is a huge challenge to process such alarge amount of data.
To conclude from such a huge data, efficient algorithms are
required.

1. LITERATURE REVIEW

H. A. Khattal et a. (2019) have proposed a solution at
perception layer of 10T layered architecture[12]. Authors
have described main components of 10T with focus of
perception layer. They have concentrated on RFID and
sensors hetwork. Various possible attacks and their possible
solutions have been given in the paper.

J. E. Klobas et a. (2019) have described how security
concerns can effect smart home adoption[13]. Analysis is
based upon age, education and gender of user. Perception of
security changes with each category.

N. Panwar et a. (2019) have described many existing
technologies that can be used to provide security in smart
home aso[14]. Existing solutions (distance bounding
protocols, TLS, Okamotto |dentification scheme etc.) can be
used.

E. Zang et al. (2019) have developed a prototype app and
tested that app for several months and on several users. From
data collected chalenges and possible solutions has been
given[15]. In smart home security is even more challenging
because environment comprises of multiple users and
multiple devices of diverse architectures. Feedbacks of the
designed apps have been studied.

A. Dorri et al. (2017) have discussed block chain technique
for providing security and privacy in 0T environment[16].
They have attributed distributed nature of 10T network is
major cause of security issue.

V. Sivraman et a. (2015) have suggested network level
security for smart home[17]. To provide security main focus
is on securing network, thereby smart home can be protected
automatically.

W. M. Kang et a. (2017) have purposed a framework for
smart homes[18]. It works on integrity by access control
techniques. It can help to prevent data modification and
fabrication.

B. A. Mozzaguatro et a. (2017) have given MDA based
(model driven architecture) based solution for adaptive
security for 10T environment [19]. Component model has
been used and CIM (component independent model has been
given. From CIM, PIM (Platform independent model) has
been evolved. Than PSM (Platform specific model) and
subsequently code has been generated.

IV. FINDINGS

Wide range of solutions have been givenin literature based
upon diverse approaches varying from block chain, MDA
based ( Model Driven Architecture), network layer based,
prototype based, Distance bounding protocols, perception
layer based security etc. but inspite of all these given
solutions, no solution has yet devel oped that can work at each
and every layer of architectural model. In Table | strengths
and limitations of purposed solutions has been given.
Research gaps can help researchers to find topics in this
domain.

Table- I: Findings

Authors Strength Limitations Research Gaps References
[12]
H. A. Khattal et al. Focused for Based on just RFID | Inthelayered architecture, other layers can also be
. (2019) perception layer | and sensor networks vulnerable to threats also.
Security
and
Privacy Survey on [13]
1 E Klobaset a adoption of Solution for Implementable solutions are needed for security.
T (2019) ’ smart home challengeis not
based on suggested
security
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V. CONCLUSION

Security and Privacy is main concern of a human as far a
home is concerned. Many security features has been
introduced, but still it is a major chalenge. So we need a
solution which can incorporate every threat possible at each
layer of architecture. Thispaper can help in finding new ways

for security.
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