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Abstract: Cloud computing is undergoing a perpetual 

advancement and new developments through distributed 
computing approaches and implementation of advanced 
virtualization technologies within the framework of recent 
powerful computing and web management systems. As Cloud 
computing evolves, the organizations can manage their data with 
small operational expenses. With the use of web services, cloud 
computing allows access to ubiquitous data storage and utilization 
of resources. On the other hand, the benefits of cloud computing 
come along with issues and challenges such as data security, 
reliability and availability of the resources in the cloud. In this 
paper, we present the design of a secure Resource Management 
System to monitor and control the geographically distributed 
resources in various segments under the enterprise scenario. 
 

Keywords: Network Storage, Resource management, Data 
Storage, Cloud service provider. 

I. INTRODUCTION 

Research on the Secure Resource Management System 

primarily focuses on the deployment models like 
Infrastructure as a Service (IaaS), Platform as a Service 
(PaaS) and Software as a Service (SaaS). In IaaS paradigm, 
providers offer the cloud infrastructure, physical processing, 
storage networking and the hosting environment for the IaaS 
consumers so that users can install and monitors the services 
for the IT infrastructure operations. The PaaS provider 
provisions and manages cloud infrastructure and middleware 
for the platform consumers so that the user can develop, test, 
deploy and manage their applications hosted in a cloud 
system. The SaaS provider installs, operates and maintains 
the applications hosted in the cloud. The SaaS users can use 
the application for business process operations.  In the early 
days Hwa-Chun Lin [1] proposed a Web-based distributed 
network management architecture in which the HTTP 
protocol is used for console server and server-server 
communications such that network management server 
requires minimum system resources such as computation 
power, memory, disk space, etc. It is of particular importance 
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when a network management server is to be embedded. 
Louay Karadsheh [2] checks the risks came across by 
implementing Infrastructure-as-a-Service (IaaS) model and 
talked about the job of security policies, Service Level 
Agreement (SLA) and compliance for enhancing the security 
of the IaaS Service. Also, this paper discusses the 
possibilities of applying various types of security policies for 
enhancing the security level of IaaS to satisfactory, but they 
do not offer a Security Policy. Vaquero et al. [3] examine the 
security risks that multi-tenancy tempts the 
Infrastructure-as-a-Service clouds and present the mainly 
significant threats and significant state of the art of results. 
Also, in the same paper they continue analyzing the open 
security issues and challenges that should be addressed. 
Subashini and Kavitha [4] describe the common security 
issues posed by the Cloud Service Delivery Models and the 
security threats posed by the IaaS Delivery Model, but they 
do not provide a comprehensive analysis of the specific 
threats to be addressed by Cloud Providers. 

II.  VIRTUALIZATION 

 
 

Fig. 1: VM multiplexing, suspension, provision, and 
migration in a distributed computing environment [5]. 

   The VMs can be multiplexed, between hardware 
machines, a VM can be suspended and stored in stable 
storage, a suspended VM can be resumed or provisioned to a  
new hardware platform, and Virtual Machines can be 
migrated, from one hardware platform to another.  
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These VM operations allow a VM to be provisioned to any 
available hardware platform. Also, the VM approach will 
extensively enhance the utilization of server resources. 
Multiple server functions can be consolidated on the same 
hardware to achieve higher system efficiency which 
eliminates server sprawl via deployment of systems as VMs, 
which enable transparency to the shared device.  
 Virtualization can be implemented, at various levels of 
System architecture [6]. Network Virtualization entails 
virtual IP management and segmentation. Memory 
Virtualization requires the aggregation of memory resources 
into a pool of single memory and managing the memory on 
behalf of the multiple applications using it. Storage 
Virtualization provides a layer of abstraction for the physical 
storage of data at the device level called as block 
virtualization or at the file level referred to as file 
virtualization. Block virtualization includes technologies 
such as storage area network (SAN) and network-attached 
storage (NAS) that can efficiently manage storage in a central 
location for multiple applications across the network rather 
than requiring the applications to manage their storage on a 
physically attached device. Processor Virtualization enables 
a processor to be shared across multiple application 
instances.   Storage virtualization was widely used to 
describe the aggregation and to repartition of disks at very 
coarse time scales for use by physical machines. In a virtual 
environment, virtual storage includes the storage managed by 
VMMs and resident operating system. Meyer D, et al. [7] 
proposed Parallax which is scalable and especially suitable 
for use in cluster-based environments. To handle storage 
management easily, a cluster-wide administrative domain 
which manages the entire storage appliance VMs that 
connects the physical hardware device for block and network 
access. The storage appliance VM allowed functionality that 
is currently implemented in data-center hardware to be 
pushed out and applied on individual hosts. This system 
enabled advanced storage features such as snapshot facilities 
to be implemented in software and delivered above 
commodity network storage targets. Parallax uses Xen’s 

block tap driver to handle block requests, and it is applied as a 
tapdisk library. This library acts as a single block 
virtualization service for all client VMs on the same physical 
host. Parallax is a set of per-host storage appliances that share 
access to a common block device and presents virtual disks to 
client VM.      

III. CLOUD STORAGE 

Data storage is the holding of data in an electromagnetic form 
for access by a computer processor. Hierarchical storage 
management (HSM) is a data storage technique, which 
automatically moves data between high-cost and low-cost 
storage media. HSM systems exist because of high-speed 
storage devices, such as hard disk drive arrays, are more 
expensive (per byte stored) than slower devices, such as 
optical discs and magnetic tape drives. While it would be 
ideal to have all data available on high-speed devices all the 
time, this is expensive for many organizations. Instead, HSM 
systems store the bulk of the enterprise's data on slower 
devices and then copy data to faster disk drives when needed. 
In effect, HSM turns the fast disk drives into caches for the 
slower mass storage devices. The HSM system monitors the 
way data is used and makes best guesses as to which data can 

be, safely moved to slower devices and which data should 
stay on the active devices [8]. 

The advantages of HSM technology include [9]: 

 A large amount of data can be stored in a relatively 
small storage space. 

 Reduced data storage costs. 

 Simplified data retrieval from lower level devices. 

 Transparency 
   Storage security deals with any security around the storage 
architecture and the data stored on it. Regarding data we need 
to think about how the data is created, where it has been 
stored, and the value assigned to the data and most important 
the security of the data. We can use Storage Area Network 
(SAN) or Network Attached Storage (NAS) or any other 
product to store the data wherein the security needs of a type 
of data must reflect the value of that data. Therefore, data 
storage security is a challenging part of any organization. We 
need to think about the confidentiality, integrity and 
availability of data.   Regarding technical solutions, 
enterprise organizations have to decide whether data needs to 
be encrypted or not. Typically, data should be encrypted 
when it is at rest and in motion. Therefore we need to think 
about encryption key management, access control visibility 
for the user for accessing the data at any given stage, 
duplication of data, disaster recovery. Enterprise should 
ensure that the data should be available at any time wherein 
the stored data does not impose on security if you need to 
access the data at short notice.   Cloud storage means 
storing data online so that we can access it from any 
computing device without actually carrying the data servers 
with us. Cloud storage can be classified, into four types: 
Mobile Cloud Storage: This is a type of cloud storage that we 
use in our daily life. We use Android and i-phone these days, 
for our safety we have already synced our phones online so 
that even if our phone is lost, we can backup it on the new 
device anytime as per our convenience. Public Cloud 
Storage: In this type, the user uses a publicly available cloud 
wherein the user can avail the services by either rented or 
subscribed for a period of time. The user can access the data 
from anywhere by using the login credentials. 
Private Cloud Storage: In private cloud storage the company 
sets up the data center and the cloud storage services, in the 
user’s allocated space. The primary motive behind having 

privately available cloud storage is the necessity of a secure 
platform and private access to the data. 
Hybrid Cloud Storage: In this case, the data is available  
publicly, but some parts of the data are private and hence are 
restricted to some users only. Therefore, this is an on and off 
model where it can be switched from public to private or 
private to the public anytime as per user's convenience [10]. 
Advantages of Cloud Storage  

 Data can be accessible from anywhere from any 
computing devices. 

 Increased work efficiency. 

 Reduces cost of operations. 

 Remote data backups as per user convenience. 

 Reduces the costs to set up the disaster recovery 
and backup units. 
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Disadvantages of Cloud Storage 
 Increased usage of bandwidth to access the data 

that increases the costs of operations a bit. 

 Internet connection is not having a high speed; 
you might not be able to access the data [10]. 

 
Table- I: various types of operating systems. 

 
  Cloud Computing enables Internet-based computing 
wherein you can run the virtual application within a browser 
from any location at any time. Table I shows the different 
types of operating systems.  Cloud computing enable 
Internet-based computing that has the perspective to facilitate 
enterprises improved use IT resources to enhance flexibility 
and performance. The user can run virtual applications and 
can compute the data within a browser from anywhere. This 
cloud-based approach helps the enterprises to access the 
computing resource at any time. The operating system has to 
be designed to develop the cloud platform in such a way that 
the end user gets benefited by balanced workloads that can 
scale in a safe manner.  VMs add complexity to the storage 
environment. Virtualization revolves around multiple virtual 
machines (VMs) sharing physical resources. Virtualization 
file systems, such as VMware's VMFS, let several physical 
servers simultaneously read and write to the same LUNs. It is 
enabled by a unique locking mechanism that ensures that 
multiple hosts have exclusive access to each of their VMs on 
a shared LUN. Adding to the complexity of the environment 
are high availability and workload load balancing across 
virtualization clusters. Besides, VMware's vMotion and 
Storage vMotion can move running VMs across hosts and 
storage devices, respectively. The features that allow for the 
movement of VMs can also cause problems for storage and 
virtualization managers, because of the dynamic nature of the 
relationships among VMs, their physical hosts and the 
storage device in which their virtual disk resides. These 
relationships have the greatest impact on troubleshooting and 
performance monitoring. Neither the storage administrator 
nor the virtualization administrator can see what occurs at the 
virtualization layer and the storage layer, respectively; as a 
result, neither the administrator can see the overarching 
picture [11]. An accurate task scheduling mechanism is 
necessary to minimize execution time and to improve the 
efficiency in cloud computing. Tasks can be scheduled by 
specifying a particular resource from all the available 
resources in order that run the efficiency of the computing 
environment enlarges [12]. A modeling and performance 

evaluation of hierarchical job scheduling is described in [13], 
and in a web service-oriented grid authors [14] offered a 
novel stochastic algorithm for QoS-constrained workflows 
job scheduling. 

IV. SECURE RESOURCE MANAGEMENT SYSTEM 

 
 

Fig. 2: Secure Resource Management System 
(SRMS). 

A. System Model 
 

  The model for Secure Resource Management System 
(SRMS) is shown in Fig. 2. Consider there are n companies 
under the same organization. Each company has a Cloud  
Operating System (COS) and data centers wherein it is 
connected to its enterprise sub unit management center 
(ESMC). The jobs are categorized into two: local jobs and 
global jobs. The local jobs will be carried out in the 
enterprise sub unit management centre itself. The global 
jobs will be performed, by sharing the resources globally. A 
secured centralized job when it is getting distributed it will 
go to unsecured level. This is because, there is no de-facto 
agreement or quantifiable security level at all companies 
getting connected with the main system for combined 
operations. Some jobs can be accessible to the public also. 
So we need to think about the security measurements taken 
in this distributed environment. In enterprise cloud 
computing jobs can be randomly generated, demand-driven 
configuration. There is a finite set of mutually excluding 
unique and independent features that implements cloud 
management system effectively with maximum efficiency.  
They include: 

a) On demand scalability of the cloud maintaining 
management consistency. 

b) Tracking analytics of performance on a real time 
mode for deeper visibility. 

c) Validating the compliance adherence and creating 
reports. 
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d) Cloud management system must quantitatively and 
qualitatively access the performance in parameters 
like bandwidth, data domain, bottlenecks etc. 

e) Cloud management system must have capability 
and compatibility to interact and expand across 
clouds. 

 The security concern is pertinent interconnected towards 
the network, storage and the resources which are 
geographically distributed, across various companies under 
the same organization. You have to define the policies for its 
access, data transport over network, etc. SRMS provides 
uniform access to the resources and monitor and controls the 
resources which are located geographically. The virtual 
machine has more power in handling storage. VM map of 
storage can be classified into: physically migrate and 
logically coupled. In logically coupled VM map of storage, 
segments can be coupled. i.e., segment one and segment two 
will be coupled. We can add more power to the VMs for 
handling user request for expansion of storage. SRMS is an 
interconnection of Cloud Operating Systems thereby 
provides high availability for the resources. It enforce active 
and dynamic resource mapping across multiple cloud 
operating system and enterprise sub unit management 
centers.  

B. Protocols of security for resource attachment and 
detachment in SRMS 

1. Security Management 
       In order to access the resources which are 
geographically located, the user needs to be authenticated. 
Fig. 3 shows the user authentication for the secure resource 
management system. To access the Secure Resource 
Management System, the user from one company has to send 
the security credential information like User ID, Company 
logo, digital signature and an email id to SRMS. SRMS 
accepts these security credentials and generates a token 
which is send to the user. Now the user can login to SRMS by 
using the token and can access for the resource which is not 
there in their company. This token is vital for allocating the 
target resources for the user from elsewhere in the enterprise. 
SRMS verifies the token and the requested resource will be 
given to the company if it is available. Thereby SRMS 
prevents unauthorized access of the resources in an enterprise 
system. 
 

 
Fig. 3: User Authentication for SRMS 

   Resource Cluster consists of various resources like 
virtual machine, communication channel, memory etc. We 
need to analyze the security of service while allocating and 

reallocating the resources in the cloud operating system. A 
fixed path can be provided through the security driven 
software. Operational consistency needs to be maintained 
while allocating the resources from geographically 
distributed resources.  SRMS is responsible to examine the 
dynamic pool of resources in various companies which are 
geographically apart. User can submit the local computing 
jobs directly to the ESMC. Local jobs can be processed in the 
ESMC and the global jobs are processed globally through 
SRMS. Consequently any enterprise sub unit management 
centre consists of local jobs and the global jobs from other 
company where there is a lack of resources needed to execute 
the job. SRMS takes the decision to allocate the jobs to 
different companies. Each company has a Cloud Operating 
System which contains the information about the resources 
like available memory, CPU speed, virtual machine etc.  
 Given a set C of companies and a set S of sub unit offices 
where in each enterprise sub unit management centre has 
local and global jobs. Local jobs will be taken care by the 
ESMC itself. Global job needs the resources which can be 
used from different companies under the same geographic 
area. Thereby the resources can be shared as per customer  
demand from the company so as to minimize cost. All 
customer demand di must be satisfied, and each resource has 
a demand capacity limit L. Let yj=1 represent choosing 
company C to use a resource j and 0 otherwise. Also let tij=1 
represent the task of user i to resource j, and 0 otherwise. This 
model can be formulated as the following integer linear 
program for global jobs as: 
 

                            
    

        

        

       

 
                      Subject to    
    
                                                                                             
 

                                                                                      
   
                                                                                                
                   
                                              
 
                                       
 
  The objective function (1) describes the total cost is the 
sum of the usage of resources Rij between resource j from 
company C and its assigned user i from enterprise sub unit 
management centre S plus a fixed charge fj for assigning a 
resource j to the subunit office from company C.  The 
equation (2) ensures that each user is assigned to access a 
resource from any one company under same geo-graphic area 
based on availability of resources at any time. (3), ensures a 
user to execute a task if company C has the required resource. 
And (4) depicts the capacity limit at each company. 
  The resources can be processor, memory and 
communication channel. Then 
fixed charge for a particular 
resource is calculated by the 
unit price of the resources: 
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fj = UPR1*NR1+UMR1*MR1+UCR1*NCR1                              (5) 

                                           

  

    

                                                     
 
  If the tasks can be done locally, then there will be no cost 
for accessing the resource.    The m resources are mapped 
under the rules and regulations of resource sharing. But 
maintaining security between resource clusters and the cloud 
operating system as well as intra COS is studied in this paper. 
Resource cluster will have challenge response protocol 
wherein a security key (Sk) is maintained for the resources in 
each company. SRMS has the information about Sk and the 
availability of the resources. To avoid communication 
overhead, the location information of every ESMC and COS 
will be stored in SRMS. Upon receiving the request for the 
resource from one company under the same geographic area, 
SRMS allocates the available resources to the trusted COS 
and the state of the resource is recorded. Thereby the process 
can be executed without any delay. It is a tightly coupled 
security between resource cluster and COS. Resources are 
switchable under the command and control by the operator. 
The status of the resources is updated dynamically in SRMS 
which allows the user to make use of the resources which is 
not available in their company. Instead of putting capital 
expenses, the resources can be shared under the same 
geographic area.  

Table- II:  Resource Table 
RT 

C S R A 
 
 
 
C1 

 
 
 
Sk1 

R1 1 

R2 0 
. . 
. . 
Rn 1 

 
 
C2 

 
 
 
Sk2 

R1 1 

R2 1 
. . 
Rn 1 

. . . . 

. . . . 

. . . . 

. . . . 

. . . . 
 
 
Cm 

 
 
Skk 

R1 1 
R2 1 
. . 
Rn 1 

Here we use Resource Table (RT) to perform dynamic update 
operations for the resources.  
RT consists of four main components: 
(i) Company index (C) 
(ii) Resource index (R) 
(iii) Security Key (S) 
(iv) Availability (A) 

Status Table (ST) consists of user id (U), company id of the 
user (C), task (T), Allocation Index (Ai) and the availability 
(A). Status Table records the information about the user who 

is accessing the resource for executing the task. 
 Availability (A) indicates the availability of the resources 
by the value 0 and 1. If a user from one company is accessing 
a resource at a particular point of time Ai value changes from 
1 to 0. That shows the resource is not available. When that 
user releases the resource, A value change back to the 
original state and the RT will be updated dynamically. 

   
                   
             

  

 
Table- III: Status table 

ST 

U C T Ai A 
u1 C2 t1 C1R2S1 1 

  A Security Key (Sk) is provided for accessing the resource 
for each company and will be recorded in the status table. 
Only the authenticated user who has already registered to 
SRMS can only access the resources from the companies 
under the same geo-graphic area. Fig. 4 shows a security 
driven model for the cloud operating system and the resource 
cluster. The resources can be accessed based on the level of 
the security. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 4: Security driven model for COS and Resource 
Cluster. 

  A security policy addresses several different users with 
diverse expectations. Each group users, owners, and 
beneficiaries uses the security policy in a different way. 
Therefore, the security driven software can be modeled for 3 
levels of security like common level security, medium level 
security and superior level security. A normal user can access 
the notifications which are made public by common level 
security. A department level user is identified as a company 
employee by user authentication and can access the data and 
resources in a medium level security.  For superior level 
security user authentication will be done using the token as a 
security key and each company is maintaining the same 
security key to share the resources to authenticated users. If a 
user wants to access the shared resource he has to login using 
the token and can access the resource.  
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Data centers hold the greater part of valuable data and 
information. Even data centers contain sensitive data which is 
the main aim of attackers and which need high level of 
security.    
2. Resource Management 

  
 
 
 Let us assume there are 4 companies C1, C2, C3, C4 and 
each company is having 4 resources. Thus we get C x R 
matrix. Cm x Rn. ie, R1, R2,.. Rn is attached to C1. These 
resources are mapped into Secure Resource Management 
System.               
            
                                        
                                                               
 

                                              
 

                                              
 

                                               
  
  SRMS maintains a Resource Table and a Status Table in 
order to know the state of the resources of each company 
wherein we use Hungarian method [15] to find out the cost of 
assigning the resources based on availability to perform the 
task. By using this method we can find an optimal assignment 
to perform efficient load balancing based on the dynamic user 
requests. Let us assume that we have n available resources 
from various company and n global jobs. Then we get an n x 
n cost matrix. Analytical Model: Let ci,j be the cost of 
assigning the ith resource to the jth job. We define the cost 
matrix to be the n×n matrix 
 

  
             
             
    

  

                                      .           . . .          . 
                      

   
The Hungarian method is an algorithm which finds an 
optimal assignment for a given cost matrix.  Let us consider 
that we have 4 available resources from various company and 
4 global jobs need to be executed. Then we get a 4 x 4 cost 
matrix. The cost of assigning a resource to a particular job is 
shown in the matrix below. 

R/J J1 J2 J3 J4 

R1 120 40 65 82 

R2 25 65 33 41 

R3 13 28 86 75 

R4 93 56 33 18 

Cost matrix= 
Follow the steps to minimize the total cost. 

1.  Subtract row minima: subtract smallest cost from 
each row. 

R/J J1 J2 J3 J4 
R1 80 0 25 42 
R2 0 40 8 16 
R3 0 15 73 62 

R4 75 38 15 0 

2. Subtract column minima: subtract smallest cost 
from each column 

R/J J1 J2 J3 J4 
R1 80 0 17 42 
R2 0 40 0 16 
R3 0 15 65 62 
R4 75 38 7 0 

3. Cover all zeros with a minimum number of lines. 

R/J J1 J2 J3 J4 

R1 80 0 17 42 

R2 0 40 0 16 

R3 0 15 65 62 

R4 75 38 7 0 

 
4. The optimal assignment 

R/J J1 J2 J3 J4 
R1 80 0 17 42 
R2 0 40 0 16 
R3 0 15 65 62 
R4 75 38 7 0 

5. Zeros corresponds to the following optimal 
assignment in the original cost matrix 

R/J J1 J2 J3 J4 
R1 120 40 65 82 
R2 25 65 33 41 
R3 13 28 86 75 
R4 93 56 33 18 

  The resources are assigned to execute the global jobs by 
minimizing the cost.  

 

Fig. 5: Resource allocation by using random selection and 
Hungarian method. 

 R1, R2, R3, R4 are the resources. The allocations of 
resources by using random selection are R1  J1, R2  J2, 
R3  J3, R4  J4 
The total cost of this optimal 
assignment is 120 + 65 + 86 + 
18 = 289.  
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The allocations of resources by using Hungarian algorithm 
are as follows: 
R1  J2, R2  J3, R3  J1, R4  J4 
The total cost of this optimal assignment is 40 + 33 + 13 + 18 
= 104.  

 

Fig. 6: Total cost of resource allocation by using random 
selection and Hungarian method. 

   Once the job gets executed the resources are released and 
the RT and ST get updated. 
3. Logical Management 
     Free one to one mapping can be made by using C x R 
matrix and the jobs will not cut across the cos. Any C element 
can be mapped with any R element. Sustainability factor is 
not a constant under any mode of expansion of cloud sub 
domains. But it is a dynamically varying factor based on the 
level of coherence existing in the subsystems of resultant 
cloud.  In any company the Resource (R) and Security (S) 
will have index values differing in enterprise sub unit 
management centers. If different companies are there under 
the same organization, which are distributed geographically, 
then we need to provide uniform access to the resources. 
Each company is having its cloud operating system intended 
to operate within virtualization environments. Each cloud 
operating system manages one or more virtual machines, 
virtual servers, and the resources within the virtualized 
environment. Each company has subunit offices to perform 
tasks locally or globally. We propose a Secure Resource 
Management System which has the full control over the 
resources in various cloud companies thereby provides better 
availability. Even though all the cloud companies are 
geographically distributed, it works as if they were located in 
a single cloud. Global jobs which are initiated by the user can 
be done by distributing the workloads across multiple 
computing resources under same organization which are 
distributed geographically. It improves resource utilization, 
maximize throughput and minimize the response time.   

V. CONCLUSION 

  The advances in cloud paradigm are changing in the IT 
industry and provide many advantages to the organizations. 
Despite these progresses, the cloud is still vulnerable to many 
security challenges. In this paper, we proposed a robust 
methodology for managing the resources as well as user 
demand for processing. Secure Resource Management 
System (SRMS) provides effective methods to allocate cloud 

resources to various jobs emanating from different users 
under the SRMS. Mapping of the resources and a scheme for 
calculating the cost of assigning the resources is also 
presented. Global jobs are executed by assigning the 
resources from various companies. We use Hungarian 
method and random selection method for the allocation of the 
resources wherein Hungarian method shows minimum cost 
for the execution of the jobs. 
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