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Abstract: I n Wirelesscommunication, Mobile Ad hoc Networks
is a self organized structure-less network. MANET can be
established easily in any kind of environment. At the same time
vulnerable nodes are affected by various kinds of attacks due to
changes in topology of the network. Dynamic routing protocols
provide a multipath route between movable farthest nodes. In
spite of that, malicious nodes in the network perform against the
routing protocols. In the previous work of NNT to reduce packet
dropping attacks in the node and improve node performance by
Neighbor Node Trusted (NNT) concept, malicious and selfish
nodes are identified by the time interval between the nodes. The
Cluster supported trusting routing protocol(CSTRP) divides the
networks into a number of clusters and in turn one of the nodes
acts as Cluster-Head(CH) and CH controls the routing activity in
the cluster. The CH deliberately monitors node trustworthiness
and protects from malicious node and improves reliable security.
This paper, proposing swarm intelligent method to select a trust
path from different routes between source to destination, is called
Trust path Ant Colony optimization (TpACo) algorithm, which
serves as the best route and controls the Packet dropping attack
and collusion in the network. The results of NS-2 simulator
scrutinize the performance of TpACo in various situations. As
such the Packet delivery Ratio increased 9.3% than NNT and
CSTRP Algorithm. Besides End-to-End delay performance
increases to 16%for NNT and 23% for CSTRP and Throughput
increased 14.2 % then NNT and CSTRP.

Keywords : Mobile Ad-hoc Network, AODV, Packet drop &
Collusion Attack, Ant Colony Optimization(ACO), NNT and
CSTRP.

. INTRODUCTION

The Networks are of two types: wire network and wireless
Network. At present, most of us prefer wireless networks
because they are user-friendly when compared with wire
networks such as secure and fast to upload or download the
data. The wireless device in the network can move randomly
around and within the area such as laptop, handheld devices,
etc., are major advantage of wireless network. In modern
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technology, wirdless network is also classified as
infrastructure network and infrastructure-less networks.
Infrastructure network has a control unit, which controls
every node within the network. Whereas infrastructure-less
self-configuring network does not have any control units.
Each and every node linking dynamically in the network is
termed as Mobile Ad-hoc network (MANET). As MANET
has autonomous topology, each and every node is free to
move in any direction within the network area and links are
dynamically changing between the nodes. Hence, it is
considered to have end-to-end connection, self-forming and
self healing technology.

The routing protocol creates a route path from sender to
receiver through a number of adjacent nodes within the
network. Hence Routing protocol form route and effectively
deliver the packet to the destination.ln MANET, routing
protocols are classified into two types: they are Reactive and
Proactive (table driven) protocols. In Proactive protocols,
every node maintains neighboring node detail in table form
and repeatedly updates the changes of neighboring node
movement. The Reactive Routing protocol is an on demand
routing protocol, and whenever it isrequired it can be used. It
moves to any context to connect with the destination. The
Route is created by flooding the route REQ and REP
controlling message within the network.

Compared with proactive routing protocol, reactive routing
protocol overhead is less on the network. Various types of
Reactive protocols are AODV (Ad hoc On-demand Distance
Vector), DSR(Dynamic Source Routing),
TORA(Transmission-aware Opportunistic Ad hoc Routing
Protocal, etc. All the nodes in the networks are providing the
best path between source and destination with trust. Whereas
in real case, one of the nodes act as malicious. A Malicious
node affecting routing performances of the network is known
as an [4] attack. Attacks take place due to lack of
centralization and dynamic topology of the nodes. They are
classified as passive and active attacks, Passive attack does
not disrupt the network operation and simply monitors
network performance and identification of passive attacks in
the network is complicated. Active attacks affect operation of
the network such as packet drop by adjacent malicious node,
by modifying the packet details and injecting malicious node
to confuse the destination position and so on. Collusion attack
is more than one number of malicious nodes in the network
combined to distract the performances of the network.
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The Neighbor Node Trusted (NNT) Notion [5] algorithmis
similar to AODV route finding process by providing
additional security to the network. NNT identified two
various attacks of selfish and malicious node in the networks.

In this context, a node trusting concept depends on the
Packet Forwarding Ratio (PFR). The Cluster Supported Trust
Routing Protocol (CSTRP) [6], applied clustering techniques
ensures Trust against malicious by two various conditions of
Internal and External Trusted conditions.

The Mobile Ad-hoc Network path creation, maintaining
the path and security issues is very challenging in high
mobility nodes. Trust path selection in the mobile network is
implemented in various methods. In this paper, Trust concept
deals with the swarm intelligent behavior of Ant Colony
Optimization.

In Swarm intelligence method [16], nodes don’t have a
Centralized control. Nodes created local agent between them
and interacted each other with simple rules. Swarm
Intelligence provides an optimal path between source to
destination with low cast, flexibility and reliable link. Swarm
intelligence is a biological system, like ant colony, Bee
colony, Particle swarm optimization, etc. In wireless
communication[17], ant colony optimization method is
suitable for decentralized small area network. The ACO
optimized best path in stochastic diffusion, nodes and reduced
routing overhead.

In ACO, the different ants are starting to search for food
from ant-hillsin different directions. Moving ant is depositing
the pheromone on the way up to destination. This deposition
in the trail path is useful for ants in the future. When the
moving ants are following the path, a pheromone deposit of
this travel path is increased by ants along the path. This
pheromone is a devious accumul ation, exchange between the
respective ants. Pheromone deposition of the shortest path
ants movement is higher than longest path. The longest path
pheromone content evaporates due to distance and delay. So,
future ants are al so attracted by shortest path pheromone from
the ant-hill to food for quick establishment. These basic
concepts of ACO can be used to recognize the Trust node in
Mobile ad-hoc network to reduce the packet dropping by
attack and collusion with the help of trusted nodes.

TpACo provides the security in the reactive routing
protocol by trust path selection using Ant Colony
optimization. Trust path is addressed by the following
conditions.

o Path discovery process provides various direction routes
to source and destination by the ant’s agent.

o Probability of best path selection is provided by time
delays and pheromone deviation in the path. Time delay
changes with respect to distance and pheromone deviation is
inversely varied with respect to time.

e Trust path is maintained by the probability of path and
less hop count from source to destination and percentage
deviation of the battery.

o After selection of best path, the Probability for less hop
count is reduced effect from the attack and collusion in the
network and utilizing the less amount of energy.
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o |esshattery deviationisableto survive for long duration
and prevented from selfish attack. So less battery deviation of
the nodes is preferred in the path.

The Rest of the Paper is prearranged as detailed here.
Section |1 focuses on the Literature Review. Section |11 Deals
with proposed Ant Colony Algorithm. Section IV Contains
the simulation results with analysis and finally, Section V
Concludes the dissertation work.

Il. LITERATURE REVIEW

The security issues play a vital role in MANET-AODV
routing protocols. The route is protected by various
techniques, whereas route protection is concentrated with the
biological swarm intelligent method. Trust path Ant Colony
optimization (TpACo) having some inspiration for
developing secure routing algorithm is based on chemical
substance of ant and used to design steady routing in Reactive
protocol of Ad hoc on-demand distance vector and dynamic
source routing protocol.

Saleem, K. Fisha [2], proposed BIOSARP as relevant to
ACO supported routing protocol. This method uses only two
concepts of search and data ANT to control the traffic
overhead in the network. A search ANT has discovered the
path with pheromone density and a Data ANT takes out the
data packets from source to destination for viewing different
hop. BIOSARP performance reduces retort and inference of
theroute. Preethi and Sumathi [3], Proposed ODVA
agorithm which avoids the packet drop in the network with
the help of neighbor node table update. Before sending the
packet, Hello control message flood surrounds the areawithin
the network and updates the neighbors detail — to -neighbors
adjacent node. The result is not satisfactory to control
void/hole (various attacks) in the network by increasing the
nodes within the network or by adding more hop between
senders and receivers.

Kashif Saleem, Abdelouahid Derhab [1], the authors
proposed Analyzing Ant colony optimization based routing
protocol against the holes problem of enhancing user
connectivity experience. ACO based routing protocol is used
against holes. Holes affect the user connectivity in the
wireless sensor network. This result in better battery life to
each node reduces the delivery ratio and increases the delay.

Sharvani. G. S, et. al [7]., propose Swarm Intelligent
Systems for MANET for repairing the failure route using
Lagrange’s Interpolation formula. In failed node, swarm
intelligence method is used to repair the fault itself and
discover new paths to the destination. In practical cases, local
repair in failure node is impossible for al conditions. The
author uses new path finding from failure node. However, the
result produces less overhead.  Surrender. S, Prakash. S[8],
the authors propose to improve the Quality of Servicein Fault
Tolerant routing with Ant colony optimization. Generally
mi sbehaving nodes affectthe route discovery and maintenance
condition. The best path is preferred by pheromone
deposition on the link. In such a case, the result is better than
the other existing systems. Thenode throughput dlightly
reduces as the condition of large and malicious are added to
the network.
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NishithaTaraka, AmarnathEmani, [9], propose Routing in
Ad Hoc networks using Ant Colony Optimization condition.
When the results are compared with AODV and DSR,
AntHoc Net produces better data rates at large mobile
networks. AntHoc Net is not possible to maintain possible
path to all destinations from sources. Bult it is creating a route
path on demand. Suparna Biswas, Priyanka Deay and
Sarmistha Neogy[10], the authors propose Trusted check
pointing Based on Ant Colony Optimization in MANET.
Trust moduleisevaluated by Ant Colony methodsin each and
every node in the cluster network. Trust condition is based
only on node configuration and various attacks on the node,
otherwise cryptography Technique is not considered. Trust
value calculations are done with preference value. So in the
real case minute rate of packet loss occurs dueto interference
of malicious node which is unavoidable in the network.

Y.Li, P. Yung, Z. Jianpeng [11], propose Trust Cluster
Head Election agorithm based on Ant Colony Systems.
Cluster head trusted by energy level and energy consumption
of the node doesnot consider other constrains. When the
security level is poor, theroute easily failsin the network.

C. V. Anchugam, K. Thangadurai [13], the authors
proposed the ACO concept in Mobile Adhoc network and
identifies black hole attack. Thisattack misguides the node
and drops the packet in the network. This attack is controlled
by the ACO optimization method to improve the PDF,
throughput and time delay performance, by providing security
for blackhole attack. Harris.S, Abdelhafid, Riri.F[14],
proposes Performance analysis of optimized Trust AODV
using an ant agorithm, In AODV, routing protocol is
vulnerable by various attacks. Theauthors proposed ant
algorithm and put a positive pheromone when the node is
trusted. Trust evaluated by trust gobal and trust local method
does not have a significant effect on the performance of the
end to end delay. Devargjan JinilErsis, T.Paul Robert[15],
authors review ad-hoc on-demand distance vector protocol
and its swarm intelligent variants for Mobile Ad-hoc
Network. The Route designs are based on efficiency,
reliability and scalability of the MANET. The QoSis
considered by delay, cost and hop distance of the network.
The Swarm intelligent method is used to identify the shortest
path in AODV protocol. In this Routing protocol time delay,
packet delivery ratio and throughput are affected by various
interferences in the network while route is existing. Swarm
intelligent algorithms originate to solvethe route optimization
problemin MANET. Inthe previouswork, Stay Away From
Packet Dropping Attack in MANET using Neighbor Node
Trusted Notion Technique is proposed to control the packet
dropping and selfish node in the network and prearranged
security to AODV routing protocol[5]. This method detected
the selfish node subsequently isolated from the network and
identified the malicious node with the help of the neighbor
node Trusted notion is then protected from packet drop and
allotted neighbor nodes by malicious warning. However,
packets are simply forwarded through the trusted node. I1n the
second paper, the security of the network was improved by
Attacks Reduction in MANET with Cluster Supported,
Trusted Routing Protocol [6] Mechanism, Trust node
concepts were implemented with the help of cluster group
within the network. Asaresult, overall Packet delivery Ratio,
Throughput and End-to End delay results are getting better
than AODV and DSR. Once again we improve the trusted
node concept in AODV with Ant Colony Optimization
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Algorithm. Already ACO has been proposed in MANET for
various kinds of application. Whereas security based route
protection and trusted notion implementation work islessin
this area of research.

The Trust path Ant Colony optimization (TpACo) is a
metaheuristic approach. The behavior isrelated to real ants
and TpACo which provides the safest route for source to
destination. The ant found the shortest path from ant-hill to
food with the help of Chemical spray (pheromone) spread by
ants aong the path. It is used to find a path to the following
antsin this path to reach the food. Actually ants are starting to
move from the ant-hill in different directions. Whereas the
food identified by ants on the shortest path earlier is compared
with ants on the longest path. After collecting the food, ants
started to move in the same path in backward direction. The
path is identified by pheromone on the way. However the
pheromone density is high in the shortest path compared to
the longest path. The Pheromone deposition density of the
path is based on a time interval. If the time elongates then
pheromone density will evaporate on the path due to
sublimation process. In due course the route is hidden in
longest path and other antswill move in the shortest path from
the ant-hill to food. These ACO concepts are used in various
swarm intelligent optimization problems. TpACo method is
an indirect technique to trace the correct path from sender to
receiver. The ants are acting as control packets. They are
collecting possible sample route in the network. Ants collect
substance almost entire route to the direction and use this for
corroborative to movement to the end. Ants deposit
pheromone on the path which is useful for future ant moving
inthesamepath. In Trust path Ant Colony Optimization
(TpACo) agorithm, trust node from the sender to destination
implemented with ant colony algorithm, consists of three
various stages, namely (1) Discovered possible path (2) Path
selection and updating and (3) Trust path selection. In
NNTI[5] Algorithm, trust value of hop node is calculated by
receiving control packet value of hop node with a control
packet value of that same hop in the neighbor node register.
In CSTRP[6], Trust value calculated by comparative result of
Threshold value for Packet delivery ratio(PDR) of each and
every Cluster Head(CH) within the network cluster group. In
this paper, The Trust value is evaluated by selecting possible
path between source and destination, Number of Hop count
and Battery deviation of the nodes in Percentage.

A. Discovered Possible Path

Initially sources don't have any route to destination, source
requested message is started by ant’s agent and spread to all
neighboring nodes within the network. When Forward ANT
reaches the neighbor node, which is not a destination, then
Forward ANT moves to the next hop with updated detail of
adjacent node, Otherwise Forward ants requests are destroyed
by Destination and Backward ANT replay is given to the
sources. At this moment, ant pheromone density is deposited
on the paths. If pheromone valueisless than that of threshold
valuesthen thispathisnot suitablefor datatransmission and it
can be cancelled. Path connectivity is considered by the
density of pheromone between
source to destination and each
adjacent node.

TRUST PATH ANT COLONY OPTIMIZATION
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If Ants reached the destination, then retrace the path to
sources and updated the pheromone level in every adjacent
node within the network. If the retraced path hasn't reached
the sources at correct time due to long distance, link breakage
or malicious node, after some time interval pheromone
density is set to zero and updated details are with node
register.

B. Path sdlection and Route update

The path selected from sender (x) to receiver(y) is based
upon pheromone density on the route and Probability of time
delay between the paths. Timeinterval indirectly indicatesthe
distance of the path. So one of the major parameters selects
the correct path within the network. Usually forward ANTS
are moving in al angles of node from sources. The forward
Ants deposit is pheromone and updates the pheromone level
in each and every node. Ant colony concept produces more

Ant Agent h - Time
(Encrypt . N eromone e F ey e » Decrypted
Forward ANT) Deposition Count Delay « and
Destroved
+ the Fequest
Register / Dhizcovered Pozzible path
updating |
* I| ¥ h
Register
Pheromone Best path Probabilitsy
Deviation of Shortest
Path
Path Selection
Final path for ¥
data Generate
transmission v | { Backward
Battery Trust Minimum ANT
Deviation |—p Path e Hop count [¥7
Source Trast path Selection Destination

Fig.1 Block Diagram of TpAco Algorithm

than one number of paths from sender to receiver. Best path
selection is considered by Probability of shortest paths and
pheromone deviation on the path.

Yy
Pt,, = —

Pltlyy, (l)
Where Pt is the Best selected path from x to y,P(t).y

represent Probability of shortest paths to reach x to'y and gy,
is the pheromone deviation.

Source |IP
Destination IP
Insisted Time

Unique sequence no

Pheromone density

@

Destination IP
Source IP
Hop Count
Time Delay
Pheromone density

(b)
Fig.2. (a) Forward ANT Control Packet Format (b)
Backward ANT control Packet For mat
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The pheromone density increases from x to y when y
detects the Forward ANT from x and getting a reply of y.
Then Pheromone density increased to 0y, =0x,+A0y. Like
vice a path is creating from x to the destination. Initially,
Pheromone value (0y) isequal to zero. If y doesn’t detect any
neighbor node to transmit the Forward ANT, the pheromone
deviation takes place the factor of p.

Qxy = - ."-_":] ey 2

Where p is the value of 1to 0. If not having any movement
of antsin the path, then the pheromone value is set to zero.
T ey

Plt)yy = ©)

T
Lpy=

1 T0) g
Where P (t),,is a probability of the shortest path from
source to destination.
T{D:]_r}' = Ex_].' {TL + T_.} (4)
Where, T, is the Time delay of i" node and T; = Total time
delay of the path from sender node to receiver node. The
probability of more Time delay path lies between sender and
receiver.
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If malicious nodes are dropped, then ant agent forwards
packets which are dropped by vulnerable node and reduced
pheromone density is set as zero and time delay will increase.
Even then they partially forward the packet to the next hop
and then the pheromone density is reduced between the two
adjacent nodes which is less than another path density level.
So, malicious nodes are identified easily within the network.

C. Trusted path Selection

Various identities are used for trust path selection and
removal of uncertainty. In the proposed method, adjacent
nodes are trusted by three factors: shortest route path, lowest
hop count between sender and receiver and deviation of
battery level in percentages. Usually, the shortest route path is
selected by Probability of the best path equation (1). Selected
path trust by less number of hop is compared with the other
directional route and deviation of the battery. Both conditions
of hop and battery deviation are providing a secure
communication path and reducing packet drop and selfish
attack due to vulnerable(malicious) nodes in the network.
Below expressed the condition for trust path,

(5)

T (Hay+30Bat . |
Where, battery percentage of their deviations expressed as,

Tparn =

__ Difference from actual batterry level

YoBatge, =

x100 (6)

actual battery level

The Secured communication is described by pheromone
deviation, Hop count and Battery deviation of each and every
node is within the network. In this paper, expected to secure
communication is obtained, when the pheromone deviationis
less than 40 %, Hop count is|ess than that of Threshold from
the total node in the network and Battery deviation of each
and every node is below 50 %.

Table-l: Thenotations

Symbol Description
Pty Best Selected Path between x and y node.
P(t)yy Probahility of shortest path between x and y
Oxy Decreasing value of pheromone
P Constant
(D)yy Probability for less Time delay
T, Time delay of i"" node
T, Total time delay to reach source to destination
T path Trust Path
Hyy Number of Hop count
Hin Threshold value of the Hop count
%Baty,;  Battery deviation of the nodes in percentage
%Baty, Threshold value for Battery deviationin

Percentage

Table-ll: TpACo- Trust node selection

Ptxy ny %Batdevi Tpath
If go=0
>Hy, Whatever Madlicious
Else
If g# 0 H,< Hi Below 50% Trusted
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Partialy
0,

Above 50 % Trusted
Above Baty, Malicious

Table - IV: Simulation results of TpACo

Average

Malicious Throughput
S Nty Tl i
1 10 0.94 60 8.9
2 20 0.86 58 8.8
3 30 0.86 56 8.5
4 40 0.8 40 8.6
5 50 0.78 42 84
6 60 0.7 42 8

The trusted node concept provides greatest and viable
paths for data transmission. The route protection hypotheses
are implemented by an TpACo swarm intelligent algorithm.
The deposit pheromone of selected paths is given the best
routefor datatransmission. Where one of the best and shortest
routes is selected by source and other routes are stored for
future. In MANET more numbers of nodes are possible to
enter within the network or leaving the network. Such a case
facing delay in transmission collapses the network route and
depletes node energy. This problem is averted by frequent
path selection probability method and selected best route in
the network periodicals. The selected new route path is also
affected by maliciousor link failure dueto collusion; affected
node is informed to sender and selected alternative path and
periodically monitored the changes in the network which is
working or not.

Algorithm 1: Route Discovery Process

4837

I nit H,=Source node,
H,=Destination node,
H,; = Adjacent Sender node,
H,;=Adjacent Receiver node,
1(D)xy = Probability for less time delay,
Procedure Hy send F_ANT to H,
If H, !=H,, then
Hyj set Hyg
H, send F_ANT to H,
D)y = 2y(Ti+T))
H,=1+H,
Oy = Oyt Alyy
Else
SetB_ANT =0
B_ANT.path=F _ANT (Reverse Path)
Register(H,) updated by B_ANT .path
End Procedure
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The Route Discovery process is implemented in
Algorithm 1. The source node (H,) sends Forward Ant
(F_ANT) to next Adjacent node (Hy). If Hy is not a
destination, F_ANT movesto next node with updation of time
delay (t(D) ), hop count and Pheromone level(qyy).
Otherwise H,; will sends Backward ANT (B_ANT) to
Reverse path of F_ANT.

Algorithm 2: Path Selection & Trusted

*/Source node Finding the Trust Path*/
Init P(t),y, = Probability of shortest path,
Pt, = Best path,
n = number of path,
Hy, = Threshold level,
%Bat ;= Battery deviation of the nodes
Tpoah = Trust Node Path
Procedure If (g, ! =0) then
P(t)y set by T(D)yy
Pt,, = Selected Best Path
Else
Pt., = Malicious Peth
If (Hyy<= Hy) && (Batye; < %Baty,)
If %Batye,; > 50 %, then
Toan = Partialy Trusted
Else
Tpan= Trusted Path
Else
Toan = Malicious
End Procedure.

The shortest and Trusted path selection procedure is given
in Algorithm 2. When the Pheromone deviation(d,,) of the
route from source to destination is not equal to zero, the
source node finding the shortest path P(t),, by time delay
(D)., of the various route get the best path Pt,, in the
network. Otherwise Pt,, will become malicious. Next, the
trusted path (Tpan ) is identified from the hop count (H,y) and
battery deviation of the nodein the route. If both are lessthan
the threshold, Tpqn is trusted or Partially trusted by battery
deviation. Otherwise, Tpanis malicious.

IV. SIMULATIONRESULTSWITH ANALYSIS

The behavior of trusted path Ant Colony Optimization
(TpACo) isimplemented by ns2 simulation and it analyses the
performance with various attacks. The ns2 command coding
is very easy to create the various topologies in the network,
the mobility of the nodes and make configure between the two
nodes. A result of TpACo is compared among AODV, NNT
and CSTRP in terms of Packet delivery ratio, throughput and
End to End delay by varying the number of malicious in the
network.
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The simulation is implemented with 60 mobile nodes
within the region of 140m x140m. Maobile nodes are randomly
moving in a rectangular area. The results show the
performance of TpACo Algorithm and improvement of
packet dropping attacks and collusion control. The CBR
(Continuous bit rate) traffic model is used to connect the
randomly moving source and destination. The MAC layers
protocol of IEEE 802.11 in the module. Further simulation
parameters are shown below.

The performance of the Trust algorithm is considered by
pheromone level and the battery deviation of the node in the
path. When the trust value of a node which is based on
pheromone level gy, on the path, if qyisincreased then the
trust value of the path is decreased. Pheromone is usualy
affected by time delay of the path. As the time delay
increases, the Pheromone deviation too increases in the
network (Fig.3).Time delay occurs due to malicious nodes on
the path; so malicious nodes affect the trust level of the path.

Table Il1: Simulation parametersrange

4838

Simulation Parameters Range/ Value
Each node Coverage area 250m
MAC protocol IEEE 802.11
Data Transferred method CBR with 50 bytes
Areafor simulation 140m x 140m
Simulation time 300s
Nodes 60
Node moving Direction unsystematic Direction
Node changing speed(m/s) 0 to 10
Path loss rate 3-20

Likewise, trust node is based on battery deviation and
number of hop count between the path. If the node battery
deviation increases, the trust value will decrease
(Fig.4).When the hop count increases, the trust value
decreases, because both are inversely proportiona to
trust(Fig.5).

Packet Delivery Ratio is defined by the ratio of total
number of receiving packets to original packet sent by the
sources. The Simulation result of Packet delivery ratio of
TpACo when compared to NNT, CSTRP and AODV routing
protocol is observed, performance increased with increasing
the nodes in the network. The AODV, NNT and CSTRP
performances are degraded by malicious. But TpACo
performance widely increases 24% than AODV and
approximately 9.3% increased than that NNT and CSTRP
routing protocols (Fig.6).

End-to-End Delay isatimeto transfer the packet acrossthe
network form sources to destination. The simulation shows
that performance of End to End delay changes with respect to
the speed of the nodes in the network. High mobility nodesin
the network increases the end-to-end delay (Fig.7).The
compared result of TpACo produces 65.4% then AODV and
16%, 23% of results get better than NNT, CSTRP
respectively. The simulation result in various speeds with the
malicious node of the TpACo agorithm is analyzed and there
is some improvement over the other routing protocol.
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The throughput is based on network connectivity, Defined as
the (number of delivered packets * packet size) to total time
duration. The simulation of throughput result of TpACo
swarm intelligent algorithm which is better than the
comparative performance of NNT, CSTRP and AODV under
malicious(Fig.8). It is observed that there isa 20.2% increase
in AODV and approximately 14.2% increase than NNT and
CSTRP. In NS2 Simulation, after modification of aodv.cc
and aodv.h source file, Attacker nodes are introduced in
AODV routing protocols. 10 % Attacker nodes are created
out of 60 nodes. Then the result of packet delivery ratio,
End-to-End delay and Throughput are checked. Next, attacker
nodes gradually increased 20%, 30%, 40%, 50% and 60% out
of 60 nodes and checked that results for PDR, End-to-End
delay and Throughput with TpACo algorithm in AODV.
The created attacker nodes are partially dropped and
they forward lesser packet to next hop when selecting the
next hop in route selection. Asaresult, the PDR gradually
decreases due to malicious node and also performances of
End-to-End delay and Throughput inversely decreased with
respect to malicious node. If the node of 1000 numbers
increases within the same area of simulation with 60% of
malicious, a better result of PDR, End-to-End delay and
Throughput are obtained due to the high node density of the
simulation area of 140m X 140m.
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Optimized Trust Path for Control the Packet Dropping and Collusion Attack using Ant Colony in MANET

V. CONCLUSION

In this work, results of Ant colony optimization method
provide secured communication route from sender to receiver
by trust node are analyzed. . The trust path selection is based
on ant pheromone density, number of hop and battery Energy
level of the node. The performance is measured with
malicious node and collusion in the network and result of a
Trust path Ant Colony Optimization agorithm provides
better results in Packet delivery ratio, End to End delay and
throughput compared with NNT, CSTRP and AODV routing
protocol by varying the number of malicious nodes. From the
responses, it is observed that the performance of TpACo is
better than other methods with respect to performance
measuresfor all the scenarios. It is concluded that the TpACo
performs well as compared to AODV, NNT and CSTRP.
However End-to-End delay results are better than AODV,
NNT and CSTRP, But the overal result in above 50% of
malicious node is not satisfactory(Fig 7). In future, the trust
node condition will be estimated with cluster mechanism and
increased constraints for pheromone vaue to reduce the
End-to-End delay in the Network.
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