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Abstract: Nowadays, the user of the internet is growing very fast,
in which sends and receiving a messages become very easy using
social media applications, meanwhile using these applications,
the security is a very big issue. Today providing security for the
essential data becomes too hard, intruders become smarter. They
are using advanced techniques and models to access our data.
For a long period cryptography algorithms were operated to
protect the important data, but nowadays these algorithms are
easily broken by the intruders. The steganography algorithms are
considered as the next generation of cryptography; every user is
able to create own algorithms to send and receive the important
data. In this method, the secret data will embed into image pixdl;
many more algorithms are designed by the researcher using this
idea. All of these algorithms embed the data into an image and
transfer the stego image from one end to another end with stego-
key at the receiver end with the help of a stego-key, they do the
reverse engineering process in the stego image to get the original
data which embedded by the sender side. In most of the
algorithms, transfer the stego image and key is a very big
concern. Since during the transmission time of stego image and
key, anyone can make changes into that; like resize the image or
cropping the same. If the receiver gets the damaged version of
stego image, they can’t get the original message back. In that
circumstances transmission of stego-image with stego-key, it
needs more space and time to reach the destination as well as
need to pay attention to the security. To overcome these problems,
the proposed method does not transfer the stego image, due to
which it is not required to compare the image before and after
data insertion and no need to calculate the peak signal-noise
ratio (PSNR). It shares stego key with the proper security key to
recognize if any intruder made an attack on that. This method
provides good security for the data.

Keywords: intruder, cryptography, steganography, stego-image,
stego-key, PSNR.

[ INTRODUCTION

Digital communication makes it very easy to transfer the
message from one end to another end in a very fast manner
as well as very easy. The social media plays a vital role to
transmit the information, every day the users of social media
is increasing very fast and the memory they are utilizing is
also becoming very high. Indiais cheaper in providing data
for the internet around the globe. At the same time of
transmitting data; the security for the same should be
considered.
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Cryptography [1-4] was used to take care of the above for a
very long time but now these algorithms become very older
aswell as easily brute-forced by the intruders.

After that many more techniques are introduced and among
all steganography [3-7] is very good as well as easy to
implement. Steganography was used in the war field very
long back, nowadays the same idea will be converted and
digitized, in this technology, the secret data will be
embedded into four different medium such as images, text,
audio, and video.

This paper describes the image steganography. Today many
more image steganography algorithms are developed by the
researchers. Steganography is considered as a derived class
from cryptography.

In general, in the image steganography the secret message
will consist of either binary inputs or aphanumeric. If it is
binary it will be used directly else a phanumeric content will
be converted into ASCII value, then it will be converted into
binary. The binary data will be embedded in an image. An
image is a collection of pixels [6-10]. While taking a
grayscale image the pixel value lies between 0 and 255, and
when color images considered, it is a combination of the
RGB value. The three different matrices are used to
represent the value. Commonly image steganography
agorithms [11, 12] build the grayscale images only, due to
the quality of the images remains as the original after
embedding the secret bits, and for the process of embedding
using a specified algorithm the final output stego image with
stego key will be transmitted from sender to receiver. Stego
key [13, 14] consists of some value, which is used to recover
the original secret bits from the stego image at the receiver
side[15-19].

Secret Message 20-Medi >  Stego-lmage

Stego Alg.
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Figure 1. Steganography model

Payload, visual quality and distinguishable are three points
to be considered as a major issue while using image
steganography; Payload deals about how much bits are
embedded into an image.
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The visua quality difference between before embedding
image and after embedding image will be calculated by
PSNR value, the higher value is considered to be a good
result. After the data embedding process into an image, that
should not be detectable by the human eye [18, 19]. In
general, the Steganography algorithms are classified into
two different methods. They are spatial domain and
transform domain which are explained in detail in the
following section.

1. LITERATURE REVIEW

Commonly steganography techniques will work in two
major domains; they are spatial domain and transform
domain. In spatial domain many more models have been
developed, in which very few familiar techniques are
discussed here, they are.

1. Least significant bit insertion method

2. Pixel value differencing method

3. Exploiting modificationin all direction

4. Multi based notational system

5. Edge-based methods

In the Transform domain, some of the important methods
are

1. Discrete Fourier transforms
2. Discrete Cosine transforms
3. Discrete Wavelet transforms

A. Least significant bit (L SB) insertion method:

Animage is a group of pixels, having va ues between 0 and
255 for grayscale image [20]. The binary bits of secret hits
are embedding as follows. The pixel value is converted into
decimal and the least significant bits will be changed from
original bits into secret bits. For example considering
00110010 100 where the first consecutive eight bits are the
binary equal of the pixel value and the following three bits
are secret bits, then three bits embedded into first eight bits
[21,22], now it will change to 00110100. This method is
very easy to implement as well as it provides high-level
security to the data [23, 24]. After embedding the data into
an image it remains the same.

B. Pixel value differencing method:

Wu & Tsai proposed this technique. Image pixels are
grouped as two consecutive pixels. The difference between
these two pixels is used to determine how many bits are
embedded in that pair of pixel [25]. The range table and
congtant k value also play avita role in this technique. This
method can embed very high payload compared with LSB
method, and the payload will be increasing at the edge
points. This method is an eye-opener for severa research
people; and by following this method many more new
methods have been invented [26-29].

C. Exploiting modification in all direction:

Thisis one of the familiar methods in steganography. It will
embed high-level bits with minimal changes in the image.
The pixel value may change over either +1 or -1.1t produced
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high PSNR value compared with the previous methods.[30]
This method describes the high payload procedures
HOEMD and ADEMD, which are working as direction
based, initially to find which direction is capable to embed
more bits, and that direction is used for the same. These
procedures also face the problem like as overflow and
underflow, to overcome that [31] is introduced formula
based insertion, in that lookup matrix also has been utilized
in the [32] GMED — Generalized embedding n+1 binary bits
that are embedded into an adjacent pixel. These methods
provide high-level security to the stego image. The familiar
Stego analysis algorithms failed to identify the secret data
which is embedded inside the stego image, and they provide
good security to the data.

D. Multi base notation system (M BNS):

In general the secret data were converted into binary
notation and then it will be embedded into images; but in the
MBNS model the binary secret bits were converted into any
one of the following numbers system binary, octa or
decimal [33].The embedding pixel is selected by the way of
the surrounding pixels in al direction; based on the higher
difference between the pixels are used to embed the secret
bits. Mostly the edge pixels were commonly used to store
more data bits. This method also provides good results [34,
35]. In genera sender and receiver will select the same base
number to convert the secret message bits. This method
provides minimal payload as well as a good result, stego key
place the mgjor role.

E. Edge based methods:

In generic the steganography methods read the pixel from
the selected image and then embed into that the secret bits,
but in edge-based methods embedding procedure are
differed from other methods, here the secret bits are
embedded in two methods they are in a smooth area and
another is edge area of the image. The smooth area embeds
the small number of bits and in other end edge area more
number of bits is embedded in [36] which describes very
clearly about the edge detection methods like Canny and
Sobal. These methods produce high PSNR value for the
stego images. The paper [37] introduces edge adaptive
method connected with matrix encoding and this idea
produces high payload with minimal distractions compared
with simple LSB Techniqgue and PVD method. These
methods also give the special protection to the data at the
same time it will not be detectable by new steganography
analysis algorithms.

Transform domain steganography types are explained as
follows.

F. Discrete Fourier transforms (DFT):

In a DFT, 2DFourier transform technique has been used.
The selected image is broken down into n corresponding
frequency value of sin and cos value in Fourier
transformation [38].The selected image has been modulated
based as a secret data value.
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Using this technique data will be embedded and retrieved
from the image. Many more new ideas emerged followed by
the DFT technique; many authors [39 - 41] utilizing this
model proposed methods which at the time of retrieval of
data from the image, if the frequency value does not match
then will throw the error due the transform techniques.
Using this idea provides a one more additional level of
security to the data.

G. Discrete cosine transforms (DCT):

In a DCT converts the selected image into the frequency
domain and the co-efficient are atered based on the message
bits. The image will be split into three following steps as
follow high, middle, and low parts based on that only
embedding algorithm has been used in [42]. The image will
be split by two pixel paired groups then the pixel value that
is nearby to zero is used to embed the secret data bits. These
methods produce high PSNR value [43, 44] as well as high
data capacity.

H. Discrete wavelet transforms (DWT):

This method mainly overcomes the failure or data retrieve
error over the DFT and DCT by the way of using forward
and backward transformation. In[45] while using DWT
steganography algorithm the following idea is utilized. To
embed the secret bit, it moves horizontal, vertica and
diagonal and finds the best places for embedding the secret
data, but it will embed only the limited data; it produces the
high PSNR value like 45.34 [46] [47].In general, the image
steganography methods are transferring the data inside the
selected image. The image will be split into a different
model or scanned in different ways. The embedding
procedure uses the image to insert the data and after that
processing starts; the image will be called a stego image.
Stego image is shared to receiver side from the sender side
through the network medium, the safety of the stego image
at the time of transferring becomes a very big issue, if any
intruder will make change in the image, and then a receiver
could not get the original message perfectly. The proposed
method overcomes the issue as follows; it will not share the
stego image. Without sharing the stego image then how the
secret message will be shared by both end, explained in
detail below.

I1. PROPOSED WORK

This chapter explains the proposed work and algorithm.
Initialy, the user has to select anyone image from the
library, that contains selective images satisfying the
condition, that the images have al the valuesin between 0 —
255,
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Figure 2: Flow chart

The secret message hits were composed into 8 bits blocks;
each block has to be converted into their decimal
equivalence as shown in the following diagram.
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Secret message bits
1000101001011100101010101010
1010000101010100101 010101010
000010111101 0101010101010101
010101010101 0101010101010101
101111010101 0101010101010101
010101010101 0101010101011 011
110101010101 010101010101 0101

010101010101 0101010110111101
010101010101 0101010101010101
010101010101 0101010101010101
0010101000101 010000011101010
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[ 11301010 ]
8 bits per block
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Figure 3: Secret message splitting

The scanning methods are listed as a— d respectively.

(a (b)

s

© (d)'
Figure 4. Scan methods

(a) Columnscanning, (b) row scanning, (c) spira from left to
right and (d) spiral right to left.

Scan an image by anyone method from the above
description. While scanning the image, the value of each
pixel lies between 0 and 255. The value may fall in random
order or depends upon the color combination of the selective
image. The following procedure is used to store the pixel
value in a sequential order liketo bea 1 to 255 into 15 x 17
location array. The pixel value O is said to be 8hit zero like
as 00000000. The first occurrence of every value from 1 to
255 only takeas an account; in this manner, all the numbers
are identified and stored into a 15 x 17 location array in a
sequential manner. In the location array (1, 1) contains the
location of one, (1, 2) contains the location of two and (15,
17) have the location of 255 respectively. At theend 15 x 17
location array has al the values from 1 to 255.The stego list
will construct as follows. The decimal equivalence of the
secret bit blocks finds the index value in the location array
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then adds into the stego-list in sequentia order. In the list,
the cyclic redundancy checker (CRC) value will be inserted
for all the values. Stego-key consists of 12 binary bits, they
are split as follows; bits (1-3) — represents image index
number, (4-6) — denotes scanning method, (7-9) — is CRC
value index number and (10-12) signifies CRC bits for the
stego-list. At the receiver side, one has to check the stego-
list first by using CRC bhits; if it returns true then only scan
the list from left to right and convert every three binary bits
to decimal equivalent, based on the decimal value receiver
can know the image index value and scanning method
already utilized by the sender. With the help of those values,
the receiver selects the image and performs the same scan
method, then using a similar procedure to create the same 15
x 17 location array at the receiver end too. The stego-list has
been verified by CRC values; if it returns true then, the list
has to be read from left to right in a sequential manner. The
stego-list contains only the index values of the location
array; based on that value, the location array will be referred
and the pixel value is got. Finally, these values are arranged
in a sequential manner, and the receiver gets the origina
message sent by the sender side.

V. RESULTSAND DISCUSSION

The receiver accepts the two different lists only; they are
named as stego-list and stego-key. This chapter explains
how it is prepared and processed on both sides. The creation
of stego-key is explained in the above section, it contains
four different fragments named as follows; image index,
scan index, CRC index, and CRC value for the list. At the
moment of creating a stego-key the first consecutive nine
bits are select by the sender; based on these val ues stego-key
is created, then it will be divided by modulo 2 division with
common CRC polynomial x*+x’+1, which means
1101modulo 2 divides the first successive nine hits; then the
remaining three bits will be added in the stego-key at last,
by this way the stego-key will be created by sender side.
Let’s assume the values as follows;

Image Scan CRC CRC
index index index vaue
06 01 01

(110), (001), (001), (001),

(1100010001), modulo division 2 by (1101),the remainder
is 001, these three bits were treated as CRC value. After all
the process the stego-key becomes (110001001001),.0Once
the stego-key is obtained by the receiver, it has to be
verified by common CRC polynomial value. The continuous
12 binary bits were divided by 1101using modulo 2 division
methods; if it produces remainder as 000, then only the
retrieving of the secret data bits from the stego-list is
processed or else it will not be processed. The creation of
stego-list isas follows.

e"‘m
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The image, scan method and CRC index selected by the
sender, based on the first two values location array 15 x 17
is created. The secret message bits are split into 8 bits
blocks, then it will be converted into binary bits to decimal;
based on the decima value, it identifies the location from
the 15 x 17 location array, assume that decimal value is 177,
it will show in the matrix in the location of (12, 14), and that
location have the original position of 177 in the image and
say suppose it is (123, 46). If it is to be stored into the
location array it needs 8 bits per each row and column
respectively to avoid the huge space requirement the
location array is created. Instead of that (12,14) will
processed as ; that value converted into four-bit binary, and
five-bit binary like as (1100,01110); because of the upper
limit of the location array is (15,17) the minimum
requirement of bits to convert the 15,17 is 4 and 5 hits
respectively, due to that reason only 4 and 5 bits were used.
The selected CRC polynomia converted into binary
notation,suppose the CRC polynomial is x*+x+1 the binary
value for the same is 1011.The binary vaue of location
array is dividing by CRC binary value, that is 110001110
divide by modulo 2 division, the three-bit remainder (001),
is shown as follows.

177 | (12,24) | 1100, | 1011 | 001 | 110001
01110 110001
Finally, 110001110001 will be added in the stego-

list.Receiver accept the stego-list only when al the elements
should produce 000 as the remainder while divided by the
CRC polynomia value; after that the stego-list scanned
from left to right one by one, the first nine consecutive bits
were used and the last three bits are omitted, these nine bits
are converted into decimal based and the value refers the
location array to get the pixel value; this process is done by
all the elements in stego-list. The pixel values are arranged
in sequential order, and then the original secret message
from the receiver side is obtained. Generally,all the image
steganography methods compute the PSNR value for the
image to show their minimal changes in the same and
undetectablefrom the human eye; PSNR value calculates as
follows

255*

PSNR =10xg

MSE = ﬁgi[l(i,j)—l'(i,j)]z

It finds the difference between the image and stego-image.
In the proposed method image is not used to embed the
secret the data bits so that, it is not required to calculate
PSNR value. This method provides high-level security to the
data and ensures that the correct message will be received
by the receiver.The proposed method is implemented in
MatLab and produces good results. The running time of the
program is optimal and the methods user-friendly. The
stego-list requires little bit high memory to build, and due to
the security concern it is not an issue. The previous methods
can’t identify any intruder attack at the transmission time,
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but the proposed method can easily identify the same by
CRC value, so it needs the extra memory space for the same.
It should be overcome in the future. The pictorial
representation of the proposed method is given below.

230 229 232 234 235 232 148
237 236 236 234 233 234 152
255 255 255 251 230 236 161

99 90 67 37 94 247 130
222 152 255 129 129 246 132
154 199 255 150 189 241 147
216 132 162 163 l'II'G 239 122

" 3 GG B4 54 W

254 ‘ 25 ‘

1516 l 1517 ‘

Figure 5: Functions of Proposed work
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