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   Abstract: The Information Technology is an essential discipline 
in our daily activities. We use our mobile phones often to 
communicate with our loved ones, research over the internet, and 
much more. Organizations and institutions today solely rely on 
computers configured over networks in their daily operations. 
Organizations prefer having their information backed up on 
virtual servers referred to as cloud computing. Cloud computing is 
among the safest measures to information security. We often 
share information either directly using storage media or over the 
internet. Information shared or stored over the internet is prone to 
attacks referred to as cyberattacks. Cyberattacks can result in total 
impairment of an organization’s data, blockage of part or the 

whole information in the form of a trojan. At this point, the 
attacker demands payment before they grant you access to your 
information. Cyberattacks have thus resulted in organizations 
encrypting their information. However, despite the use of 
advanced encryption technique, cyber attackers have gone beyond 
this level of technology to hack into the data by gaining access to 
the decryption key. Researchers have thus come up with cyber 
insurance, which offers security to organizations’ and businesses’ 

information. Cyber insurance uses high-level algorithms that are 
difficult for the attackers to understand. It minimizes cases of 
information compromisation. 
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I. INTRODUCTION 

Cyber insurance is also known as a cyber liability or cyber 
risk insurance. Cyber insurance is an insurance product 
which is used in protecting businesses as well as individual 
users from internet-based risks. It mainly protects users from 
information technology risks. Over time, technology-related 
threats have considerably evolved. For instance, in the 1990s, 
cyber insurance policies primarily focused on online 
software. However, the technology, with its accompanying 
systems, have extensively evolved into a volatile and vibrant 
cyber insurance market. In the United States, for example, 
cybersecurity insurance policies also begun in the late 1990s. 
Some of the online policies covered online media, unlike 
others which were errors in systems that involved data 
processing (EDM).  
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Therefore, the new cyber insurance policies critically 
evolved as a result of liability policies for media and software 
risks. In addition, it is in the early 2000s that cyber insurance 
policies commenced covering network security, unauthorized 
access, data loss, and other virus-related issues. Generally, 
cyber risk insurance policies have had several exclusions. 
 These exclusions include regulatory claims, rogue 
employees and fines and penalties. Initially, the actual 
drafting of these insurance policies neglected to encompass 
first-party coverage. It is in the mid-2000s that these 
particular policies began to address the  first-party coverages. 
In this case, the updated policies commenced covering 
policies like cyber extortion, network asset damage and cyber 
business interruption as well. The evolvement of 
software-related systems enhanced the addition of HIPAA 
liability. Notably, it is in 2003 when the insurance policies 
became enacted in the California Security Information and 
Breach Act. The enactment influenced other states to pass 
similar laws which had prudent effects on the private sector. 
Thus, various cyber insurance organizations started to 
embrace authentic first-party coverages. Public relations, IT 
forensics, customer notifications and credit monitoring were 
significantly adapted during this era. Also, business 
organizations began to notify civilians affected by an 
unauthorized party’s data manipulation. 

II. METHODOLOGY  

Methodology describes how cyber insurance will be achieved 
within organizations around the globe. The game theory. This 
theory is regarded as the science of strategy. The theory tries 
to suggest logically and mathematically the actions which 
should be taken by players to guarantee themselves the best 
outcome. Historically, the game theory was established by a 
mathematician, Jon Von Neumann in the year 2004. Initially, 
the emphasis was put on games which involved pure conflict 
while other games, on the contrary, were considered to be in a 
cooperative form. Games are always different from the 
decisions which are made in a neutral environment. A game 
player should still recognize his interaction with other 
purposive and intelligent people so as to ensure his choices 
allow for conflict as well as possibilities of cooperation. The 
game theory exploits the Nash equilibrium, which refers to a 
stable state of a system involving different participants 
reacting. It further elaborates that no participant can gain or 
change in any way, provided that the strategies of the other 
participant remain unchanged.  
A large-scale system, for example, an industrial control 
machine or a power grid or even a consumer credit reporting 
agency, contains various parts. These include the cyber and 
the physical components which need to be secured. During 
decision making, one needs to make reliable decisions on 
what to secure without forgetting the extent to which it 
should be secured.  
 
 

Cyber Insurance 

Alex R Mathew  

http://www.ijeat.org/
https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.35940/ijeat.F8976.088619&domain=www.ijeat.org


 
Cyber-Insurance 

 

4448 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number F8076088619/2019©BEIESP 
DOI: 10.35940/ijeat.F8976.088619 
Journal Website: www.ijeat.org 
 

The complicating part is that most large-scale systems consist 
of multiple owners. Interdependent companies are vulnerable 
to attacks.  
This shows the weak links in the network, even though 
budgetary constraints place their limits on security measures. 
This theory tackles the tedious workings involved in the 
human decision-making process and the fact that various 
stakeholders are likely to act in their self-interest.  
The cooperative model gives everybody the freedom to 
choose what is best for the system, a scenario which is quite 
unrealistic in the real world. In this case, people might also be 
unwilling to reveal their commercial secrets to other persons. 
Researchers have already explained how the formulation of 
an optimization problem enables one to efficiently find out 
the value every stakeholder will want to invest. 

Take an example of a stakeholder, say M, is going to 
invest Y amount of money mainly for protecting assets A, B 
and C. Additionally, stakeholder N is going to invest here and 
there. The fact about most systems is that they are designed in 
a way that they are sitting ducks. In this game theory, an 
attacker has to keep trying now and then. However, the 
defender has to be successful every time. The moving-target 
defense attempts to change this fact and make it look like the 
system to be protected is not in a sitting duck position. It 
changes some aspects of itself from time to time to ensure 
that whenever the attacker attempts to attack again, chances 
of succeeding are minimal. The NSF-funded part is the 
project’s game-theoretic decision-making side. 

Secure systems are mostly needed for distributed 
platforms that use sophisticated technologies in intelligence 
gathering, reconnaissance and surveillance. UAVs and robots 
have also been deployed as decision making agents. The 
future complex military technologies, for example, land 
vehicles and UAVs will be capable of reconnaissance, 
surveillance and intelligence. Here, the main idea of 
deploying military mobile systems or UAVs on an area is to 
ensure that there is constant monitoring. The moment the 
communications with the base station is interfered with, the 
vehicles, on their own, can be able to function and operate in 
a self-organizing way accurately. In the case of some UAVs 
being damaged, these others should be able to work together 
in a self-organized network. The network needs to be too 
smart to avoid instances of compromisation or 
malfunctioning. 

VANET is a sub-branch of MANET that is facing 
many research challenges security-wise. Vehicular Ad-hoc 
Network is rapidly changing and the most challenging branch 
of Mobile Ad-hoc Network which enables communication 
between vehicles and with the roadside units as well. 
VANET’s mode of communication is through wireless 

medium among cars and is always expected to support a vast 
range of applications with high-security levels. With this 
capability to support an extensive range of comfort 
applications and road safety, it has increasingly become a 
very reliable component of the Intelligent Transportation 
System. Applications of VANET include Collision Avoiding 
Applications, Intelligent Transportation System, among 
others. 

 
 
 
 
 

 

Attack Tree Diagram 

 
 

Figure [1.1] Attack-Defense Tree 

III. RESULTSS ANALYSIS   

An attack-defence tree, also an AD Tree is just a 
node-labelled rooted tree.  The tree describes the possible 
measures that an attacker might put in place to attack a 
system and the defence mechanism a defender puts in place 
to counter the attacker. The VANET environment should 
then be identified. VANETS must meet the standard security 
requirements. That is confidentiality, authenticity, data 
integrity and many more. Case study parameters are then 
initialized, which state the main objective of the study. The 
risk of a cyberattack on a business can be calculated 
mathematically. It depends on factors such as the impact of 
the risk, probability that the risk will happen and the cost. 
That is, 
Risk = (Impact * Probability) /Cost per hour. 
Moreover, there are specific steps in insurance policy 
development, which include: 
a)     Identify need 
Develop an insurance policy depending on the anticipation of 
demand and the response to the actual needs as well. 
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b)     Find out who to take the lead responsibility. 
Assign responsibilities to a person, staff members, working 
group or sub-committee as per the experience required. 
c)     Collect information 
Do you have a legal task in this field? Do you have an 
accurate and up-to-date understanding? Have any other 
organization dealt with a similar issue? These are the kind of 
questions that one needs to ask themselves to ensure data 
accuracy. 
d)     Draft a policy 
You to be sure that the policy’s complexity is within the 

expectations of its implementers. 
e)     Carry out consultations. 
Consultations should be carried out with the most appropriate 
stakeholders. Consulting with those affected will result in 
very effective policies. 
f)      Approve the policy 
It is now the responsibility of the management committee to 
approve the policy. 
g)     Be sure of procedures requirement. 
Procedures are required to support internal policies. 
h)     Implement the policy 
The policy should the be implemented in the organization. 
i)      Monitor, review and revise. 
Monitoring and reporting measures should be put in place to 
ensure the implementation of the policy is effective. 

IV. ALGORITHM: 

An algorithm is a specific formula or procedure used in 
solving a given problem. It outlines a set of specified actions 
to be adhered to for accurate results during the 
problem-solving process. In cybersecurity, for instance, a 
specific algorithm is preferred over the other after having put 
into consideration. Critical aspects like the strength of the 
algorithm to protect an institution against possible 
cyber-attacks, and the level of technology existing on the 
internet. Also, the complexity of the algorithm and its 
reliability and adaptability is considered as well. In detecting 
wide-ranging attacker behaviors, it will require a set of 
algorithms.  Each appropriately designed with a technical 
understanding of these algorithms to be used and how they 
relate to each other. 
Every algorithm must be designed with questions in mind 
such as; 
a)     Is this algorithm directed or undirected? 
b)     Is there a natural space to project the inputs from? 
c)     If not, will this algorithm be able to learn the feature 
representations, or does it allow for inputs to be used 
directly? 
d)     Are the inputs well represented as sequential or static 
data? 
e)     If the inputs are sequential, is it a labelling or 
classification task? 
f)      Are there any temporal dependencies on a given 
timestep? 
g)     Which training data is available concerning input 
dimensionality? 
 
FLOW CHART 

 
                    Figure [2.1] Attack-Defense Tree 
  
ANALYSIS 
Any individual or organization need to guarantee the security 
of the computer software and network. Network security to 
any network bet local or wireless, is very important as it helps 
in securing the environments of the working processes. 
Network security consists of several components including 
firewalls, anti-virus and even anti-spyware to block network 
invaders to a computer network, identify fast-spreading 
threats and as well as Intrusion Prevention Systems. 
Information stored in servers is encrypted to hinder it from 
being understandable by intruders if by any chance they 
manage to hack into it. This information can then be 
decrypted once it reaches the destined location using a 
decryption key. Firewalls are structured to protect data while 
being fetched from the servers. 

QUANTUM TECHNOLOGY 

Despite all the security attacks we are prone to, 
encryption is the only defensive mechanism we have in place 
against them. The challenge most people are facing right now 
is how encryption can be adapted in the whole world to the 
many connected information systems. An exciting 
development that must be considered when we take a look in 
the near future is how this quantum technology is likely to 
affect the methods to be used in encryption. Quantum 
computers are likely to be weakened by symmetric 
encryption. However, it can still be used with longer keys. 
The current asymmetric encryption algorithms will lose their 
security. Most of today’s e-commerce, certification 
management and e-identities are based on these asymmetric 
algorithms. We must follow the development to ensure that 
these algorithms are replaced 
before these quantum 
computers become a reality. 

http://www.ijeat.org/


 
Cyber-Insurance 

 

4450 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number F8076088619/2019©BEIESP 
DOI: 10.35940/ijeat.F8976.088619 
Journal Website: www.ijeat.org 
 

 

V. CONCLUSION 

With the advancing levels of technology in the world, let us 
try to take a look like ten years into the future and see how IT 
systems will be like. Cloud systems, IT systems and 
connected devices have their numbers increasing steadily, 
which is evidence of the number of connected systems in just 
a couple years to come. These connected systems generate 
large volumes of information which must be protected in one 
way or another. However, not all the information is sensitive 
to confidentiality but to correctness. We, as users want to 
have access to reliable information from a specified source. 
Information Systems are likely to face the following threats 
as a result of cybersecurity. Kidnapping our essential 
information and then encrypting it after which they will 
demand payment before releasing it. This trend is mainly 
targeting businesses which have crucial information. Selling 
the information that has been found by espionage. This 
includes credit card key details, accounts or passwords and 
hospitals as well. Espionage can be used when one wants to 
gain access to very sensitive information. At this juncture, 
cases of Phishing, whereby a user over the internet sends 
people false email tricking them into providing their useful 
information, can hugely be reduced. The information 
obtained can later be used to gain access to users' personal or 
organizational data. DDoS, whereby many computers are 
directed to overload websites and services to block others 
from being able to use or access them. Intrusion which is 
mainly aimed at causing specific or general harm to 
information systems resulting in disinformation. Specific 
attacks aimed at blocking or hindering part of the information 
system from normal operations. 
List of abbreviations 
NSF-National Science Foundation 
EDM-Enterprise Data Management 
HIPA-Health Insurance Portability and Accountability 
UAV-Unmanned Aerial Vehicle 
VANET-Vehicular Ad-Hoc Network 
MANET-Mobile Ad-Hoc Network 
DDoS-Distributed denial-of-service. 

KEYWORDS 

1. Phishing: This is the actual fraudulent activity of sending 
emails to computer users purporting to come from 
reputable companies, with the aim of inducing the users 
to provide their critical information including Passwords 
and their Credit card numbers.  

2. Trojan: this is a malware software program which can be 
disguised as being a legitimate software. 

3. Espionage: this refers to the act of using spies especially 
by government to obtain military and political 
information. 

4. Nash equilibrium: refers to a stable state of a system that 
involves the interaction of participants and that no 
participant can gain by a unilateral change of strategy if 
strategies of the other participant remain unchanged. 

5. Encryption: refers to information protection technique 
that encodes the information in such a way that only 
authorized parties can access it by use of a decryption 
key. 

6. Cloud computing: this is the act of storing, managing and 
processing information in hosted servers rather than 
local servers. 
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