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 
    Abstract: Security issue in Wireless Sensor Networks (WSNs) is 
a major problem while dealing with WSNs. Therefore, WSNs are 
susceptible to various kinds of safety assaults. The restricted 
capability of sensor nodes is one reason for attacks in sensor 
networks. In WSNs, on the network layer, there are different kinds 
of safety attack detection methods. There are also many severe 
limitations in sensor nodes such as energy efficiency, reliability, 
scalability that affect WSN safety. As sensor nodes have restricted 
ability for the majority of the limitations, a selective forwarding 
attack in the networks is hard to identify. In selective forwarding 
attack, malicious nodes function as a ordinary nodes. However, it 
tries to find and crash messages prior to forwarding the packet to 
further nodes. For keeping this sort of attack aside from networks, 
we suggest a multi-layer strategy, Selective Forwarding Detection 
(SFD) that maintains the safe transmission of information among 
sensor nodes at the same time as detecting the selective forwarding 
attack. In addition, energy efficiency, reliability and scalability are 
part of the approach. 

 
Index Terms: Wireless Sensor Networks, Selective Forwarding 

Detection,Fuzzy Path Selection. 

I. INTRODUCTION 

Sensor networks collect information needed to be integrated 
into smart network environments. These settings include, for 
instance, transportation, home, army, healthcare, and 
buildings. WSNs monitoring different physical phenomena 
are used in military, agriculture, construction or automation, 
industrial monitoring, etc. Because of the sensor node's 
limited communication radios, the measurements composed 
are routed to a Base Station (BS) for dispensation on the basis 
of  hop-by-hop  from node to node[1]. In WSN, sensor nodes 
send packets using wireless communication. Due to their 
restricted energy and transmission spectrum, sensor nodes 
produce data packets in Wireless Sensor Networks (WSNs) 
and forward them towards the Base Station (BS) in a multi 
hop cooperative way. Packets containing data may get lost 
due to crash, noise, congestion, or other network problems 
while being routed to the BS.[17] The supposed  packet drop 
attack refers to a collection of attack wherever compromised 
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nodes deliberately crash packets.[18]WSNs have an 
impression on the economy and on the industrial sector. It 
includes countless sensors, these sensors actually interact via 
radio connections with a large amount of tiny nodes. Sensor 
networks have a base station and a source. WSN’s are running 

thousands of sensor nodes [2]. Over the past few years, the 
security issues of wireless sensor networks are widely 
explored. WSN’s are vulnerable to many kinds of attacks as 
they act as an open network with restricted node resources. 
Consequently, the primary disadvantage for all devices is the 
barriers to secure a wireless sensor network. The most 
common threats to wireless sensor network safety include 
eavesdropping, compromised node, interrupting, modifying 
or injecting malicious packets, compromising privacy, and 
denying service attacks [3]. Due to constraint of both energy 
and memory, existing security procedures are not appropriate 
for these wireless sensor networks. However, owing to 
distributed and open characteristics of the networks and the 
restricted resource of nodes, they are also extremely 
vulnerable to attacks. An opponent may compromise a sensor 
node, modify information reliability, snoop messages, insert 
false messages, and resource the waste network. DoS (Denial 
of service) attack is a prevalent attack in WSN, and the 
attacker's goal in DoS attack is to create target nodes 
unapproachable to genuine user [4]. 

II. SELECTIVE FORWARDING ATTACKS 

There are many types of attacks on a network layer in WSNs. 
In addition, by merely refusing to route packets, a sensor node 
can obtain multi-hop benefits. Thus, with the net result, it 
could be performed all the time [16]. If a nearby node marks a 
path through the malicious node, messages won’t be modified 

[5]. Karlof and Wagner first defined the Selective Forwarding 
Attack[6]. Sometimes this attack is called an attack on the 
Gray Hole. In a straightforward form of selective forwarding 
attack, nodes which are malicious try to avoid the packets in 
the network by denying to send or drop messages transient 
through them. In a basic manner of selective forwarding 
attack, malicious nodes attempt to prevent the network 
packets by denying forwarding or dropping emails that pass 
across them. Selective forwarding attacks come in distinct 
types. In one kind of the selective forwarding attack, the 
malicious node can crash the packets forming a group of 
nodes or a specific node selectively. For that specific node or 
node group, this behavior creates a DOS attack. If all the 
packets are dropped, this attack, only be called as a black hole 
attack [7]. The Blind Letter attack [8] is another type of 
selective forwarding attack.  
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The concept of this attack is that it should be ensured with 
arbitrarily malicious nodes that the node to which the 
forward-hop node is transmitting the packet  
which is relaying is in fact a neighbor of the forward-hop 
node. Neglecting attack is one which acknowledges the 
source for reception and drops data thereafter. When the 
priority is only given to its own packets not to others, it is 
known as greedy attack. 

 
Fig 1: Selective Forwarding Attack 

III. LITERATURE SURVEY 

In [9], Bin Xiao et al., proposed CHEMAS 
(CHEckpoint-based multi-hop recognition scheme), a 
lightweight safety system for selective forwarding attack 
detection. The suggested system can arbitrarily pick portion 
of middle nodes along a forwarding route as check point 
nodes to generate recognition for each received packet. Yuan 
yuan Zhang et al[10], First, simulated and evaluated the 
impacts on both information flows and ACK flows of 
selective forwarding attacks and then explored the multi-path 
recognition safety capacities. JuRen et al,[11] proposed an 
adaptive detection threshold (CRS-A) channel-aware 
reputation scheme to detect selective forwarding attacks in 
WSNs. The CRS-A evaluates sensor node information 
transmission behaviors based on the deviation of the 
controlled packet loss and the estimated ordinary number. To 
optimize CRS-A's detection precision, we theoretically obtain 
the ideal forwarding evaluation threshold that is adaptive to 
the time-variant channel situation and the predictable attack 
probability of compromised nodes. In addition data 
forwarding system which is attack-tolerant is being created to 
work with CRS-A to stimulate the forwarding cooperation of 
compromised nodes and improve the network's information 
distribution ratio. Martin Stehlik et al,.[12] Two 
parameterized collaborative invasion detection techniques 
were proposed and their parameters were optimized for 
specific scenario using broad simulations and multi-objective 
evolutionary algorithms. Meghana Shinde et al.,[13]  used 
The active trust routing system idea to protect multiple types 
of attacks during data packet routing. Such attacks consist 
primarily of black hole attack, service denial attack and 
selective forwarding attack. The scheme also protects 
information by using the ECC algorithm, which offers safety, 
to hide the information during routing.Experimental findings 
showed that the suggested scheme increases safety along with 
prolonged lifetime of the network and low energy use and 
increased effectiveness throughout the lifetime of the 
network.Sert, Seyyit Alper et al.,[14] in their paper, 
introduced a fuzzy approach  that effectively mitigates single 
selective forwarding attacks in WSNs.The authors 
simulated and obtain the performance of our suggested 

strategy and its evaluations. The experimental results 
demonstrate that the suggested method is an efficient solution 
for efficiency metrics such as Half of the Nodes Alive (HNA), 
Packet Drop Ratio (PDR) and Total Remaining Energy (TRE) 
to serve as a defense mechanism. Devu Manikantan Shila et 
al.,[15] Developed a channel-conscious detection algorithm 
(CAD) capable of efficiently identifying selective forwarding 
misconduct from ordinary channel losses. Two strategies, 
traffic tracking and channel estimation are based on the CAD 
algorithm. If the rate of loss monitored at certain hops exceeds 
the expected normal rate of loss, it will identify those nodes 
engaged as attackers.  The authors also conducted analytical 
trials to determine the optimum thresholds for identification 
that minimizes the summing up of missed probabilities and 
false alarm for identification.  

IV PROPOSED WORK 

The proposed methodology is divided into two parts: 
1. Fuzzy Logic cluster formation 
Increasing numbers of clustering-based protocol use fuzzy 
logic in WSNs for clustering due to the uncertainties in the 
WSN environments. Uncertainties intrinsic in the WSN 
nature are addressed efficiently using the blurred input and 
output variables. And, it has a small complexity in 
computing and more flexibility than crisp logic. The fuzzy 
inference system can be used to achieve a better mix of the 
relevant input parameters in order to achieve optimum 
performance, which in this context is the CH selection 
method Using Fuzzy logic, a dynamic CH choice is made. 
Distances to BS and Residual energy are the Fuzzy input 
parameters. The output parameter is the likelihood of CH. 
The crisp inputs were initially mapped into suitable fuzzy 
sets. The language variables and the following values for the 
input variables are shown in the table. 

Table 1 Parameters and the linguistic variables 
 
Parameters Linguistic variables 
Residual energy Low, Medium, High 
Distance to base station Close, medium, far 
Probability of becoming 
CH 

Very large, large, Rather 
large, medium large, 
Medium, Medium small, 
rather small, medium 
small, very small 

The proposed method uses trapezoidal and triangular 
membership functions. Triangular membership functions are 
used for intermediate values and Trapezoidal membership 
functions are used for border values and t by applying the 
fuzzification functions, crisp inputs are changed into fuzzy 
sets and then gathered with if-then rules to get the fuzzy 
output. The method of defuzzification converts the likelihood 
of fuzzy output into a crisp value showing a node's likelihood 
of becoming a cluster head. Once Fuzzy logic determines the 
likelihood of becoming CH, BS broadcasts its likelihood to all 
nodes.. The nodes advertise the probability value to its 
neighbors within the communication range. When no higher 
probability message is received by a node,  
it elects itself as CH.  
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The CH broadcasts its status to its neighbors. The nodes 
receiving the CH message, joins the cluster as cluster 
member. After the formation of clusters, cluster member 
sense the value and forwards to CH. CH receives the data and 
aggregates into a single packet. CH forwards the aggregated 
packet to BS via intermediate CHs. 

2. Two phase process is used to mitigate SF attacks. 
Here in this  work, the authors  are considering two phase 
process for mitigation of Selective Forwarding attacks. That 
are: 
Phase 1: Detection of Malicious node phase 
Phase 2: Diffusion of detected nodes from routing table   
The proposed protocol uses a forwarding mechanism 
 Sender Radio Range (SRR) It contains all nodes near to 
source. 
 Sender Feasible Candidate (SFC) It is the list of those nodes 
which are between source and destination and eligible to 
become next hop candidate. 
Phase1: Detection of SF 
Detection of malicious nodes is also two phases Suspect node 
detection: 
Step1: Each node sends a message with random non-existent 
dummy destination messages. 
Step2: Grey hole and Black hole nodes sends the rrep that it 
can transfer the data to destination. 
Step3: source node identifies the suspected Black and grey 
hole nodes. 
Step4: Source node sets deadline time to reach to the 
destination which is called expected latency. 
Step5: Source compares the latency of each route leads to the 
destination by expected latency and takes up next hop 
decision. 
Step6: If latency is more than expected such nodes or routes 
are identified  
Step7: Every node repeats this activity after every periodic 
interval. 
False Positive Phase: 
1.Node A and B both are in each other’s transmission range.  

All the nodes are physically identical. 
2. All the nodes are considered healthy & runs same process 
3. T=1 is equal to the average number of delivered packets 
(PDR). 
4. T= 2 was considered to be the average end-to-end delay of 
packets containing data. 
Phase 2: 
Step1: Source node checks for next hop in current routing 
path. 
As shown in following Fig 2. Let S be source and D be 
destination node. Protocol identifies two possible space 
regions originated by source. For example, in Fig 2, D is the 
destination node, S is the source node and A is a black hole. 
Node S is transferring data packets to node D across the path 
S, A,B,D. In our scheme, Node S only watches Node A that is 
the next hop; but doesn’t worry for Node 1 and Node 2 

 
Fig 2: Node Diagram 

 

Step2:  
if next hop is suspected node  
then goto  Step 3  
else  forward the packets  
end 
Step3: 
Each node should maintain an FPB (Forward Packet Buffer), 
that is a buffer for packet signatures. The algorithm is split 
into three parts: 
1) When packet is forwarded, it adds its signature to the FPB 
and overhears the detection node. 
Once the action is suggested that the subsequent hop forward 
the packet, the FPB will release the signature. 
3) The detection node should compute the eavesdrop 
frequency of its next hop over a fixed period of time and 
compare it to a limit.. 
The detection node will recognize the subsequent hop as a 
black or gray hole if the forwarding speed is smaller than the 
limit. The detection node would later prevent transmitting 
packets via this suspicious node. 
               Simulation Setup initial parameters: 

Tool NS 2.35 
Network 1200 X 1200 
Nodes 100 
Transmission Range 250 m 
CBR (constant bit   rate) 512 Byte 
Initial energy 8 joules 

IV. RESULTS AND DISCUSSION 

The simulation of the proposed method against a scenario 
with the attacks modeled is performed using the network 
simulator 2.35. In the work done, the author has proposed a 
new technique for the improvement of selective forwarding 
attack that is enhanced fuzzy path selection and when the 
results were compared to the existing Fuzzy Path Selection 
(FPS) method for the mitigation of selective forwarding 
attack [14], it was found that the proposed scheme gives better 
results as shown in the graphs below. Delay: The Delay is a 
very important factor. When network encounter any attack on 
the ongoing routing path. Then to mitigate the effect of gray 
and black of attack new routes are established for proper 
delivery of data. Here, in Fig 3 clearly shows that proposed is 
performed better than FPS 

 
Fig 3. Delay, Existing FPS v/s Proposed 
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Delivery Ratio: The Delivery ratio is a very important factor.  
Any network with malicious nodes always decreases the  
delivery ratio but we can see as mitigation the delivery ratio 
got improved our proposed protocol is getting higher delivery 
than FPS in the Fig 4. 

  
Fig  4.  Delivery Ratio, FPS v/s Proposed 

 
Throughput: This is the amount of data packets passed on 
from a start node to a goal node for each unit of time. The Fig 
5 shows the throughput achieved by both routing protocols. 
The throughput is improved as compared to FPS. The result 
clearly shows that throughput achieved in our proposed 
protocol is better  in comparison to others. With increasing 
number of nodes the value of throughput is also increasing. 

 
 

Fig 5.    Throughput, FPS v/s Proposed 
 

Dead Nodes: We can see that number of Dead nodes are 
decreased in proposed with comparison with FPS which 
describes the network lifetime improved in proposed. Fig 6 
clearly shows that with the enhancements in mitigation 
process of malicious nodes we can able to improve network 
lifetime 15%. 
                

 
Fig 6.    Dead Nodes, Existing FPS v/s Proposed 

V. CONCLUSION 

WSNs are vulnerable to many kinds of attacks as they serve 
up as an open network with restricted node resources. Also, 
owing to the open and dispersed character of the networks and 
the restricted resources of the nodes, they are also extremely 

vulnerable to attacks From the above work done, we can 
conclude that to mitigate the selective forwarding attacks in 
nodes in Wireless sensor Networks, the proposed enhanced 
FPS outsources the existing Fuzzy Path selection in terms of 
throughput, delay, delivery ratio and dead nodes. 
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