
International Journal of Engineering and Advanced Technology (IJEAT) 
ISSN: 2249-8958 (Online), Volume-8 Issue-6, August, 2019 

 

3066 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number F8651088619/2019©BEIESP 
DOI: 10.35940/ijeat.F8651.088619 
Journal Website: www.ijeat.org 
 

 
Abstract: The Internet of Things (IoT) is characterized as an 

approach where objects are outfitted with sensors, processors, and 
actuators which include design of hardware board and 
development, protocols, web APIs, and software systems, which 
combined to make an associated architecture of embedded 
systems. This connected environment enables technologies to get 
associated with different networks, platforms, and devices, 
making a web of communication which is reforming the manner 
in which we communicate with the world digitally. These 
connected embedded systems are changing behaviour and 
interactions with our environment, networks, and homes, and also 
with our own bodies in terms of smart devices. Security and 
privacy are the most significant consideration in the field of 
real-world communication and mainly on IoTs. With the 
evolution of IoT the network layer security in the IoT has drawn 
greater focus. The security vulnerabilities in the IoT system could 
make security risks based on any application. Therefore there is 
an essential requirement for IDS for the IoT based systems for 
avoiding security attacks based on security vulnerabilities. This 
paper proposed a fuzzy c-means clustering with brain storm 
optimization algorithm (FBSO) for IDS based on IoT system. The 
NSL-KDD dataset is utilized to evaluate and simulate the 
proposed algorithm. The results demonstrate that the proposed 
technique efficiently recognize intrusion attacks and decrease the 
network difficulties. 
 

Keywords: Internet of Things, Brain Storm Optimization, 
Intrusion Detection System, Fuzzy C-means clustering, Swarm 
Intelligence. 

I. INTRODUCTION 

Development of various technology domains like sensors, 
automated detection and tracking, embedded processing, 
broadband Internet connection, wireless transmission, and 
appropriated facilities has expanded the capability of 
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comprising smart devices into our day by day work over the 
Internet. The intersection of the smart devices and Internet 
which can interact and communicate with one another 
characterizes the IoT. This new model is perceived as a 
standout amongst the very significant in the Information and 
Communication Technology (ICT) industry for the following 
years. As indicated by Gartner Inc., by 2020 the IoT might 
have 26 billion units. Cisco Systems anticipated which the 
IoT will make $ 14.4 trillion because of the integration of 
expanded incomes and low expenses for organizations from 
2013- 2022 [1]. IoT relates to the basic thought of things, 
particularly regular devices which are accessible, detectable, 
addressable, locatable, over data sensing devices as well as 
controllable by means of the Internet, regardless of the 
communication implies (by means of RFID, wireless LAN, 
WAN, or different methods). IoT is an internet of three things: 
(1). Human to Human, (2) Human to machine/things, (3) 
Things/machine to things/machine, communication over the 
internet [4]. 

IoT devices are fixed with a group of sensors while 
likewise offering the way to develop a network connection, 
empowering the communication of the gathered data to a 
wireless node. IoT stands the network of vehicles, physical 
devices, structures and different things integrated with 
sensors, actuators, electronics, software and connectivity of 
network which enable these items to accumulate and 
communicate information. The word internet refers a 
distributed network and objects in the IoT sense could implies 
to the broad assortment of devices like electric clams in 
coastal waters, biochip transponder on farm animals, cars 
with internal sensors and heart monitoring implants. The IoT 
provides a broad assortment of smart devices all of which face 
the complexity of verifying total security. As the devices are 
for the most part so different in their heterogenic condition is 
often used as an optional and manufacture and owners alike to 
avoid adequate security controls. While the IoT will make life 
simpler, there are noteworthy security challenges in its 
utilization. Slow advancement and restricted 
commercialization have driven some industry observers to 
hop to call it as "Internet of No Things". At that point last the 
innovative developments caused it to defeat this name. 
Commonly it's confronting a lot of security issues it's 
presently called as "Internet of Insecure Things". Your 
information may be taken care of by an attack without safety 
efforts set up. Attackers could complete three various tasks, 
for example, task control, steal 
data and disrupt services [2]. 
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The three-layer architecture is an exceptionally 
fundamental design and satisfies the fundamental concept of 
IoT. It was developed in the beginning phases of 
improvement of IoT. The 3-layer architecture was the 
fundamental architecture. Because of constant advancement 
in IoT, it could not satisfy every necessities of IoT.  

In this way, researchers propose architecture with 4 layers. 
It has 3 layers like the past architecture, yet it likewise has 
another layer known as support layer. The four-layer 
architecture assumed a significant part in the advancement of 
IoT. There were likewise a few difficulties in terms of storage 
and security in 4-layer architecture. Researchers proposed 
architecture with 5-layer to develop the IoT safe. It has 3 
layers like past architecture whose names are application 
layer, transport layer, and perception layer. It additionally 
contains two additional layers. These new layers are business 
layer and processing layer. It is viewed as that the new 
proposed architecture can satisfy the prerequisites of IoT. It 
additionally can make the applications of IoT secured. 

 

 
Figure.1. Evolution of IoT Architectures [3] 

 
1.1 IDS 

Intrusion is a pointless or malignant action that is 
hazardous to nodes of sensor. IDS are utilized to monitor the 
network’s malignant traffic. It could perform as a second path 

of the barrier that could safeguard the network out of 
intruders. IDS could be a hardware or software tool. IDS 
could analyze and examine systems and user activities, 
identify signatures of familiar assaults and classify malignant 
network actions. The objective of IDS was to track the nodes 
and networks, identify different network interruption, and 
indicate the users about interruption. The IDS functions as an 
alert or spectator of network, it ignores damages of the system 
by producing an indication previously the aggressors start an 
attack. It could identify the external and internal attacks. The 
internal attacks were started withcompromised or malignant 
nodes which were the network segment during external 
attacks were propelled by outsiders who were started through 
the external network. The IDS identify the packets of network 
and decide if they were genuine usersor intruders. Three 
features of intrusion detection comprise: Monitoring, 
Analysis, Alarm and detection. The observing segment 
observes the traffics of network, resources and patterns. 
Detection and Analysis was a center module of intrusion 
detection that identifies the interruption as indicated by the 
predetermined algorithm. Alert section generates an alert if an 
intrusion is identified [3]. 

IDSs are assorted as Network-based (NIDS) and 
Host-based (HIDS)IDS. NIDS interfaces with at least one or 

more network sections and observes traffic of network for 
malignant actions. HIDS is connected to a computer and 
observes malignant actions happening inside the system. In 
contrast with NIDS, the HIDS analyzes not just network 
traffic as well as changes in file system, system calls; inter 
process communication, running processes, and application 
logs [1]. 

IDS are a security system that performs essentially in the 
IoT system’s network layer. IDS implemented for an IoT 

framework must have the option to investigate packets of 
information and produce responses continuously, determine 
packets of data in various IoT layers connect through various 
stacks of protocol, and adjust to various innovations in the 
IoT system. The IDS are intended to IoT related smart 
systems must work under restrictive states of less capacity of 
processing, quick response, large size information processing. 
In this manner, regular IDS might not be completely 
appropriate for IoT systems. Security of IoT is a consistent 
and major problem; along these, a recent comprehension of 
the vulnerabilities of security of IoT frameworks and 
advancement of relating moderation methodologies were 
needed [5]. 

II. RELATED WORKS 

Bruno B Z, et al., (2017) proposed a review about IDS 
analysis for IoT. They chose 18 articles in the literature which 
presented particular IDS plans toIoT or designed attack 
identification techniques for IoT which could be a segment of 
IDS. These articles were proposed in the year range of 2009 
and 2016. They presented taxonomy to classify the articles 
that depended on the accompanying qualities: identification 
technique, IDS placement technique, validation method and 
security risk. They acquired which the analysis of IDS models 
for IoT was as yet beginning. 

Sarika C and Nishtha K, (2019) proposed this article by 
concluding a study on the IDS against different attacks 
dependent on 6LoWPAN and RPL explicitly for IoT 
condition. They described about lot of security attacks done 
on IoT network and the mitigation techniques yet at the same 
time numerous attacks have not been assessed at this point. 
Thus, several researches were expected to moderate these 
attacks. Mohamed F E, et al., (2018) presented a complete 
review of the most recent IDSs intended for the IoT system, 
with an attention on the comparing techniques, features and 
systems. This work likewise provided profound knowledge 
into the IoT design, evolving security limitations, and its 
connection to the IoT architecture layers. This research 
exhibited that in spite of past analysis with respect to the 
design and execution of IDSs for the IoT model, creating 
proficient, dependable and solid IDSs for IoT-based smart 
conditions was as yet a critical undertaking. Key 
contemplations to the advancement of such IDS were 
presented as a future viewpoint in the conclusion this study. 
Suganthi and Usha, (2018) proposed a total review about the 
taxonomy, summarized and composed recent research results 
of the IDS in IoT.   
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Through this analysis, the authors were easy to distinguish the 
security loopholes emerging out of the data exchange 
technologies in the Internet of Things and furthermore get 
familiar with the different security attacks and attempts to 
deal with alleviate those attacks. 

Rabie A. Ramadan, (2017) presented a new Brain Storming 
Optimization Algorithm. The proposed algorithm utilized 
Fuzzy C-mean rather than K-mean in the clustering stage. 
Likewise, the proposed new BSO algorithm relied upon the 
predator/prey to escape the local optima. Also, the issue of 
Energy Topology Control in WSNs was comprehended by 
BSO and FBSO. Based on their verification of concept 
analysis, FBSO results appeared to be successful and 
outperformed the initial version of BSO. 

III. PROPOSED METHODOLOGY 

3.1 BSO 
The BSO is another sort of SI algorithm that depends on 

collective behaviour of the human, which is, the 
brainstorming procedure. It accepts the Brain Storming 
method that humans use. Individuals meet up thinking about a 
solution or more to an issue. They build up their concepts, 
share them, assess them, select the best concepts, after go for 
iterations. The brainstorming process goes for iterations to 
achieve a proficient solution for the issue close by through 
cooperation between individuals that are firmly related or not 
to the issue. This procedure demonstrated to be effective in 
consideration of real-life complex issues. 

In 2011, Yuhui Shi configured this technique for solving 
the optimization issues in various fields of science. The author 
considered the human as the most intelligent animal and 
adjusting his/her perspective should result effective solutions. 
As per Yuhui, two iterations brainstorming procedure 
partitioned into 8 steps condensed below. As can be seen, step 
6 performs as a divergence to the human from getting trapped 
in similar concepts. This procedure is converted into formal 
algorithmic procedures to be reasonable for optimization 
issues including generation process, clustering process, 
mutation and selector operators. The real BSO utilizes 
K-Mean as the clustering method. 

Brain Storming Process:  
Step.1: Get individuals from various backgrounds as much 

as possible.  
Step.2: Individual must produce many concepts according 

to the following rules:  
Rule.1: Suspend Judgment  
Rule.2: Anything Goes  
Rule.3: Cross-fertilize (Piggyback)  
Rule.4: Go for Quantity  
Step.3: Some individuals would be selected to be the 

owners of the issue to select the good concepts from the 
gathered individuals. 

Step.4: The selected concepts would be utilized as base for 
producing more concepts according to the similar rules 
indicated in step 2. 

Step.5: Repeat Step 3 to select the good generated 
concepts; 

Step.6: In any order select an object and utilize the tasks 
and aspect of the object as clues, produce additional concepts 

based on the rules; 
Step.7: Let the users select many better concepts; 
Step.8: By this step, we hope that good concepts are 

reached to be treated as a key to the problem in hand. 
Gaussian random values were combined to produce new 

individuals based on equation (1).  
    =    + ∗( , )          (1) 

Where,   - recently produced individual and     - 
selected individual to produce new one. ( ,)- Gaussian 
functions with variance   and mean  .  - contribution weight 
of Gaussian random value and calculated by equation (2). 

 =      ∗()   (2) 
Where, logsig() is the logarithmic sigmoid function, 

          - maximum count of iterations,           - current 
iteration value, k- constant for modifying the logarithmic 
sigmoid function slope, and rand()- random generator 
function that produces a number among 0 and 1. 

3.2 Fuzzy C-Mean Clustering 
FCM clustering is initially presented by Enrique, 1970. 

Fuzzy C-mean has been utilized in clustering, pattern 
detection, image processing and numerous different issues. 
The concept behind FCM is the fuzziness of effects every 
component in the information to various groups. Unlike the 
K-Mean algorithm where every component has a place just 
with a specific group, FCM relaxes this hard limitation to 
enable every component to have a place with numerous 
groups with a membership degree subject to the summation of 
all the membership degrees of each point to every cluster must 
be one. FCM utilizes a minimization function to segment the 
points or the datasets. In this way, the membership function U 
may have components among 0 and 1 with a summation of a 
data point is equivalent to 1 as given in condition (3). 

    (4) 
The objective/cost function is written as follows:  

2 (5) 
Where    value is in a range of [0, 1],  i is the center of a 

cluster i,    - Euclidian distance among the  i- cluster center 
and the j- data point, and m- weight exponent and its value is 
the range of (1, ∞). However, the constraints of  i and     to 
reach the required minimum are as follows: 

                 (6) 

     (7) 

Hence, FCM begins by initializing U as a membership 
matrix by random values satisfying equation (3). The fuzzy 
cluster centers c is then calculated utilizing equation (5). The 
cost function is then computing utilizing equation (4) and 
depends on its value the algorithm may stop, whether it is 
under certain value or the improvement from the past iteration 
is less than specific threshold. If there is a way for 
improvement, U is then evaluated utilizing equation (6) and 
the algorithm is repeated again. 
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3.3 Fuzzy Brain Strom Optimization Algorithm 
In this section, our proposed FBSO is presented. As can be 

seen from the previous sections, BSO depends mainly on the 
clustering and the algorithm K-mean clustering is used for this 
reason. K-mean clustering allows each idea to belong to only 
one cluster and the new cluster center is chosen based on the 
new cluster members/ideas. In BSO, the generated cluster 
center concept was treated with higher probability than 
different ideas in the cluster. Therefore, the global 
information of the work space is not fully utilized. 
Consequently, some of the good ideas might be lost due to the 
focus on the clusters centers [13 – 22]. 

KDDCUP99 and NSL-KDD were the regularly utilized 
data sets in IDS research. We utilized NSL-KDD dataset that 
was accessible in csv form to evaluate and validate the model. 
The dataset makes out of the attacks appeared in Table.1 and 
detected as a main attack in IoT system. As per the study of 
KDDCUP9, its latest form, NSL-KDD, malignant attacks in 
the NIDS could be characterized into the accompanying four 
primary classifications: 

DoS: when an intruder hinders genuine users' gateway to 
the provided system or service. 

Probe: when an intruder tries to just know data about 
objective network over host and network scanning actions. 

User to Root (U2R): while an aggressor tries to increase a 
constrained users' benefit to root access or super user (for 
example through stolen credentials or malware). 

Remote to Local (R2L): when an aggressor increases 
access of remote to a target system reflecting present local 
users. 

Table.1. Types of attacks in NSL-KDD dataset 
Types 

of 
attacks 

Sub Class 
(Attacks) 

New Sub Class 
(Attacks) 

DoS Back, 
Neptune, land, 
Smurf, 
teardrop, pod 
 

Mailbomb, 
Apache2, 
Process table 

Probe Imap, 
multhop, spy, 
phf, 
warezclient, 
ftp write, 
warezmaster, 
guess passwd 

Mscan, Saint 

U2R Buffer 
overflow, load 
module, perl,  
Rootkit 

Httptunnel, 
Xterm, 
Sqlattack, Ps 

R2L Ipsweep, 
portsweep, 
nmap, satan 

Sendmail, 
Snmpgetattack, 
Named, 
Xsnoop, Snmp 
guess, 
Xlock, Worm 

 
Hence the test set includes 17 new attacks excluded in the 

training set, we could assess the efficiency of the proposed 
technique in distinguishing obscure or exceptional assaults. 
The first dataset comprises records of 125,973 of train and 

records of 22,544 for the test, all through 41 features, for 
example, source bytes, protocol, signal, features, duration, 
destination bytes, and so forth. The traffic dispersion of 
dataset NSL-KDD has appeared in Table.2. At last, we utilize 
DoS, Probe, R2L, U2R attacks as intrusion attacks and 
training sets separately. 

Table.2. NSL-KDD dataset’s Traffic Distribution 
Traffic Training Test 
Normal 64378 9821 
DoS 42759 7854 
Probe 15616 2452 
R2L 985 2142 
U2R 50 188 
Total 123788 22457 

 
    (8) 

       (9) 

    (10) 

     (11) 

Accuracy was the level of true identification through every 
information cases; 
False alarm rate describes proportion of misclassified typical 
examples; Recall indicates how many of the attacks do the 
model return. Precision portrays how many of the returned 
attacks are right; TP: true positive, FP: false positive, FN: 
false negative, TN: true negative. 

Table.3. Results of Traffic Distribution of the dataset 
NSL-KDD with proposed method 

Attacks ACC FAR Precision Recall 
DoS 97.22 0.9 97.12 97.70 

Probe 96.89 0.8 97.37 96.40 
R2L 95.41 7.6 91.75 93.21 
U2R 95.68 1.9 96.20 96.97 
 
Table.3 represents the traffic distribution of the NSL-KDD 

dataset performed in terms of accuracy, FAR, precision and 
recall by using the proposed FBSO method and the related 
graphical plot is shown in figure.2. 
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Figure.2. Graphical Representation of Traffic 
Distribution of the dataset with proposed method 
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Table.4.Comparison of classification accuracy of the 
proposed method 

Method DoS R2L Prob
e 

U2R 

TANN 90.9
4 

80.5
3 

94.89 60.00 

BPNN 80.3
5 

89.1
2 

89.12 25.58 

FC-ANN 96.7
0 

93.1
8 

48.12 83.33 

FBSO 
(proposed) 

97.2
2 

93.5
1 

95.00 90.27 
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Figure.3. Graphical Representation of Classification 

accuracy of proposed method with existing methods 
 

Table.4 represents the classification accuracies of the 
existing methods and the proposed method based on the types 
of attacks in the dataset like Dos, R2L, Probe and U2R and the 
figure.3 demonstrates the graphical plot of the classification 
accuracies. 

IV. CONCLUSION 

BSO can efficiently process high dimensional and complex 
data, and the results of the classification are great. So in this 
work, the Fuzzy C-means with Brain Storming Optimization 
algorithm is proposed, fuzzy plays out several iterations to 
provide an optimal structure of network, BSO hence utilizes 
the acquired structure of the network as IDS system to attacks 
classification. Along these, confronting various attacks, the 
issue of how to choose a suitable network structure when 
utilizing optimization method for intrusion detection is 
settled, and in this manner, it enhances the classification 
accuracies and speculation of the system and decreases 
difficulties of structure of the network. Moreover, the 
algorithm with fuzzy and BSO model not exclusively could be 
utilized in detecting intrusion in the IoT yet, in addition, could 
be implemented to different conditions, for example, 
classifications and detection. For various sets of training, an 
optimal structure of network is properly created for 
classifications. In addition, for limited training sets, high 
accuracies of classification could likewise be accomplished, 
that discovers attacks with low-frequency in IDS. We 
considered to use different classifier to overcome the training 
and computational time and to increase the classification 
accuracy in future. 
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