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Abstract: Nowadays the amount of robberies and identity coercion 
has transformed into a huge issue. To keep up a key separation 
from these thefts and identity blackmail, a face affirmation 
structure must be developed. The Eigen-like features are used to 
stand up to ID and Eigen's estimation is used to go up against 
affirmation. With a particular true objective to achieve higher 
accuracy and reasonability, we use OpenCV libraries and python 
coding. Getting ready and unmistakable evidence is done in an 
introduced contraption known as Raspberry Pi. We proposing a 
method to offer more security to the Bank lockers. In the present 
and olden days, if anyone wants to open his bank locker then it 
has to pass security protocols. Only the manager has permission to 
open the bank safe locker. This system provides additional 
security for bank locker in case of any intruders. 
 
    Keywords: Identification, Face acknowledgment, Raspberry Pi, 
PIR sensor, Locking Security, Open CV, Sim800 GSM.IoT. 
 

I. INTRODUCTION 

The facial assertion headway is utilized to accordingly see a 
man through an automated picture. It is commonly utilized in 
security structures. The facial attestation will especially get 
data about the states of appearances. The essential favored 
perspective of facial certification is it sees every individual's 
skin tone of a human face's surface, similar to the touches of 
the eye gap, nose, get, so on this advancement may in like be 
utilized into an extraordinary degree decrease condition. 
Through Face pictures, we can find the individual particular 
check from a division without coming to or talking with them. 
Every person has precious accessories like gold, jewelry or 
cash. Both the bank representatives must need to give the keys 
to open the locker. There is the likelihood of losing the key 
which makes the framework unreliable. The framework can't 
coordinate with today quick pacing advanced world. The keys 
can be copied. 
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II. LITERATURE REVIEW 

Since there is a number of works have been finished utilizing 
raspberry pi models in advanced picture preparing the field. 
Like picture catching method in an installed framework with 
Raspberry Pi 3 Model B. Particularly the biometric get to 
frameworks like voice-based access, speaker  
acknowledgment, secret word key frameworks, independent 
face acknowledgment framework and so forth all utilizing 
Raspberry pi 1 show B or B+. Additionally the face 
acknowledgment framework is worked profoundly for the 
security reason and observation and figuring of various 
parameters like false dismissal rate and false acknowledgment 
rate are done as a viewpoint as non-living things, for example, 
savvy cards, plastic cards, PINS, tokens, keys are utilized for 
validation.  
One of the main disadvantages of a safe locker is that one can 
operate only during business hours and so you need to plan in 
advance if you want to operate the locker. You cannot take out 
any contents in case of an emergency. Normally, banks charge 
locker rent in advance for a specific period (for example, for 
one year).  
So, if you vacate the locker in the middle of the year, you 
don’t get back the refund. Sometimes you don’t get the locker 

size of your choice. You probably have to use a large locker 
when a medium sized locker can serve your purpose. 
However, the safety of bank lockers is a prime concern and 
one need to be extra vigilant. One should operate the locker 
regularly, as inactive lockers are prime targets of robbers. 

III. METHODOLOGY 

The genuine thoughts used to layout and model this 
passageway control structure is pushed data of scaled-down 
scale controllers and interfaces, like the Raspberry Pi 
preparing device is used and interfaced with different drivers 
close by application improvement to develop a work region 
application. As the world is propelling people are alarmed 
about the security of their having a place, information and 
themselves. We have picked a Raspberry Pi show B3 to use in 
our contraption. We have finished a lot of research, and 
examined segments in Different microcontrollers, like, cost, 
taking care of, and usability.  
The essential reasons why we have picked this specific 
segment are the high dealing with the farthest point, by and 
large ease, and its ability to change in different programming 
modes. The device uses Linux as a working system, which 
approaches incalculable and applications immaculate with it.  
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We have made figuring, for stand up to ID and affirmation for 
security. In this project, we are going to use PIR sensor for 
identifying the intruders and a monitoring section for 
measuring the Smoke and smoke levels inside the bank, 
because there may be a chance of robbers go through the 
Smoke and rob the bank in this situation the Smoke sensor 
will identify. 

IV. IMPLEMENTATION 

The Raspberry Pi 3 shown below has especially worked with 
the Broadcom BCM2837 System-On-Chip(SoC) joins four 
tip-top ARM Cortex-A53 process focuses on running 
at1.2GHz with32Kb Level one and 512Kb Level a few save 
memory, a Video Core IV plans processor, and is related with 
a 1GB LPDDR2 memory module on the back of the board. 
According to the affiliation sharp, the board should be 
prepared for sending data to and from the board rapidly. 

 
Fig 1: Model of Implementation  

 
Fig 2: Raspberry Pi 3 Model B 

A. Webcam 

"Webcam" infers the improvement all around; the hidden 
segment of the term ("web-") is as frequently as conceivable 
displaced with a word depicting what can be seen with the 
camera, for example, a net cam or road cam. Webcams are 
video getting contraptions related with PCs or PC systems, 
routinely utilizing USB or, in the event that they interface with 
structures, Ethernet or Wi-Fi. The subsequently moved 
information is inferred as an automated video stream, or 
essentially more reliably, fundamentally video stream. 

 

 
Fig 3:Webcam 

B. GSM Module SIM800 

The GSM ensure by techniques for Microcontroller to 
send/receive messages or get calls unclear to a telephone 
through impacting usage of a SIM to the card of any 
framework provider. We can do that with the guide of 
associating the GSM gatekeeper to the given Microcontroller 
board and a while later interfacing with a SIM card from any 
director that shows the GPRS assurance approach. The shield 
uses using a radio modem by the undertaking, SIM Comm. 

 
Fig 4: GSM Module SIM800 

C. PIR SENSOR 

The PIR Sensor module enables you to detect movement. It is 
quite often used to identify the movement of a human body 
inside the sensor's range. It is frequently alluded to utilizing 
"PIR", "Pyroelectric", "Passive Infrared" and "IR Motion" 
sensor. The module has a locally available pyroelectric 
sensor, molding circuitry, and a vault formed Fresnel focal 
point. The PIR sensor module gives a yield "HIGH" when a 
human body is recognized inside its range and a programmed 
Delay "LOW" when the body leaves its range. The defer time 
is movable utilizing the potentiometer ready. The base defer 
time that can be set is 5 seconds and a limit of 200 seconds. 

 

Fig 5: PIR Sensor 

D. Gas Sensor (MQ2) 

This module is valuable for Gas spillage location (home 
and industry). It is reasonable for distinguishing H2, LPG, 
CH4, CO, Alcohol, Gas or Propane. Because of its high 
affectability and quick reaction time, estimation can be taken 
as quickly as time permits. The 
affectability of the sensor can be 
balanced by potentiometer. 
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Fig 6: LPG Gas Sensor MQ2 

 

E. Smoke Sensor (MQ3) 

This is a simple to utilize minimal effort semiconductor 
Smoke sensor Module with simple and computerized yield. 
This module utilizes MQ3 Smoke sensor as a Smoke 
detecting component. It requires no outer segments simply 
plug in Vcc and ground pins and you are prepared to go. For 
Digital yield the threshold value can be easily set by an 
on-board potentiometer. Utilizing this module you can 
without much of a stretch interface MQ3 sensor to any 
Microcontroller, Arduino or even Raspberry Pi. 

 

 
 

Fig 7: LPG Smoke Sensor MQ3 

F. Face Detection 

All Face disclosures are a PC advancement being used in a 
combination of uses that recognizes human faces in 
mechanized pictures. EIGEN Cascade Eigen-like features are 
propelled picture features used being referred to affirmation. 
They owe their name to their instinctual likeness with Eigen 
wavelets and were used in the essential continuous face 
identifier. Here we will work with go up against ID. 
 

 
Fig 8: Eigen feature 

G. Face Area using EIGEN Faces classifiers 

 
The cutoff of this module is to pick where in a photo a face 

is found. The face confirmation module works by analyzing a 
photo at different scales and scanning for a couple of clear 
portrayals that display the closeness of an appear in within 
and presented at a uniform size. 

 
Fig 9: Eigen vector 

Face perceiving affirmation fathoms where in a photo a face is 
found. The face perceiving affirmation works by inspecting a 
photo at explicit scales and checking for some straight 
forward designs that see the proximity of a face. To know the 
status we need to raise an interest by pummeling the interest 
jump on entering the versatile number, by then a message is 
sent to that limited number which is researched by the 
controller through GSM module, after that the controller 
sends the store status and specific data regards to the cloud 
through the GSM module. 

V. IMPLEMENTATION 

In below figure 10 exhibits that the flowchart of the face gets 
and affirmation process, at the beginning stage the endorsed 
individual precedes camera. The camera module will get the 
face picture with current stances. The got face of current 
stances makes a database of the endorsed individual and 
stores. If the PIR sensor activated the location will be sent to 
the control section and also sends some snaps which are took 
from the camera. And Smoke and smoke a value also 
monitored and if it is exceeded then the alert message will be 
sent. If an intruder is detected the door will be closed. 

VI. RESULT  

Incorporating highlights of all the equipment parts utilized 
have created it. Nearness of each module has been 
contemplated out and set cautiously consequently adding to 
the best working of the unit. With the assistance of developing 
innovation, the module has been effectively actualized. The 
made arrangement is unassuming, quick, and astoundingly 
solid and gives enough adaptability to suit the necessities of 
various structures. 
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Fig 10: Flow Diagram 

 
Fig 11: Hardware Model Setup 

 
 

Fig 12: Camera Capture Database 

 
Fig 13: Mail Notification, ifthe person matched 

 
Fig 14: Mail Notification, If Any Intruder Identified 

 
Fig 15: SMS Alert, If Any Intruder/Unauthorized 

Identified 
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VII. CONCLUSION 

The arrangement of the face affirmation system using 
Raspberry Pi can make the smaller, lighter and with cut down 
power use, so it is more profitable than the PC-based face 
affirmation structure. In light of the open source code, it is 
increasingly freed to do programming enhancement for 
Linux. We use EIGEN count for the face affirmation and 
revelation process. Moreover, send a security prepared 
message to the Authorized person. A face recognizable proof 
system using Raspberry Pi was delivered. The structure was 
altered using Python programming vernacular. Real-time 
stand up to recognizable proof and face acknowledgment 
from specific pictures, for example, Challenge affirmation, 
was finished. The capability of the structure was destitute 
down similarly as face area rate. The examination revealed 
that the present structure exhibits fabulous execution 
capability and can be used to stand up to area even from 
low-quality pictures. 

VIII. FUTURE SCOPE 

Using raspberry pi the present endeavor can be modified by 
an Infrared camera interfacing it will, in general, be used in 
Smart Surveillance Monitoring security structure which any 
kind of open security is using Living body acknowledgment 
or spying, Also it will, in general, be used in Attendance 
course of action of the class, Also some critical applications 
can be completed using interfacing of Raspberry Pi and 
Arduino UNO board like sensor utilization of smart-card 
swapping, finger vicinity, alcohol distinguishing proof, 
cultivation moistness recognizing, Temperature figuring out 
making utilization of internet server, and a couple of 
additional. 
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