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 
Abstract: Wireless local area networks (WLANs) are growing 

very rapidly in recent years. With the growing popularity of the 
wireless network, risk of security attacks associated with wireless 
network is also growing. Access Points (AP) are used in many 
public places like airport and hospitals to provide the users 
internet facility. Due to the open nature of the wireless networks, it 
is vulnerable to many different types of threats. Main wireless 
threats are eavesdropping, man in the middle attack and evil twin 
attack etc. In this paper one such threat MITM (Man in the 
Middle Attack) is discussed. In this case attacker creates a Rogue 
Access Point (RAP) using the same parameters as that of original 
AP of the network, with the help of software. We propose a 
methodology to detect the MITM attack. Our algorithm use 
combination of RSSI (Received Signal Strength Indicator) value 
and sequence number for detecting this attack.  
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I. INTRODUCTION 

Wireless networks are growing rapidly. Main advantages of 
using wireless networks are portability, flexibility and ease of 
using. But with the growth of wireless network risk of security 
attacks are also growing rapidly. Security of wireless network 
is a great concern for many years. Due to the broadcasting 
nature of the WLAN, it is vulnerable to many threats [1]. One 
common threat to the wireless network is rogue access point. 
A rogue access point is a fake access point installed by an 
attacker to sniff the wireless network traffic. Main attention of 
the attacker is to harm the business of the organization. It is a 
very common method used by the attacker to intercept the 
sensitive and confidential data.  A rogue access point can also 
used to carry out the MITM attack. It is very simple and 
inexpensive to setup a rogue AP [2]. Main threats which are 
caused by the MITM attack are highlighted below. Data 
Theft: One use of MITM attack is intercepting information 
related to organization. By passive sniffing an attacker is able 
to get the information related to network users. Attacker is 
able to get the information related to user's IP address. In 
some cases where the network is poorly configured attacker 
can steal sensitive information such as username and 
passwords.  
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Free Internet: Once MITM attack is successful, attacker can 
use the organization's Internet facility at free of cost. It can 
also be used for criminal purposes. DoS Attack: RAP can be 
used by the attacker to flood the network with useless packets. 
It can also launch DoS attack to bring down an organization's 
network. Main examples of DoS attacks are ARP poisoning, 
Session Hijacking and IP spoofing [3]. There are many tools 
available over the Internet for launching such kind of attacks. 
Email Hijacking: With the help of MITM attack an attacker 
can also target email accounts of a financial organization. If 
an email account is hijacked, attacker can monitor the detail 
of a transaction. Session High-jacking: With the help of this 
attack, an attacker can hijack the session. Attacker can steal 
the cookie. Cookies are small piece of information that makes 
the web browsing easy. It contains useful information such as 
location, login credential or any online activity. If an attacker 
is able to get the login cookie, then he or she can log into the 
account and can take user’s identity [4]. Therefore, a RAP is a 

very serious threat to the network security.  

II. PROBLEM STATEMENT (MAN IN THE MIDDLE 

ATTACK) 

In a wireless network, AP is used to connect the clients to the 
local area network. It can be connected to the server through 
wires or without wires.  AP is used to transmit data between 
the client and network. In a normal scenario (Fig.1) it is clear 
that client is directly connected to AP. But in case of MITM 
attack attacker insert himself/herself between the valid AP 
and user. Therefore attacker is able to intercept data, receive 
data and send it back. Attacker can also modify data before 
sending it to the network. 
 

 
 

                     Figure 1.  MITM Attack. 
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III. LITERATURE REVIEW 

In paper [5] authors analyzed this attack with the help of 
mathematical model. Then they gave the relationship between 
the two communicating nodes and the attacker. They analyzed 
the relationship among these with the help of mathematical 
logical operations and propositions. This model tells whether 
a given system is vulnerable to this attack or not. They also 
suggested a defence model to remove the vulnerabilities. In 
paper [6] authors discussed MITM attack when there is 
internetworking between 3G network and WLAN network. 
They discussed the vulnerability present in the gateway which 
is used to transfer the protocol. Packets are vulnerable during 
the protocol transfer. Authors in the paper [7] gave a practical 
method to determine whether a given user is connected to an 
authorized access point or not. They used client devices for 
scanning rogue access point. They proposed that this method 
can detect evil twin attack as well as MITM attack. According 
to authors [8] Transport layer Security (TLS) is main building 
block for network security and it is used in virtual private 
networks. Here main procedure is authentication and key 
exchanging. But insecure keys can lead MITM attack in VPN 
also. Authors [9] proposed a novel method to detect MITM 
attack. They analyzed Round Trip Time and Received Signal 
Strength. Then they used statistical measures to detect the 
MITM attack. But limitation of this method is that RTT 
values and RSSI values can be affected by many other 
parameters. Han et al. [10] have proposed client centric 
approach for detecting RAP.  It uses Round Trip Time (RTT) 
between DNS server and user for checking RAP.  Limitation 
of this approach is RTT can be affected by many factors such 
as location of DNS server, data transmission rates, 
interference from other packets which can change the RTT 
values. Yang et al. [11] have proposed Evil twin access point 
detection technique from user side. Authors proposed two 
statistical anomaly detection algorithms, Training Mean 
Matching (TMM) and Hop Differentiating Technique (HDT).  
This method is time consuming. The trained knowledge of 
one network is not applicable to another network. Further this 
method will not work properly if remote servers are not 
available. Kim et al. [12] have proposed a method which use 
received signal strength (RSS) values. These values are 
normalized for getting accuracy. Main limitation of this 
method is that it only focuses on moving client devices. 
Gajbhiye et al. [13] have proposed cluster analysis of RSS 
values for detecting the spoofing attack. Authors used Mean 
Shift algorithm for cluster analysis. L. Rahman et al. [14] have 
proposed SALT-HASH algorithm for detection of MITM 
attack. But limitation of this method is that it is applicable 
only after exchanging SALT messages. Zhanyong Tang et al. 
[15] proposed a method to detect MITM attack in case of 
smart homes. They also used RSSI values for the detection of 
this attack. Authors [16] proposed a method which uses 
sequence number for detecting the MITM attack. 

IV. ARCHITECTURE 

The test bed for the MITM attack is shown in Fig. 2. In this 
study test bed consist of wireless network, an AP, a client 
device and an attacker machine. A server for monitoring and 
scanning wireless traffic is also used. Initially attacker scans 

the wireless packets for gaining important information of 
clients, wireless traffic and access points and launches the 
MITM attack. 
 

 
 

Figure 2. Test Bed for detection of MITM Attack. 

V. RESEARCH METHODOLOGY 

A. Design  

The system has two modules- i) For computing average 
strength of packet sent by the original access point and ii) for 
detecting the rouge access point in the monitoring area (Fig. 
3). The system has a packet queue that captures all the packets 
in the area and insert into the queue. Initially when the system 
is turned on, the strength computing module will start and it 
collects packets to detect the signal strength of the given 
network in the form of various parameters.  After acquiring 
the information, the system starts its detection module for 
intrusion detection on the system. There are two methods for 
RAP detection: i) Access Point with same SSID but different 
MAC. ii) Access Point with same SSID and MAC address.  
Detection of the first attack is easy as you can capture the 
packets and easily scan for the threat. For second type of 
attack, the system uses two parameters; one is packet 
sequence number and second is packet signal strength. The 
sequence number of fake AP in most cases will generate the 
sequence number that will not match with the original AP’s 

sequence number and the system check for the arbitrary 
number in sequence to detect that. If the attacker manages to 
change the sequence number to the original one, the system 
will detect attack on the basis of signal strength as for a 
successful attack, the signal strength of fake AP has to be 
greater than the original AP.  
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                  Figure 3.  Research Methodology. 

B. Working  

When the WIDS starts operating, it starts capturing all the 
802.11 frames and dissects and inspects the packets. Along 
with these tests the WIDS also maintains the logs of these 
packets for future studies. It also keeps track of all the 
neighboring BSSID, SSID, RSSI values and Channel number. 
If the WIDS detects an attack during scanning it generate 
alerts and maintains the details in the LOG files. 

C. Detection of Attack 

Main parameters which are considered in our algorithm for 
the detection of this attack are i) Sequence Number ii) Signal 
Strength  i) Sequence Number :  When a packet comes from a 
higher layer to MAC layer, a sequence number is given to the 
packet. If an in- coming packet is very big then it is split into 
multiple parts called fragments, and a fragment number is 
given to fragment number field. Fragmented frames contain 
same sequence number with different fragmented value [17]. 
ii) Signal Strength:  RSSI value is a received signal strength 
value indicator, which tells how well client device can receive 
signal for the near access point. If this value is good enough 
then there is good wireless connection [18]. 

VI. RESULTS AND DISCUSSIONS 

In normal case when there is no attack on the network, there is 
change in the sequence value as the new packet comes into the 
network (Fig. 4). But in case of attack mode there is no change 
in the sequence number value of the incoming packets. As 
shown in the Fig. 5. As the new packets are coming into the 
network there is change in the frame value of the packets but 
the sequence number of each new packet remains the 
same.

 

      Figure 4. Change in sequence number with frame number. 

 
Figure 5.  No Change in sequence number in MITM attack. 

Fig. 6 given below shows the frame number and its sequence 
number of a captured packet.  

 

        Figure 6. Frame Number and Sequence Number. 

Fig.7  shows the next frame with sequence number. 

 

Figure 7. Frame Number and Sequence Number of Next Frame. 

But nowadays a number of free tools are available on the 
Internet with which attacker can change the sequence number 
of the captured packet. Changed Sequence number of these 
frames is shown in Fig.8 and Fig.9. 

  

Figure 8. Frame Number and Changed Sequence Number. 
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Figure 9. Changed Sequence Number of Next Frame. 

Therefore considering this parameter alone is not sufficient 
for detecting this attack. Some algorithm use RSSI value for 
the detection of RAP.  But problem with RSSI value is that it 
can be changed by a number of factors e.g. interference, noise 
or home appliances. In normal scenario graph between RSSI 
value and Sequence number is shown in Fig.10. From the 
graph it is clear that the RSSI value of the AP remains mostly 
-64 dBm.  

 

Figure 10. RSSI value of a valid AP. 

Fig. 11, 12, and 13   shown below show the change in the 
RSSI values due to air. These snapshots are taken from the 
same location. Fig. 11 shows a number of AP active within the 
same location. 

 

 

Figure 11. RSSI value of valid APs within a location. 

 

                 Figure 12. Change in RSSI values of AP.  

 

Figure 13. Change in RSSI values. 

Fig. 12 and 13 shows the change in the RSSI values of valid 
APs due to the air. Therefore sequence number alone or RSSI 
value alone cannot be used to detect the RAP as it will 
increase the number of false positive. So we suggest a new 
algorithm which will use the combination of these two values. 
Flowchart of the suggested algorithm is given below (Fig.14).  

 

Figure 14. Flowchart for the proposed solution 

Extensive experiments are conducted to study the behavior of 
nodes under normal as well as under MITM attack conditions.  
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We have tested our algorithm for five clients and it 
successfully detected the MITM attack.  Result of detecting 
the MITM attack using our algorithm is shown in Fig. 15, 16 
and 17. Fig.15 shows the result of our algorithm when there is 
no attack on the network. 

 

Figure 15. When there is no MITM attack. 

Fig.16 and Fig.17 shows the result in case of MITM attack.  

 

Figure 16. When there is MITM attack on one client device. 

 

Figure 17.  MITM attack on the other client. 

Memory usage of our algorithm is shown in Figure 19 and 
Figure 20. 

  
Figure 18. Memory used by proposed algorithm. 

 

Figure 19. Average memory consumption by the proposed method.   

VII. CONCLUSION 

In this paper, we described a lightweight solution for 
detecting MITM Attack. The combination of two parameters 
i.e. sequence number and RSSI value are used to detect this 
attack. Taking these parameters alone can increase the false 
positives as these two parameters can be changed easily.  
Sequence number can be changed by the free tools available 
on the Internet and RSSI value depends upon a number of 
factors. 
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