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Abstract: The article is devoted to problems of international
legal relations regulation in the field of cooperation between law
enforcement authorities. The principal focus is laid particularly
on police cooperation that givesthe edgein countering the current
challenges to national and global security. The meaning of such
cooperation as an object of international legal regulation is given
a thorough analysis. The main perspectives of implementing the
international police cooperation are determined in view of the
existing threats to the security environment as well as by taking
into account the transboundary nature of criminal behavior. The
process structure of the international legal relations regulation in
the sphere of police cooperation isaddressed. It isshown that such
regulation is based on the needs of the countries’ national
security, but with due regard to national legislation. The latter
settles two problems outright: preventing the restriction of
national sovereignty and ensuring maximum legality in the
criminal prosecution process. The character and emphasis of
international legal relations regulation in the sphere of police
cooperation were determined. It is emphasized that such
regulation includes separate methods of international,
administrative and criminal procedural law. Thus, it is concluded
that the development of a separate branch of law isa prerequisite,
especially in the legal doctrine of international police law. This
will ensure the effectiveness and efficiency of international law in
the national legal system.

Index Terms. International legal regulation,
cooperation, I nterpol, Europol, state regulation.

police

I. INTRODUCTION

Globalization in socio-economic and socio-political
processes implies the expansion onto the new levels of
intergovernmental cooperation and collaboration. It is not
only economic relations that require coordination as the
market is self-regulated, but democratic principles of
building a society involve expanding the boundaries of free
operation and reducing the administrative pressure from the
state. But the importance of coordination is undeniable as
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regards the legality observance and steadiness of
socio-economic  relations development. Reducing the
guantity and rigidity of permitting procedures and state
regulation, expanding the international trade opportunities
and the movement of goods and services, finance and labor
resources — al of the above have one important negative risk
— the transnationalization of crime. Currently most criminal
structures and groups use modern technologies and methods
of committing crimes that are almost entirely digitalized, and
the nature of the criminal structures interaction has almost
completely transformed into a virtual one. On the one hand,
this factor complicates the work of the law enforcement
authorities, but on the other — it puts into force their
cooperation at the interstate, regional and global levels. At
present police cooperation is one of the key forms of
international activity, and the fact that national security of
many countries depends on its quality and efficiency
actualizes the evolution intensification of international legal
regulation of thisinternational relations sector. Authorsin[1]
claim that the academic interest in transnational activities of
the police began to emerge only in the late 1980s, and this
gave a powerful high-grade impetus to enhance such
cooperation. Firgt, it has bureaucratized police cooperation to
a certain extent; and, second, has created the necessary
methodological basis for the implementation of cooperation
[1]. In [2], elaborating the problem of intensifying the
international police cooperation, researchers actively
promote the need for the institutionalization of such
cooperation. According to [3], such institutionalization
should not only take place within Interpol, because in view of
the development and transformation of international forms of
crime, police cooperation requires amore contact interaction,
even the execution of the joint police operations. In the
opinion of [4], [5], such intensification and the need to
reconfigure the forms of cooperation require globalization
and unification of the process of transnationa police
personnel training, aswell as conducting transnational police
training as an element of cooperation between countries in
the global security framework. The same conclusion was
drawn in [6], which was based on more than 150 years of
experience in international cooperation in the field of
coordinating police operations. The researcher actualy
arrives at the conclusion about the need to intensify and
develop new forms of police co-operation [6]. We share the
point of view of these researchers to the full extent, however
we suggest that attention should be paid to the presence of
certain risks in this context, in particular, that the further
globalization of police cooperation undermines the notion of
state sovereignty.
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The center stage of control and legality of international
cooperation and the activities of the police agencies of other
states on the territory of a particular country is being shifted
towards internationalization. In other words, a gradual
transition from internal to external security controls from the
national government to international police agencies or
organizations is underway.

Author in [7] explains this by the emergence of new forms
of crime that can not be overcome within a single country,
and the lack of cooperation between the police authorities of
different countries will make it eventually impossible to
handle the problem of spreading such crime. What is
involved here is in particular terrorism, Islamic
fundamentalism and religious extremism. Authorsin [8] also
support the standpoint, that dealing with the problems of
extremism and terrorism spread is impossible due to national
legidation and the operation of the national police. If we
address the nature of international police cooperation, it can
be seen that it refersto the interaction of several police actors
of different national subordination in order to exchange
intelligence, conduct investigations and detain suspects. One
can even state that international police cooperation is the
driving force through which anticrimina intelligence
advances through national and geopolitical borders in order
to overcome and prevent criminal effects. In this connection,
in [9] emphasizes the need for regionalization and
globalization of police cooperation. As in [10] points out,
international cooperation is in fact the only opportunity to
overcome and prevent global crime, such as terrorism.
Researcher [11] substantiates the agenda of antiterrorist
activity and the need for international cooperation inthefield
of overcoming it, but the researcher exemplifies this on
particular cities, which imparts a practical significance to his
conclusions. Authors in [12] note, that global criminal
activity is constantly transforming, acquiring the features
which on the one hand decriminalize it, and on the other
hand, further undermine socio-political and socio-economic
processes. Therefore, recently the issue of information
exchange intensification between the police agencies of
different countries is being updated in the scientific
community. Such a point of view, in particular, is supported
in [13]-[15]. Scientists in [16] developing this thesis, draw
attention to the need to elaborate new mechanisms for
international legal regulation of police cooperation, which in
particular would encompass the Internet and digital crime.
This above standpoint is also supported by [17].

However, there is an area of research that examines the
need for optimization and harmonization of international
legal and regional regulation of police cooperation to
overcome such manifestations of international crime as
cyberterrorism and global financial fraud against the
legalization of assets acquired by crime. In particular, thisis
stated by [18]. Globalization and digitalization of police
cooperation are necessary, since it makes possible, among
other things, to provide the legal status of evidence for the
information collected abroad or by the other countries’
police. This information enables to identify a specific
offender and identify specific criminal groups. The
information exchange provides opportunities for developing
strategies for combating crime and identifying the resources
necessary for carrying out the complex operations that often
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require the formation of international police teams [19].
Thus, we conclude that there is a number of well-established
points of view that can be presented as hypotheses of
scientific research: first, the current state of international
legal regulation of police cooperation needs to be improved
with an emphasis on strengthening international
collaboration; and second, there is a steady need for
internationalization of such cooperation in order to
effectively combat international crime, and in particular such
forms as extremism and terrorism. There is another
hypothesis though, that requires the transformation of
modern international legal regulation of police cooperation,
shifting the emphasis onto the regional level with enhanced
opportunities for police operations on the territories of other
countries.

Taking into consideration all of the above, it seems
expedient to formulate such research objectives as defining
the present-day character and deficiencies of the international
legal regulation of international police cooperation and
suggesting the ways to eliminate them by expanding the
potential of regional police cooperation by way of applying
more specific forms than the information exchange.

II. MATERIALSAND METHODS

An extensive system of international acts regulating
relations in the field of cooperation between police
authoritiesis laid at the basis of the study, in addition to the
array of modern researchers’ works on the identified issues.

In particular, the Convention adopted pursuant to Article 3
of the European Community Treaty establishing the
European Police Office (Europol Convention) [20] isstudied;
Genera principles for the organization of the International
Criminal Police (Interpol) [21]; the Interpol Constitution of
1956 [22]; Council Decision 2008/615/JHA on enhancing the
cross-border cooperation, in particular in countering
terrorism and cross-border crime dated June 23, 2008 [23];
Council Decision C 2008/616/JHA on the implementation of
Decision 2008/615/JHA on advancing the cross-border
cooperation, particularly in battling terrorism and
cross-border crime daed June 23, 2008 [24];
Recommendation No. R (87)15 of the Committee of
Ministersto member states regulating the use of personal data
in the police sector [25].

A special attention isalso paid to international legal actsin
thefield of regulation of the information and analytical aspect
of international police cooperation. In particular, it examines
the Council Decison No. 2007/533/JHA on the
establishment, operation and use of the second generation
Schengen Information System (SIS 1) dated June 12, 2007
[26]; Regulation (EC) No. 1986/2006 on the access to the
second generation Schengen Information System (SIS 11) by
the services of the Member States responsible for issuing
registration certificate vehicles dated December 20, 2006
[27]; Regulation (EC) No. 1987/2006 on the establishment,
operation and use of the second generation Schengen
information system (SIS I1) dated December 20, 2006 [28];
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Decision of the Commission (EC) 2017/1528, which
replaces the Annex to the Implementation Decision
2013/115/EU on the SIRENE Manuad and other
implementing measures for the second generation of the
Schengen Information System (SIS |1) dated August 31, 2017
[29].

The conclusions drawn from the results of this study and
the following provisions are made possible by the application
of abranched system of scientific methods. In particular, the
methods of system and structural analysis were widely used.
The methods of lega modeling allowed determining the
perspective directions of international legal regulation of
police cooperation, and the method of formal-logical and
axiological analysis revealed the essence and vaue
orientations of the formation of international legal regulation
in this area. Besides, the important findings were obtained
due to contrasting, comparison and incorporation of
international legal acts and methods of international legal
relations regulation in the field of cooperation between law
enforcement (police) authorities.

1. RESULTS

While analyzing an array of international legal actsin the
field of cooperation of police agencies, it is expedient to draw
anumber of conclusions, which incidentally do not verify the
hypothesis we propose to unify the lega regulation of the
activities of police agencies at the national level.

The first conclusion concerns the direct nature and
structure of the international legal regulation. In particular,
we mean the possibility of diversifying the relevant
international legal acts only on the ground of the regulation
level (globa vs regional) and the subject of the publication
(international organization vs regional organization). In our
opinion, the classification of the sectoral features of
international legal acts is inappropriate, since the
overwhelming majority of them encompass, by their
international legal regulation, several areas of cooperation
between the police departments of different countries. But
considering the classification of international actsin agiven
area by the level of regulation: globa vs regional, we
conclude that there are two parallel goals. Thefirst oneisto
overcome the global challenges and risks that the police have
to face and battle. The second goal is to create a transparent
security environment at the level of aregional association, an
economic union, an association, etc. in order to overcome the
spread of crimina influence on public, legal, and
socio-economic processes. International cooperation in the
field of collaboration between police agencies involves the
creation of a specific information and analytical space, which
mainly involves the information exchange as well as the
analytical and methodol ogical support for theinvestigation of
crimes that violate both international law and the national
legidation of the countries taking part in such cooperation.
However, as demonstrated by the research of modern experts
and speciaistsin thefield of international police cooperation,
there is an urgent need to expand the list of regulatory
mechanisms and to include those that can provide direct
execution of operational searches of foreign police agencies
in the territory of the third countries with the participation of
police authorities of these countries. In fact, such a model
exists within the framework of organizations Interpol and
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Europol, but their legal regulation requires clearer and more
transparent rules for the organization of interaction with the
national police authorities.

On the other hand, considering the international legal
regulation when taking into account the system of acts and
norms of these organizations, one should speak not about the
supranational law and the unification of the national, but
rather on the opposite — about the existence of the national
legislation in the field of regulating the activities of the police
authorities and the system of international acts that would be
based on and proceed from the terms of regulation stipulated
by the national legislation. From this angle, the structure of
theinternational legal regulation of police cooperation can be
represented as follows (Fig. 1).

The essence of the mechanism we propose is that the
national legal acts are the starting point for the formation of
international legal acts. It iswithin the framework of regional
police cooperation organizations, is transformed into certain
unified models and methods of cooperation, which at the
global level acquire the characteristics of organizational and
legal support.

For example, the national legidation of the EU states
determines the procedure for prosecution and the method of
organizing the law enforcement intelligence operations.
Having united in Europol, and within Interpol, European
countries have developed unified approaches to police
cooperation, as reflected among other things, in the form of
information and analytical and methodological cooperation.
Such cooperation is governed by relevant international
instruments, in particular  Council Decison No.
2007/533/JHA dated June 12, 2007 about the establishment,
operation and use of the second generation Schengen
Information System (SIS |I1) [23]; Regulation of the European
Parliament and of the European Union Council No.
1987/2006 dated December 20, 2006 on the establishment,
operation and use of the second generation Schengen
Information System (SIS 1I) [26], etc.

This approach demonstrates the importance of the lega
determination of all the cooperation procedures without any
exception and bringing them into line with the requirements
of the current national legislation, since criminal prosecution
and criminal proceedings are conducted under the national
law, and therefore the evidence base is gathered in the
process of international police cooperation, and other aspects
of the criminal case must comply with the requirements of the
national legidation.

This conclusion, in our opinion, reveals such feature of the
international legal regulation of police cooperation as the
existence as an organizational and methodological provision
for the conduct of investigative, intelligence and operational
activities in the crimina prosecution, as well an
organizational and methodological support for a set of
actions on prevention and combating al forms of crime
without exception, constituting a regional and global threat.
In other words, the nature of international police cooperation
can be represented as follows (Fig. 2).
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Figure 1. The process structure of the international legal relations regulation in the field of cooperation between law
enforcement (police) authorities.
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Figure 2. The nature and emphasis of international legal relations regulation in the field of cooperation between law
enforcement (police) authorities.

Hence, we arrive at the second conclusion: the main
emphasis of international legal relations regulation in the
field of cooperation between law enforcement (police)
authorities should be directed at providing the adequate level
of legitimacy to the evidence obtained as a result of such
cooperation. This means that the legal field created at the
international or even regiona level can not intrinsically
incorporate the tools and mechanisms of legal regulation
regarding the procedure of collection and use of the evidence
base. Similarly, international legal acts can not unify thelegal
mode of the evidence base. On the other hand, they can create
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the necessary amount of organizational, lega and
methodological support for such processes as joint actions;
monitoring and crime prevention; information exchange.
Whereby under joint actions we mean not the gathering of
evidence, but specific police actionsin the area of countering
and overcoming extremism, terrorism, fundamentalism, etc.
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The body of the above makesit possible to draw the most
important conclusion regarding the nature of international
legal relations regulation in the field of cooperation between
law enforcement (police) authorities. It relates to the subject
matter of the methods and content of legal regulation to the
administrative law, or namely to its separate special field —
international police law. This branch of law is not familiar to
most countries in the sense that it does not have an
independent methodology and tools, aswell as an appropriate
doctrine and develops as a separate line of international law.
Instead, we advocate the view that international police law
should have an independent subject and object of regulation
and include the following array of methodological tools:

— the administrative law, which defines the nature of the
implementation of national state policy in the field of
international cooperation of the police agencies, the
provision of public administration in the field of police
cooperation, the competence of the relevant bodies in their
international activities;

— the international law, which defines the content and
boundaries of intergovernmental relations, the manner and
extent of delegation of powers in the field of police
cooperation to international and regional organizations, etc.;

— the criminal and police law, which defines the legal
mode of evidence, the main aspects of the criminal
proceedings implementation, etc.

IV. DISCUSSION

The above conclusions are largely reflected in the studies
of the leading contemporary expertsin the security sector and
inthefield of police cooperation. But there are points of view
that need to be addressed in order to monitor the future
practical significance of the results when they are
implemented in the practice of international cooperation
between the Ministry of Internal Affairs of Ukraine and, in
particular, Europol. Thus, in particular authors in [30] make
an inference that cooperation between the police authorities
of the EU member states takes place due to the
recommendations of Europol and their consolidation in the
form of the Resolutions and Directives by the EU institutions.
In itself, Europol remains an organization that advocates
expanding its own competencies and transforming its own
bodies into pan-European level police control bodies [30].
Such activity, athough entails the human rights violations,
still hasits positive results, since it simplifies the cooperation
to prevent crime, that is, before the actual crimes are
committed, stopping them at the stage of premeditating and
attempt. The legal mechanism of police cooperation in the
EU isformed at the expense of the legal harmonization of the
Europol powers with the national legislation of each state. It
is noted that a prerequisite for effective cooperation is clearly
allocated and differentiated mandates, recognized by all the
parties of the cooperation, as well as the political will of the
countries’ national governments. But in order to create a
strong and lasting cooperation environment, in addition to
mutual respect and trust, a clear structure is needed at all
levels of the police [31]. However, the intensification of the
cross-border movement of goods, labor, financia
instruments and vehicles, intensifying economic ties
significantly complicate the work of police agencies, which
makes it impossible for them to have a clear
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bureaucratization and a rigid structure, because in this case
the element of mobility and responsiveness to crime
manifestations will be lost.

In this context, according to [1], the creation of a
supranational body or institution iskey to ensuring the proper
level of mobility of national police units, with their conjoined
coordination and cooperation. However, researchers insist
that ajoint response to transnational crime should be carried
out in light of the unshakable adherence to the imperative of
national sovereignty [1]. That is why most international
organizations in the field of police cooperation: UN Police;
International Criminal Court (Investigation Department);
Financial Action Task Force on Money Laundering; Europol,
etc. — all of them should be aimed at the observance of
national sovereignty with the conjoined inclusiveness of the
country’s police forces from other countries or global police
organizations in a security environment.

But in some cases, according to [2], it is impossible to
exclude international organizations from the process of
combating crime, even at the national level. In particular,
these are the activities of Interpol in the field of combating
international terrorism [2]. Since the internationalization of
crime is expected to continue to gain in the years to come,
Interpol will also continue to expand its mission. The
wide-ranging multilateral representation of the organization
is an important potential asset in tackling crime, but it also
puts the organization in confrontation with the existing
bilatera cooperation programs and those initiated by the
unilateral national governments of individual countries [3].
Authors in [4] aso note, that the number of transnational
criminal organizations, which constitute one of the greatest
threatsto the security of mankind, has sharply gained over the
years. These illegal organizations use the opportunities
created by the globa economy, the weak states and
developing countries, as well as the high demand for illegal
goods and services. The increasing transnational crime has
led many countries to cooperate more effectively to tackle
crime [4]. That is, it is possible to state that the current level
of crime increase corroborates the need to delegate some of
the powers in the sphere of national sovereignty to the
supranational level in order to create effective mechanisms
for ensuring nationa security. In this context, [6] makes a
rather shrewd inference, pointing out that police cooperation
has gone through some cycles of evolution, when political
motivation encouraging foreign police agencies to exchange
information about potential criminals and their activities
ranked second, in particular in criminal investigations. The
first place in the modern political environment, guided by the
need to create a safe society, isthe direct field cooperation of
police authorities. Thisis dueto the fact that modern policing
strategies are aimed at overcoming global terrorist threats[6].
Such goals are strategic, and therefore reguire constant stable
inclusive involvement of the national police forces in
international counter-terrorist operations.

For example, [9] argues that national counter-terrorism
policies are best achieved through approaches that involve
local law enforcement and intelligence organizations in
international cooperation.
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That is, international cooperation in one way or another,
but requires the addition of local police agencies, which will
ensure the appropriate level of competence and efficiency,
and the appropriate amount of practical support. A similar
point of view, but on the example of countering the
manifestations of extremism in Australiaare demonstrated by
[8]. For example, Bin [11], on the contrary, emphasizes the
need for the development of international law enforcement in
thefield of police cooperation, which meansthe main focusis
laid on intergovernmental ties between nationa law
enforcement authorities and amost entirely concerns
cooperation at the state level. In fact, this means that
cooperation focuses on law enforcement authorities at the
national level, and amost exclusively applies to loca or
municipal law enforcement authorities[11]. But according to
[10], such a conclusion is legitimate only in relation to the
definition of general strategic priorities of international
cooperation, defining the main threats, their identification
and analytical, informational and methodological support for
the process of their prevention. Immediate criminal
procedure measures are implemented by the local law
enforcement authorities [10]. But this point of view is only
appropriate in terms of the traditiona forms of crime.
However, if we take a look at the rapid development of
criminal behavior models and the expansion of the tools for
committing crimes, we will see asfollows.

There is growing concern about the role of the Internet in
attracting people to extremist organizations. That is why a
great deal of attention is paid to the relationship between
offline and online environments. The offline environment is
only controlled locally by the corresponding police agencies
with relevant territorial jurisdiction. As far as the online
environment is concerned, its control requires international
cooperation [12]. The same conclusions are drawn by [13],
where emphasizes the need to strengthen the international
cooperation of police agenciesfor Internet crime and in [16].
demonstrate the growing trends of cybercrime, but the
declining response efficiency for these crimina offenses
from the national police agencies. In fact, addressing the
problem of crime globalization isinconceivable solely by the
efforts of the national government or even interstate
cooperation. With the express aim for this issue there are
global police organizations, such as Interpol.

So, for instance, Interpol, despite itsinternational status, is
committed to act in accordance with international legal acts
in the field of human rights. Moreover, Article 3 of the
Interpol Charter prohibits the interference or activities of a
political, military, religious, or racial nature. Their main
goals can be defined as follows: ensuring the independence
and neutrality of Interpol as an international organization;
adhering to and complying with international extradition
laws;, protection of individuals from persecution [32].
However, author in [17] holds that Interpol should be
involved in countering crime only when such crime has a
cross-border activity, that is, crimes committed in severa
countries. From this standpoint, the involvement of Interpol
will consist in the methodological provision of a criminal
prosecution process in accordance with the national criminal
procedura standards [17]. In contrast, in [18] researcher
advocates the expansion of the global police cooperation, as
it presents the only possible way to overcome the problem of
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terrorism as one of the most advanced types of criminal
activity. According to the researcher, the "smart approach” to
counter terrorism is ablend of both hard and soft approaches.
National governments must adopt strategies to counter
terrorism. But the main focus of such a struggle at the
national level is the rehabilitation of prisoners and detainees.
Instead, an active counteraction to power is possible only
with the participation of transnational police forces[18].

Thus, the above shows that the internationa legal
regulation of police cooperation is recognized by many
scholars as a necessary means of intensifying relations on the
creation and maintenance of a secure environment. At the
same time, it has been proved that an array of international
legal normsin this area should not pose arisk to the national
sovereignty of countries taking part in international police
cooperation.

V. CONCLUSION

The foregoing enables us to support our findings that the
international legal regulation of police cooperation is based
on the requirements, provisons and guidelines for the
development of the national systems of law and the model s of
police activity. Therefore, international cooperation in the
field of police cooperation involves the information
exchange, strengthening the analytical and methodological
support for crime prevention, the development of effective
indicators of the crime prevention system, and also expands
the possibilities of preventing new forms of cross-border
crime. This corresponds to the needs of the criminal justice,
which takes place under the jurisdiction of the relevant
national courts, observing the relevant criminal procedure
law, in particular regarding the mode of evidence. But
obtaining such evidence and preventing crime occurs within
the framework of the worldwide cooperation, but again with
the relevant national police authorities of the country in
question. In this respect, international organizations such as
Interpol, Europol, FATF, etc. play ahugerole. Although their
activities are significantly restricted by the provisions on
national sovereignty, their participation and coordination of
efforts by the national police authorities are of paramount
importance in view of the constant transformation of the
organized crime forms.
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