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Abstract: This paper proposes a Bio-key generation method for
integrity checking in fingerprint verification system. A major
drawback in traditional cryptography is random key generation
and those keys need to be remembered by the user. To overcome
such drawback the crypto-Bio-key generation system is
introduced. In this system, there are three process to follow.
Initially, a revocabletransformation of the compressed fingerprint
feature data using transformation key for security enhancement.
Secondly, the key exchange technique using Elliptic curve
cryptography (ECC) to generate secret key. Finally SHA256 hash
function generates the Bio-key for high level integrity checking.

Index Terms:. Bio-key, revocable
transformation, SHA256.
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I. INTRODUCTION

A. Background

Bio-key generation strengthen the security of the verification
system. Traditionaly, the crptography is an efficient
approach for secure transmission but it faces difficulties in
memorizing the random keys. The key generation from the
biometric data overcome such limitations. Fingerprint is one
of the type of biometric system to achieve best verification as
compared to iris, face etc. With the widespread use of data
exchange across the net, and also the storage of sensitive
information on open networks, cryptography is changing into
associate degree progressively vital feature of knowledge
security severa cryptologic agorithms are out there for
securing information E.g. RSA, DES, AES etc. A crypto
graphical approach  ties  knowledge  protection
mathematically to the key that's used to guard it [1]. This
enables data owner to possess complete management over
one’s personal information while not hoping on, or
relinquishing management to a third party authority [2].The
key generation of biometric cryptosystem combines a high
level security that's provided by cryptography and
non-repudiation provided by bioscience [3-4]. It produces a
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stable crypto graphical key that's extracted from biometric
knowledge athough, a number of the intruders may try and
hack the bio-key throughout identification and verification
method [5-8]. Thus, it's not a pure authentic system. So, it
needs a complicated Bio-key generation for security.
Therefore, in our analysis work, the Elliptic Curve
Cryptography (ECC) Bio-key generation is employed for
removing all the constraints that are listed above. Biometric
recognition systems may be known by eight attainable attack.
These impact points, are wide divided into 2 main groups: -
Direct attacks and indirect attacks. Key generation could be a
vital a part of recognition system. The biometric system is
reliable one, thanks to the distinctiveness within the
individua options. The biometric system is a lot of correct
and secure one. Additionally to, the biometric system could
be a sensible quantifiability mechanism during which the
login method may be created by such quite biometric system
that can't be hacked by somebody. The user'sidentity are lost
if the user compromises the first biometric info. Biometric
systems that mix statistics with cryptography key generation
are referred to as Bio-key generation. To ensure secure
transmission, cryptological key plays aseriousrole [9,10]. If
we have a tendency to introduce biometric with the key, it
guarantee a lot of authentication throughout transmission.
The integrity checking is applied mistreatment computer
code Bio-key generation

B. Related Works

A Fuzzy vault crypto-biometric system was developed by
Enbo et al. [11] to save the stored fingerprint. The sharing
operation taken over based on geometric hashing. To ensure
security, a new decoding algorithm aong with Fuzzy vault
was proposed, which protect the fingerprint template. Their
work uses non-invertible transformed version on the
biometric data for biometric authentication [12]. Instead of
password, the smart system uses fingerprint for
authentication. Here also, the authors used fuzzy vault system
for security system. Both the security level and verification
accuracy are taken into account. The fingerprint alignment
problem is rectified with the help of geometric hashing [13].
Barman et a. [14] used Crypto-biometric system to avoid
remembering the key in the user side. For that, the keys are
generated from the biometric data. So the user no need to
remember his random key. It is called as revocable key
generation. The same principle is carried out by Neethu and
Ali Akbar [15] but keys are generated from the fingerprint
template. Shuffle key and hash function are also used for
increasing security.

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring Innovation


http://www.ijeat.org/
https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.35940/ijeat.F8031.088619&domain=www.ijeat.org

Bio-K ey Generation for Integrity Checking Using Elliptic Curvesin Fingerprint Verification System

A blind authentication scheme was proposed by Upmanyu et
al. [16] to provide security, privacy and revocability.

C. Contributions

The significant contribution of this integrity checking
security system is the Bio-key generation. In order to
generate the Bio-key, revocable transformation, key
exchange based on ECC and hash function are contributed.
This significantly improves the security of the system.The
remaining section of the manuscript is prepared asfollows. In
section 11, the system for integrity checking is elaborated with
scientific representations. It describes mainly the Bio-key
generation using ECC. Section 1V illustrates the result and
discussion for the proposed integrity system model. Finally
the paper concludesin section V.

I1. ECCKEY EXCHANGE AND BIO-KEY
GENERATION FORINTEGRITY CHECKING

Secure communication is the most prominent meansin every
day to day circumstances. Fingerprint verification system is
our study area. In order to improve the security system,
integrity checking is the most secular way to communicate
between aclient and the server. During communication, there
may be some possibility to hack user’s genuine public key. At
that time, replay attack plays a role in such situation and the
attacker derive the keys. In order to overcome such situation,
deriving keys from biometric data can avoid the possibility of
replay attack. In our work, the cryptographic key exchange
and the Bio-key generation from the cryptographic keys and
fingerprint data extremely makes the integrity checking and
performs secure transmission.

CFC

apKs Jonses

Client Side

Fig. 1.Flow chart of integrity checking via Bio-key.

Fig.1 shows the flow of the proposed system for integrity
checking. The variables given in the flow chart is given as
follows: FPC-Finger print of client, FPS-Fingerprint of
server, CFC-Compressed Fingerprint feature data obtained
from client fingerprint, CFS-Compressed fingerprint feature
data of server, Tc-Transformation key of client, Ts
Transformation key of server, RTU(CFU)-Revocable
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transformation in the client side, RTS(CFS)- Revocable
transformation in the server side, Cer-Private key of client,
Ser-Private key of server, Cpy-Public key of client,
Seu-Public key of server, Cse-Secret key of client, See-Secret
key of server, SHA256 HF-SHA256 Hash Function,
Cak-Bio-key of client, and Sgk-Bio-key of server. In both the
client and server side, the following process is carried out.
First the given fingerprint input datais applied to an average
filtering, after filtering the ridge features can be extracted.
Those feature data is compressed using Pattern Optimization
from Subset Tree (POST) compression scheme []. The
compressed fingerprint feature data is taken for the integrity
checking. The procedurefor the integrity checking is detailed
in the subsections.

A. Revocable Transformation

A transformation key is used to shuffle the compressed
fingerprint feature data. Instead of processing the original
feature data, the revocable transformation increase the
security. The reversible transformation is applied on
compressed fingerprint feature knowledge on the
user-specific key to supply a resuscitate to the feature data.
This user-specific key's aforesaid to be a change key for the
user. The transformation key's used because the seed price to
create the approximate range of the aternate feature
knowledge. The bits related to this random range begin from
the start and are changed with bits within the levels that
increase with every random number.

B. ECC Key Exchange

ECC is an asymmetric cryptographic algorithm uses both the
private and public key to ensure authentication. A private key
is generated from the revocable transformed compressed
fingerprint data RT(CF). From that private key, a public key
isgenerated. By exchanging the public key between the client
and the server aong with their own private key, a secret key
is generated.

1) Private Key and Public key: The private key Cpr and
Serof the client and server are produced from the RT(CF).
From the private key and the generator point P generated
from the dlliptic curve, the public keys Cpy and Spy are
generated as:

2) Secret Key: The secret key is generated by exchaning
the keys. Thus the secret keys produced are Cse and See.

ECC provide excellent key exchange than the RSA algorithm
in terms of attacks.
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C. SHAZ256 Hash Function

The secret key generated from the ECC is given to SHA256
hash function for Bio-key generation. Initialization, padding
and hash calculation are the steps of hash function.

D. Bio-key
The output of the hash function is the bio-key. This keys can
be used for integrity checking.Thus the proposed integrity
system model will avoid the replay attack and provide secure
communication.

Algorithm 1: Bio-key integrity checking

Input: CF

Output: Bio-key

Revocable Transformation of CF: RT(CF)

Key Exchange and Secret Key Generation
Step 1: Choose Cpr & Ser from RT(CF)

Step 2: Choose Cpy & Spy from Cpr & Ser and P
Secret key generation by key exchange

Step 3: Exchange Cpy t0 Spy & Spu to Cry

Step 4: Generate Secrete key of client and server Cse &
Sse from Cer* Spu & Ser & Cru

SHAZ256 for Bio-key generation

Input: Secrete key of client and server Cse & Sse
Step 1: Initialize hash values

Step 2: Initialize array of spherical constants
Step 3: Pre-processing (Padding)

Step 4: Method the message in consecutive 512-bit
chunks

Step 5: Extend the primary sixteen words into the
remaining forty eight words

Step 6: Initialize operating variables to current hash
worth

Step 7: Add the compressed chunk to the present hash
worth

Step 8: Manufacture the ultimate hash worth (256-bit
message digest (Bio-key))

1. EXPERMENTAL RESULTSAND DISCUSSION

The evaluation for the key exchange and Bio-key generation
is simulated in the MATLAB platform. To ensure the
security of the Bio-key, it is verified by two possible attacks.
Attack 1 called asfake fingerprints and attack 2 called as real
fingerprints. Two flat sensors known as optical and
capacitive and one sweep sensor, so totally three sensors are
considered with the two attacks.

A. Detection Error Tradeoff (DET) Analysis

The DET performance curve is plotted to show the
performance of the Bio-key integrity checking for different
sensors. The error between the fal se acceptance rate and the
false rgjection rate is measured in terms of DET curves.
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Fig. 2.Performance Interms Of DET Curves For Testing

In Optical Sensor.

Fig. 2 showsthe Equal Error Rate (EER) performance of our
proposed integrity checking in optical sensor. As compared
to the normal operation mode (NOM), EER performance for
the attack 2 isamost minimum near to the NOM. But it fails
in attack 2.
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Fig. 3.Performanceintermsof DET curvesfor testingin
Capacitive sensor

Capacitive sensor have more error value as compared to the
optical asgiven in Fig.3. The NOM of optical is 11.27% but
the capacitive have NOM very high in the range 23.83%. The
performance is aimost similar for both the attacks.
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Thermal sensor
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The noise component in  Thermal is low as compared to
capacitive but high than optical. Attack 2 achieves better than
that of attack 1 is shown in Fig. 4. The possible types of
attacks are limited using the proposed Bio-key.

V. CONCLUSION

Key generation and its security analysis are the primary
issues to be follow in a security system. In this way, our
system proposes a Bio-key generation method for integrity
checking. The combination of revocable transformation, key
exchange and hash function generated a Bio-key to overcome
the security issues. The Bio-key has the capacity to avoid the
replay attack.
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