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Abstract: Banking botnets, those particularly directed at holding
away banking extortion, speak to a notable risk for financial
institutes all around the world. These malware systems are
reliable of immense monetary losses or for leading money
laundering activities. As opposed to DDoS and spam malware,
the stealthy idea of monetary botnets requires new methods and
modern research with a specific end goal to detect,analyze and
even to receive them down. This paper exhibits a work-in-
advance research went for making a framework ready to
moderate the money related botnet issue. The system
demonstrated powerful when trialed against various samples of
the notable malware Zeus panda and was confirmed further by
analysis controlled with the financially.The proposed framework
depends on a novel design that has been approved by one of the
greatest investment funds banks and functionalities will
demonstrate exceptionally helpful to fight banking cybercrime.
Index terms. Botnet, Malware analysis, Banking Trojan,HTTP
based.

I.INTRODUCTION

Most cybercriminals is to theft the cash of unsuspected
clients. There are numerous paths for cybercriminals to get
to classified money related data, including financial balance
accreditations [1].

Banking Trojans remain a best maware risk and have
additionally been extending to versatile stages. In modern,
directly of the way that help for a considerable lot of the old
financia Trojans, for example, Zeus, Citadel or Spyeye has
ceased, either intentionally or effect of law requirement
activity, new formations of maware like Dyre or Dridex
have showed up, the last focusing back-end payment
transforming frameworks, Point of Sale (POS) frameworks
and banking sector applications [3].Banking Trojans vary
from standard Trojans, as they are composed for the express
reason to theft private data from victims financial balances
and onlinepayment administrations. They are refined and
furnished with Man-in-the-Browser (MiB) methods [5], for
example, web injections or redirection systems. Zeus and its
initial competition were progressive in the digital cyber-
crime scene and were the firsts to utilize Man-in-the-
Browser (MiB) systems.Zeus Panda is being solicited by
means of Dark Web covered sheets by the designer who set
up it together. It is sold in cybercrime-as-a-benefit bundles
to other cybercriminals. The variation dubbed Zeus
“Panda”/Panda Banker emerged in early 2016. The malware
is based on the Zeus VM code base, however, does not
contain the virtual machine feature.
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The payload is typicaly ushered in by a maware
downloader infection, and email spam campaigns related
with Panda show that its operators target company
employees rather than send indiscriminate spam to webmail
addresses. In latest, Financial Trojans are as yet hitting the
worldwide economy, with not a single end to be seen. While
real financial Trojans, some of which are as of now dynamic
for quite a long time, are propelling new battles, 2017 has
seen some concern new families.
A.Zeus
Zeus was first seen in the wild in 2007 and most financial
Trojans today are its relatives. Zeus is a general Trojan
which targets Windows OS clients, has indirect access
abilities, and is equipped for executing controller level
capacities on the victim machines. The first Zeus spreading
strategies were for the most part through drive-by-
downloads and spam attacks utilizing Exploit Kits [19].
Zeus can run configurations and commands sent from its
C& C (counting dropping and introducing other malware).
The first Zeus was a cybercrime-as-a-service - a crimina
administration which permitshazard players to buy the
utilization of a maware. Zeus was the leading in the
financial Trojan world until late 2010, when its creator
"resigned” and gave the malware's code to the creator of the
Spyeye financial Trojan. Zeus source code was exposure in
2011 [19], and presently numerous new variations and
imitators are utilized by various risk performing artists.
According the researchers, the Zeus financia Trojan was
progressive in afew regards:
* It was the initial malware to perform web injections.
« It fabricated one of the greatest botnets ever, with a bank
ofinfections.
oIts polymorphic plan made it troublesome for security
sellers to identify and chunk attacks in light of basic
document hashes.
* The first malware and its variations are as yet applicable
today.

1. WHAT ISZEUSPANDA

The new Zeus v2 variant known as “Panda” is targeting the
URLs of personal online banking services of banks. The
malware uses web-injection tactics, which include both
technical changes and socia engineering, to steal user
credentials, take over victim accounts, and initiate
fraudulent money transfers. Its target Zeus Panda
configurations target bank, payments, card services, airlines,
and online betting brands in Europe and North America [6].
Panda banker is a variation of zeus trojan which is famous
for stealplenty of cash around world.
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It records clients different framework actions without
clients assent and authorization. Initially this Trojan was
meant to target banks and spread through freeware, web
browsing and framework utilities.

Zeus Panda is yet another Zeus v2 Trojan emphasis based
upon a similar source code leaked— one that obviously
continues empowering the transmission of more monetary
financial Trojansinto the worldwide.
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Fig.1 Flowchart of zeus panda infection

While Panda designs center around focusing on individual
internet financial services, they are somewhat various.
Different targets incorporate internet payments, prepaid
cards and web based infecting accounts.Besides including
the URLs of significant banks in the nation, Pandas
administrators are additionally inspired by infecting clients
who get to transmission services, nearby system security
equipment merchants [6]. Different targets incorporate client
logins to an organization that offers ATM administration
benefits and secure physical access innovation for banks.

In contrast with different Zeus Panda botnets, and most
financial Trojan designs as a normal. An insight indicating
Panda's administrators feasible sources is the URL of a
web-based internet administration that helps clients with
current cash exchanges[17], top-up and profit by means of
internet payments stages, payments, repayments through
mobile administrators and then some.

I11. METHODOLOGY

A. Network Traffic Separator

Network Traffic Separator is dependable to isolate HTTP
web traffic from whatever is left of activity and posts them
to centralized sector. The identica passing of network
protocols, HTTP utilizes the HTTP protocoland client-server
model: A HTTP customer opens a link and transmit a
request message to HTTP server e.g."Get me the document
to open url link [7]; the server at that point restores a
response message. Laterpassing the response, the server
ends the link. In the configuration of HTTP request
message, HTTP strategies are to be engaged. Three normal
HTTP techniques are "GET", "HEAD" or "POST". HTTP
bots associates with their C&C intermittently (e.g. zeus
botnet, Black Energy botnet). Subsequently, the traffic is
reviewed and if the initial couple of bytes of a HTTP
requestinclude"GET', "POST" or "HEAD"; it's the sign of
HTTP protocol and isolating those streams and divert them
to Centralized sector [8]. Along these lines, the activity set
up from exterior host to inward hosts and from interior hosts
to outer hosts are kept.
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B. Transport Layer Security

Transport Layer Security (TLS) is a cryptographic network
protocol that gives protection to applications. TLS is
normally actualized over basic protocols, for example,
HTTP for Simple Mail Transfer Protocol (SMTP) or web
browsing for email. HTTPS is the utilization of TLS over
HTTP. This is the most prominent method for securing
connection between a web server_and customer and is
backed by most real web servers.

C. HTTP GET request M acr os download

Zeus panda

HTTP GET request for introduced in Fig. were sent forward
through OPTIONS requests and had for the most part a
similar source IP addresses. The general measure of GET
requests with target port [8].

GET /erros/Outstanding-Inveices/ HTTP/1.1

Accept: text/html, application/xhtmltxml, */*

Accept-Language: en-US

User-Agent: Mozilla/5.@ (Windows NT 6.1; Trident/7.8; rv:11.8)

Accept-Encoding: gzip, deflate

Host: blog.flexsuplementos.com.br

Connection: Keep-Alive

HTTP/1.1 200 OK

Fig.2 GET requests.

Byte distribution: The byte distribution describes the
possibility that particular byte rate shows up in the payload
of apacket inside a stream. The byte distribution of a stream
can be determined utilizing a variety of counters. The real
information standards related with byte distribution are full
byte delivery [8], the mean/standard deviation of the bytes
and byte entropy. For instance [27], utilizing one counter for
each byte rate, a HTTP GET request, "HTTP/1.1.", can be
determined by augmenting the comparing counter once for
the "H," at that point increasing another counter twice for
the two back to back "T" sand so on. In spite of the fact that
the byte distribution is kept up as a variety of counters, it
can simply be transformed into an appropriate distribution
by controlling by the whole number of bytes.

D. Attack Details

The current attacks have been observed to actively deploy
against European banking customers. The logical stages of
the attack are described in this section, followed by further
information about the Zeus “Panda” variation.

1. Zeus Panda’s operators opt to infect users via drive-by
downloads and poisoned email attachments using popular
crime-as-a-service exploit kits (Angler/Nuclear/Neutrino).
Campaign targets are filtered by geography, similar to the
way the GozNym Trojan keeps irrelevant endpoints out of
country-specific campaigns.

2. The malware attack begins as soon as the infected victim
attempts browsing to atargeted web application [17]. The
malware hides the bank’s genuine page, and then sends a
request to its command and control server requesting an
external script.

IV.ANALYSIS
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While there are plenty of malware applications out there that
attempt to avoid recognition and analysis. Multi-analysis run
malware tests in virtual machines, along these lines this
approach is afirst test at defeating inquiry [9]. What's more,
multi tools which are utilized by investigator are likewise
checked for: ProcMon, Regshot, Sandboxie, Wireshark,
IDA and the SoftlCE debugger. Unless the Command and
Control (C2) channel is taken out [10], the gathered
information heaps up on the framework until the point when
it can be offloaded to an alternate C2 server.

Which operate is actuated relies upon the configuration of
the malicious, which is downloaded naturally at genera
interims. So in actuality, ZeuS Panda [16] can transform
from being a financia Trojan to being a remote control and
spyware for a system throughout a couple of minutes, at the
sole attention of the attacker.

A gathering of attackers is utilizing a sequence of man-in-
the-browser for financia related keywords, malicious
Microsoft Word macros and compromised sites to infected
clients with the Zeus Panda bank accreditation stedler.

To define its attack targets and injection choices, Panda’s
modular structure fetches three separate configuration
chunks:

The bot’s initial configuration arrives with its dropper, but
web-injections, maware modules, and advanced
configuration options are downloaded from C&C in separate
configuration files; the latter can also be removed by the
C&C per the botmaster’s choice.

Zeus Panda stores its malicious modules in encrypted form
inside the Windows Registry. The web-injection
configuration file is stored in an encrypted file on disk [16].
Paths specifying the location of all maware files and
Registry keys are stored inside the bot’s initial configuration
chunk. Notably, the botnet communicates over a fast flux
network to obfuscate Panda’s actual infrastructure’s IP
address(es). The maware checks for connectivity by
browsing to the Russian Yandex.ru search engine, which
could be a hint to its operators’ origins or whereabouts.

On top of its web-injection schemes, which are based on
Zeus v2’s code, the Zeus Panda variant at hand further
orchestrates fraudulent transactions through a web-injection
control panel (ATS) [12]. The web-based panel provides its
malicious operators with a Jabber-based instant notification
interface to alert the fraudster when new transactions are
underway.

A. Initial Attack Vector

The primary vector used to start this infection method does
not seem to be email based. By utilizing composed web
servers, the attacker could guarantee that their malicious
outcomes would be positioned profoundly inside web
crawlers [12], in this way improving the probability that
they would be tapped on by hidden victims.

Incidentally we have detected a similar redirection
framework and related foundation used to guide victims to
technical support and fraudulent AV scams that show
pictures advising casuaties that their frameworks are
affected with Zeus.
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B. Infection Process

At the point when the malware website pages are collected
to by victims, the negotiated websites utilize Javascript to
divert customers to Javascript facilitated on an intermediate
webpage.

This outcomes in the clients executing and recovering
Javascript sSituated a the address indicated by the
document.write()  technique. The successive page
incorporates comparative services, this time bringing about
aHTTP GET inquiry [12] to different page.

“ E—

Fig. 3HTTP 302 server

The intermediate server will then react with a HTTP 302
which diverts clients to different compromised website
which is really being utilized to have a malicious Microsoft
Word document. Subsequently, the clients will take after
this download and redirection the malicious report [13]. This
is a strategy ordinarily assigned to as "302 padding" and is
usualy utilized by exploit kits.

GET / HTTP/1.1

Accept: text/html, application/xhtmltsml, */*

Pragma: no-cache

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/7.8; SLCC2; .NET

CLR

2.8.50727; .NET CLR 3.5.38729; .NET CLR 3.9.38729; Media Center PC 6.8; .NET4.8(; .NET4.8E)

Host: www.google.com
Connection: Keep-Alive

HTTP/1.1 382 Found

Location: https://www.google.com/?gws_rd=ss1

Cache-Control: private

Content-Type: text/html; charset=UTF-8

P3P: CP="This is not a P3P pelicy! See g.co/p3phelp for more info.”
Date: Tue, 21 Nov 2817 17:18:81 GMT

Server: gws

Content-Length: 231

Fig. 4HTTP 1.1 reguest

Following the download of the malicious Microsoft Word
document, the casualty is incited by their web program to
Open or Save the document. Whenever opened [27], the
record shows the successive message, provoking the
infected to "Enable Editing" and snap "Enable Content".
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Fig. 5 Execution of malware macro word report

Following these guidelines will bring about the execution of
malware macros that have been inserted in the Microsoft
Word report. It is these macros that are in charge of
downloading and executing a maware executable,
subsequently infecting the framework. The macro cipher
itself is complicated, and perfectly key. It just downloads the
malware executable [21], recovers it into the %TEMP%
registry on the framework utilizing the filename, for
example, "obodok.exe"

To check what number of various packets captures
connections with our virtual environment every day. The
outcome is appeared in Fig.n Fig. 6, an extraordinary
difference of packets captures every day can be seen, going
from malware traffic analysis.
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Fig.6 packets captured through traffic analysis

To additionally check the detected domains, we utilize
VirusTotal to analysis these domains. As appeared in Table
I, domain names are recognized as malicious spaces while
others are identified. Note that VirusTotal essentially totals
the yield of variousURL scanners and SHA. SHA analyses
the hostname generation, bot id, object name generation and
data sent by command and control server. It doesn't give a
standard answer of malicious control-domain space [26].We
gather the outer threat knowledge of this detection rate of
domains, for example, DNS records and document
communication records, and utilize these data to develop a
connection chart of domain.
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V. CONCLUSION

Attackers are aways attempting to discover better
approaches to decoy clients to run malicious that can be
utilized to infect the casualty's PC with different payloads.
Malvertising, Spam and watering-hole attacks are generally
used to target clients.To prevention of banking Trojan
injection incorporates harming advertisements and
maintaining a strategic websites commonly used as hub of
infected vector, website like adult content, free gaming and
torrents to give some examples [25]. Likewise, since Panda
Banker and related to financial malware is generally
forwarded as email connections, never tap on attachments or
links in unwanted email.To help stop risks like Panda
Banker, banks and specialist organizations can utilize
flexible malware identification configurations and secure
client endpoints with maware knowledge that gives
legitimate understanding into fraudster methods and
abilities.
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