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Abstract—recent experienceindicates that mobile and 
connected devices are increasingly becoming a key enabler of 
advanced services and applications. Specifically in the case of the 
enterprise, they represent a land of opportunities to grow in 
efficiency and quality with reduced costs and time-to-market. 
However, mobile and IoT also exposes enterprises to new 
challenges, such as security and safety risks, scale, heterogeneity, 
resources constraints, or context fluctuations. This paper 
introduces an evaluation framework that elicits the needed 
capabilities to enroll, control, and manage mobile and IoT 
devices, towards properly integrating them with the organization 
workflow, in accordance with internal policies. To demonstrate 
the usability of the framework, the paper presents a 
comprehensive review of Enterprise Mobility Management 
(EMM) and Unified Endpoint Management (UEM) solutions. A 
preliminary evaluation is conducted with various companies to 
prove the framework’s relevance, ease of use and completeness. 

Index Terms—IoT, mobile devices, enterprise, management 
capabilities, requirements, framework, security, BYOD. 

I. INTRODUCTION 

The Internet of Things [1] is a land of opportunity for 
believers and supporters of the Connected Enterprise. 
Experience already shows that smartphones, smart 
appliances, wearables, sensors and actuators can be brought 
together to deliver advanced services to customers, partner 
institutions, and actors of the enterprises themselves. The 
software applications behind these services allow basic 
operations like controlling a product lifecycle from the 
producer all the way to the customer, to more complex ones 
like starting the car when the smartphone of the employee is 
close or preparing the conference room for a meeting by 
turning on the lights, opening the curtains, and lunching the 
appropriate presentation. The IoT is also a big source of 
data. The volume of services, the amount of data, and the 
given opportunities provided by the IoT continue to grow. 
However risks and difficulties expand at the same time too. 
When implementing IoT strategies, enterprises are 
confronted with new management challenges. On the one 
hand, because of their mobile nature, IoT devices require 
special attention: access to IoT nodes shall be secured, the 
use of constrained resources optimized, heterogeneous 
devices shall be able to communicate, access to shared 
confidential content and applications shall be controlled and 
the state and usage of devices monitored.  
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On the other hand, connected devices come in very large 
number and diversity, they are constantly solicited, and they 
can be physically present everywhere. With 6.4 billion 
objects connected in 2016, and a market value estimated to 
grow up to $4 billion in 2019 [2], managing IoT becomes a 
distinctive challenge, and for the enterprise, a real and 
critical concern. Therefore, adopting a platform with unique 
specifications to manage the fleet of mobile and connected 
devices is needed. It is thus quite important to understand 
the main capabilities that such solutions shall provide, while 
taking into account the specific circumstances of each 
enterprise.  
Hence, the contribution of this paper consists in an 
evaluation framework that elicits the main capabilities 
which should be provided for the management of a fleet of 
connected devices. The purpose of the framework is to be 
used as a guidebook to assist organizations and practitioners 
with the specification of capabilities of a fleet management 
solution or with the evaluation of existing ones. 
Furthermore, the paper illustrates the use of the framework 
through a detailed example, by confronting 4 Enterprise 
Mobility Management (EMM) suits and Unified Endpoint 
Management (UEM) suits with the proposed framework. 
The evaluation framework was preliminary evaluated 
through a survey that included the participation of large 
scale companies. The evaluation validated the concerns 
related to the personal use of mobile and IoT devices in the 
enterprise, and proved the relevance, the diversity and the 
completeness of the capabilities elicited in the framework.  
Section 3 describes the research methodology followed in 
this paper. Section 4 introduces the opportunities brought by 
mobile and IoT use in the enterprise, as well as the risks it 
entails. Section 5 presents the evaluation framework, which 
describes the main capabilities that should be considered for 
mobile and IoT management. Section 6presents the leading 
EMM and UEM platforms. Section 7 presents the results of 
the comparative study. Section 8 summarizes the results of 
the preliminary evaluation, before concluding in section 8. 

II. RELATED WORK 

The management of mobile and IoT devices, in the 
special case of the enterprise, is a topic that has only been 
tackled few times in the literature. Secondary studies are 
especially rare to find.Concerning mobile management, K. 
Heinrich and K. Gerhard[3] defined in their book the main 
aspects related to mobile managements, introduced security 
issues, demonstrated the business impact of mobility and 
evaluated few mobile device management products. In [4], 
the authors introduced the fundamentals of mobile 
computing, aswell as some of its management aspects. 
While authors in[5]display the current status of mobile 
management related technologies, along with issues and 
challenges.  
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With regards to IoT, Oprea, et al. [6] present a map of 
the main challenges related to the adoption of IoT devices in 
the enterprise, without much to say about how these issues 
shall be tackled. Most IoT management related works 
available are focused on one of the aspects proposed in the 
framework presented in this paper, like security[7],context-
awareness[8], or heterogeneity management[9]. Some 
contributions were more focused on the evaluation of 
management aspects of EMM or UEM solutions. For 
example, in [10], the authors propose a review from a 
security perspective. They evaluate device management's 
security capabilities by modeling a threat and applying a 
security requirements engineering methodology. Also, 
Disterer & Kleiner[11] discuss organizational issues related 
to the use of personal devices at work, present technical 
approaches and propose solutions. Finally, the authors in 
[12] overview the state of mobile devices security  in critical 
infrastructures, as well as practices and trends in mobile 
device security including access control, next-generation 
firewall, Bring you Own Device (BYOD) control 
mechanism, confidentiality, integrity, and 
availability.However, to the best of our knowledge, none of 
the proposals introduces a complete template for manager to 
build, invesigate or choose the necessery features for a 
management soluition. Also, nonecollect and analyse the 
existing functionalities of enterprise mobility and IoT 
management suits. The available documentation related to 
this field is mainly composed of white papers, reports or 
blog posts.  

III. METHODOLOGY 

As stated in the introduction, the goal of this paper is to 
propose an evaluation framework of capabilities for the 
management of fleets of connected devices, for the benefit 
of engineers and practitioners, willing to implement a 
management solution within the organization. To reach this 
goal, the methodology used to collect theoretical data and 
validate it can be summarized in three phases as follows:  
Preliminary phase: In order to elaborate the evaluation 
framework, brainstorming sessions based on conclusions 
drawn from the literature  [13][14][15][16][17][18] were 
conducted. In this phase, the selection was restricted to 
secondary studies, where efforts have already been made to 
synthesize the main issues around mode and connected 
device’s integration and management, specifically in the 
enterprise.  
Analyze phase: In order to demonstrate its usability, the 
Framework was used to compare leading Enterprise 
Mobility Management (EMM) and Unified Endpoint 
Management (UEM) solutions. They are designed by the 
experts in the mobile and IoT field, like VMware, 
Blackberry, and IBM. Even more, they are widely adopted 
by companies all around the world, and capitalize on user’s 

constant feedback and assessment. Therefore, in our 
opinion, they are exhaustive and representative of the most 
relevant fleet management features. This analysis gives an 
example of one of the many possible uses of the Framework,   
Preliminary evaluation phase:The framework is presented 
to assess its usability for each of the participant companies.  

IV. OPPORTUNITIES AND IMPLICATIONS OF 

MOBILE AND IOT IN THE ENTERPRISE 

Fleets of connected devices are not completely new to the 
enterprise. As a matter of fact and as Figure 1 illustrates, 
computers—desktops then laptops—were historically the 
first devices which integration in the enterprise needed to be 
managed [19]. More recently, mobile devices delocalized 
business related activities too by providing remote access to 
emails, applications and data. New services such as 
collaborative applications, platforms for real time access and 
sharing of content and tailored user specific applications are 
examples of these services. Nowadays, the IoT encompasses 
all devices that connect to the internet; including desktop 
and laptop computers, and smartphones, tablets and the like, 
but also kinds of embedded systems (e.g., sensors and 
actuators in connected vehicles, buildings, machine tools, 
containers, etc.). Overall, they create a global infrastructure 
that enables smart advanced applications at the service of 
the enterprise. This section demonstrates how the integration 
of fleets of connected devices has modified the dynamics 
within the enterprise. It also displays the risks this choice 
entails. For the sake of originality, we will concentrate on 
fleets of mobile and IoT devices. 

A. Towards Mobile Device Management in the 
Enterprise 

Typically, mobile devices are used in companies to send 
emails, transfer files, access internal applications, or 
communicate with team members. For instance, 
GlaxoSmithKline, a leading company in the healthcare 
industry, deployed more than 31000 iPads for its consultants 
in  180 countries to provide access from any location to 
corporate resources [20]. The integration of such devices in 
the workplace presents a great opportunity for enterprises. 
Return on experience indicates that it may increase 
productivity, efficiency, quality and sales, reduce the time 
and cost of several operations and improves customer 
relationships [21]. Nevertheless, an enterprise is a very 
sensitive environment where mobile device also added a 
new layer of complexity. First, mobile devices store 
sensitive confidential data. Being mobile, they move outside 
the boundary of the company, and thus can be stolen, used 
by third parties, and therefore data can leak or be disclosed 
to unauthorized parties and services used non properly. 
Second, mobile devices are exposed to malware that can 
reach the whole IT infrastructure and even worst almost any 
other internal resources, including critical ones. Finally, the 
unsupervised access to the internal network can cause traffic 
infiltrations. As a result, managing mobile devices is a 
critical issue for any enterprise that cares about its safety 
and business continuity  [22]. 
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Figure 1: Connected device evolution in the enterprise 

B. Towards Unified Endpoint Management in the 
Enterprise 

Today, there is a combinatorial explosion of the number and 
diversity of connected objects in enterprises, from health 
monitoring microchips, to distributed vending machines, or 
distance sensors. But at the same time, connected objects 
become more and more practical and powerful. As a matter 
of fact, Gartner indicates that 4.9 Billion objects were 
connected in 2015 and that this number will be multiplied 
by 5 in the next four years [23].  
An example of use of IoT is the one of Coca Cola’s fountain 

drink dispensers. After witnessing a decline in their fountain 
drink dispenser market, the Coca Cola lunched the “Coca-
Cola Freestyle” [24]. This new kind of connected dispenser, 
which involves of 3000+ dispensers, consisted in a drink 
factory that lets customers pick the beverage of their choice, 
making them more customer-driven, and more efficient.  
The IoT opens new revenue to organizations by enabling 
innovative services through advanced business models, 
increased efficiency and productivity through real-time 
insight and maintenance, and saved unnecessary costs 
through predictive diagnosis and dynamic self-adaptation. 
Connected objects hold countless amounts of information. 
Integrating them in the enterprise and connecting them with 
each other presents enormous business opportunities. 
However, like mobile devices, incorporating IoT 
technologies in the framework of the enterprise represents 
major challenges. The increased demand for the internet 
jeopardizes the user experience and efficiency. Thus, 
insuring the availability of services and applications 
becomes vital to preserve the productivity and quality 
guaranteed by the enterprise. Security is a major concern for 
enterprises, since any weak node on a network could 
compromise the entire infrastructure. Physically 
compromised connected objects—Stolen or lost—are a 
primary leak of confidential content, which endanger the 
enterprise’s privacy and reputation.  

V. A FRAMEWORK OF CAPABILITIES 

Many enterprises witness the fact that employees bring their 
own devices (BYOD) [11]. Contrary to devices that are 
purchased and distributed by the companies themselves it is 

absolutely impossible to control whether these devices are 
produced by different constructors or operate with various 
operating systems. Furthermore, IoT devices bring a wider 
disparity in formats and protocols.  However, if BYOD is 
not prohibited or controlled, and IoT is not standardized, 
then communication in this heterogeneous environment 
becomes a real issue. Besides, connected devices have 
limited hardware and software resources. Yet, they 
continuously collect great amounts of data that shall be 
stored, examined, and processed. This increases the risks of 
failures, like short memory, low processing and battery 
depletion. Connectivity is another concern; for most of the 
operations they handled, connected objects need an internet 
connexion to synchronize data, download or communicate 
with other devices.  
Remote resource allocation through cloud-computing can 
eventually solve some resource related issue, but it creates 
new security concerns. Indeed, sensitive data could be 
victim to malicious activity and at be disclosed to 
unauthorized users. Security is not a new concern, but it 
takes a whole new level of complexity now that the number 
of connected devices has multiplied. A single malware can 
have a wider scale and impact, especially when the device 
contains valuable sensitive data that should be protected in 
private containers and encrypted.  
Besides, connected objects are context aware; in other 
words, they are designed to adapt their services according 
to their own perception of their surroundings. Many 
different kinds of context information can be monitored to 
achieved that; changes that may occur over time, the 
performance of the devices and their applications, the 
interactions between the different stakeholders and the 
network state.All of these attributes and others should be 
observed and monitored, either to produce reports, when 
the environment is stable, or to trigger recovery plans or 
reconfigurations when inconsistencies or exceptions are 
captured.  
Considering the opportunities brought to the enterprise 
thanks to smart devices, and the risks that it implies, it is 
crucial for organizations to locate the main sources of 
challenge, and prepare the necessary tools to control to 
preserve the stability, security and integrity of the devices 
and resources.   
Therefore, an evaluation framework that elicits the 
capabilities that should be satisfied for a proper management 
of a fleet of connected devices was developed. Its ultimate 
purpose is to be used as a guiding tool to assist organizations 
with the integration of a fleet management solution, but it 
can also be of use to build a solution that fits the 
organization requirements, to evaluate existing proposals or 
to access its market positioning. 
In the following, we identify the capabilities that these 
solutions should satisfy, to properly supervise the 
integration of connected devices, depending on the needs of 
the enterprise. 

Figure 2 shows that the corresponding functions can be 
grouped into 6 main bundles: Heterogeneity management, 

security, resource management, content management, 
monitoring and adaptation. 
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Figure 2: Capabilities that should be insured by EMM and UEM 

 
A. Heterogeneity Management 
Connected devices bring a disparity in hardware 
components, software languages and communication 
protocols. Therefore, to enable the efficient and seamless 
interconnectivity of these devices, organizations are now 
expected to bridge the gap between diverse formats and 
protocols, with the help of smart gateways and middleware 
platforms, to provide advanced applications.  
Software &hardware: Employees use their personal 
devices for professional tasks. This includes mobile devices 
like smartphones or tablets, but also wearables and other 
sensors. These devices are usually built by different 
constructors and are meant to be used with various operating 
systems like Android, iOS, Windows mobile and IoT, 
Linux, Blackberry, Contiki, LiteOS and RiotOS. Managing 
interoperability should be a priority for organizations, in 
order to develop applications that exploit the multitude of 
available devices, and achieve the promise of IoT.  
Network: Connected objects collect and exchange 
information using different communication technologies. 
NFC, Bluetooth, RFID and ZigBee are used for short range 
communications, while GSM, Wi-Fi, or Ethernet, among 
other technologies, can be used to connect devices in a 
Local, Metropolitan or Wide area networks. The 
implications of this heterogeneous environment are a 
challenge for the enterprise, which should be a concern for 
the management platform.  
B. Security Management 
One of the most critical concerns in any company is the 
security of its computing devices and the confidentiality of 
its data and information. IoT exposes companies to a whole 
new level of vulnerabilities, such as unsecured public 
networks, uncontrolled connections through private 
networks, malware penetration to the local infrastructure 
through weak nodes, unrestrained access to corporate data 
and unauthorized users. It is only a matter of time before 
hackers locate and exploit vulnerabilities offered by the 
various entry points offered by the multitude of devices and 
applications in a corporation network. Guaranteeing the 
security of devices and their content should thus be a 
priority.  
• Physical: Physical security refers to the implementation 

of the necessary mechanisms and policies that restrict the 
physical access to mobile or IoT resources. Physical 
threats can occur either from the user of the device 
himself, by disclosing confidential data, or from an 

unauthorized party, who unofficially accessed the device, 
or stole or found it lost.  

• Accessibility: Accessibility security refers to the 
measures put in place to protect organizations from 
unauthorized or unlawful access to internal resources. 
These are targeted by cyber-criminals in hopes that the 
network crashes or who aim for the organization's 
confidential data or credentials. Illicit access to resources 
could target:  

 devices, routers or servers to disable the network provider 
(DoS)  

 IP addresses, MAC addresses or emails, which can lead to 
identity theft, thereby gaining illegitimate advantages 
(Spoofing)  

 a collection of devices with the purpose of taking control 
and distributing malware (Botnets)  

 Confidential data, which can be leaked to public, 
disclosed to third parties or held for blackmail (Leakage 
and discloser)  

 Files and documents to alter their content (Change)  
 Bank and accounting credential for a cyber-robbery 

(Cyber-robbery)  
• Use: Usage security aims to protect organizations from a 

wrongful manipulation of a connected device. Whether it 
is for professional or personal purposes, users usually 
connect to external servers through an internet access. 
These resources are prone to contain malicious software, 
which could infiltrate and infect the private network of the 
organization.  

Another misuse of connected devices is the alteration of the 
installed software or OS, by installing applications that have 
a direct impact on the OS's settings, or by deleting those 
responsible for usage regulations, which are intrinsic to the 
operating system.  

C. Resource management 

Connected devices are highly solicited, and generate a large 
amounts of data. Some of which is latency sensitive, and 
other might require heavy processing and analysis. 
However, low processing capabilities, short memory, small 
space storage and battery depletion are among the many 
intrinsic features of these same devices. A reasonable 
compromise between efficient usage and profitable resource 
management should be 
determined by a supervision 
platform.  
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• Battery drain: The majority of connected devices are 
powered by batteries, thus monitoring their state is crucial 
for service durability. Delivering optimal battery life, 
while reducing power consumption, is the main concern 
of enterprises in terms of battery management.  

• Storage: Computers, smartphones and smart devices 
continuously generate and collect data of different types. 
Some of it is large and typically accessed sequentially, 
like pictures or videos captured by smartphones and other 
smart devices. Other data is small and unstructured, 
generally supplied by sensor logs and measures. 
Smartphones are rather more advanced in terms of storage 
capacity compared to IoT devices, which may have 4K, 
96K or in best cases 256K of memory. Choosing the 
appropriate storage option and properly managing it is 
therefore a crucial task for the enterprise to maintain the 
performance of the fleet.  

• CPU: While some connected devices preform a limited 
amount of processing on small sensed data, like it is the 
case of smart sensors, others handle more considerable 
streams, and are expected to deliver a high performance 
capability, which is, for example, the case of mobile and 
automotive devices. Therefore, in order to fit the 
performance needed for each specific application, it is 
essential to be able to configure the processor, by 
adjusting, reducing or boosting its features. Furthermore, 
with the help of powerful resources, like cloud platforms 
and smart gateways [25], connected device's capacities 
can be empowered. The main challenge lies in allocating 
the right resource to the right device, all while ensuring 
the overall performance and energy efficiency.  

• Connectivity: Devices must be connected to access and 
share data, synchronize, and communicate with other 
devices and applications. The IoT depends thus very much 
on the Internet, even for the most basic operations. 
However, internet connections are not always guaranteed. 
This is even true with mobile telecommunication 
technologies like 3G and 4G, which can sometimes fall 
short in coverage. To overcome these issues, management 
platforms should take advantage of internet access when 
this one is available, with respect to other constraints. On 
the other hand, other communication mechanisms, like 
Bluetooth, should be able to sustain objects connectivity, 
to realize the needed operations.  

D. Content Management 

Corporate data is precious and very sensitive. Unfortunately, 
it is sometimes easily accessible via devices when they fall 
into the wrong hands. Meticulous measures should be taken 
by the management solutions to regulate access, 
manipulation and sharing. Furthermore, for mobile devices 
and wearables, applications are generally distributed via app 
market places where users can download all kinds of 
applications, for business and for personal usage. The 
acquisition of applications should be controlled and the 
boundaries between personal and professional applications 
should be clear.  
• Application management: Application management 

provides the foundation for industry specific applications 
and addresses the concerns related to the access, security 
and control of all applications that run on devices. In order 
to do so, application management should face the 
following challenges: 

 providing the organization's specific applications; first by 
supporting the environment to create and deploy these 
applications, then by implementing or embracing a 
marketplace for the distribution and supply, with the help 
of the user or directly by automatically updating the 
device; 

 securing user's access to applications, and application's 
access to internal resources; 

 configuring devices with application related policies; 
 monitoring the activity of applications in order to insure 

their compliance with the enterprise rules, and their 
conformity with the rest of the devices in the fleet. 

• Data management: Data management provides secure 
storage, access and diffusion of corporate data on a fleet 
of devices. This module addresses the following: 

 Access to data is a first concern; proper distribution 
channels and sharing protocols should be carefully and 
specifically chosen;  

 deploying the policies to secure access, transit and storage 
of data needs to be put in place in order to restrict 
illegitimate manipulation of data and separate different 
types of content; and 

 monitoring the status of the data is substantial to insure 
consistency and accuracy. 

E. Monitoring 

Every company has internal policies that define and portray 
a strict behavioural and functional setup for its employees, 
including their use of personal devices within the company. 
In this sense, CIOs and IT managers make sure that devices 
are constantly monitored to guarantee that they comply with 
the rules. User activity, device state and connectivity, and 
environment conditions, are all considered relevant.  
• Location & Time monitoring: Thanks to embedded 

sensors, some connected devices like computers, mobile 
devices, wearables and cars can be traceable, thus 
determining the location of their owner. Monitoring time 
and location could enable organizations adjust device 
configuration depending on the level of trust granted to 
the location in question, or to a certain time frame.  

• Activity monitoring: Activity monitoring focuses on 
analysing the state of the device. Through the embedded 
smart sensors, the management platforms should be able 
to detect the surroundings of the user like brightness or 
temperature, recognize presence, predict user activity 
from calendar, and even be aware of the behaviour of 
other devices in the fleet. Furthermore, it should be 
possible to track usage characteristics, user 
communication logs, consumption, battery level and so 
one.  

• Identity monitoring: To determine the level of trust and 
the configuration category granted to a device, it should 
be possible to track any alteration in its identity. 
Connected device’s identity is defined by a list of 

parameters. First, user identity, if any, which refers to the 
personal information about users as well as their status 
and profile group. Then, device hardware characteristics, 
which include constructor information, embedded sensors, 
storage capacity, etc. And finally, software identity, which 
involves supported OS, supported languages, default 
application, etc. 
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• Configuration monitoring: The management platform 
should be concerned with the compliance of a 
configuration in a given context, with the internal policies. 
Then, amongst the valid configurations that could be 
applied on a device, chooses the most appropriate.  

F. Adaptation 

Monitoring the context of connected devices enables the 
platform to detect when inconsistency occurs. If and when 
this happens, the management platform should be capable of 
launching a new configuration, one which corresponds to 
the new state. In the case of an unauthorized location or time 
frame, adapting the device consists of blocking certain 
privileges. In the case of suspicious activity or unauthorized 
use, the adaptation could lead to a complete shutdown of 
device access. And finally, if the configuration of the device 
changes manually, by the user himself, the platform could 
reset the previous configuration, or propose a new one.  

VI. OVERVIEW OF THE APPROACHES 

Introduced under the name Mobile Device Management 
(MDM), Enterprise Mobility Management (EMM) 
platforms emerged in the mid-2000s. EMM organized the 
use of mobile devices in the professional context. The 
success of these platforms proved very legitimate since they 
allowed corporations to better integrate mobile technologies 
in their IT infrastructure, by applying configurations for 
groups of users, securing storage, accessing and using 
corporate information and applications in a consistent way 
with the rest of the information systems, monitoring the use 
of resources, and finally producing more reliable activity 
reports on employees. 
Four EMM sub-categories can be distinguished [26]: (1)  
Mobile Device Management (MDM) platforms “support 

centralized control of an entire fleet of smartphones and 
other mobile devices by applying and ensuring pre-defined 
configurations” [27]; (2) Mobile Application Management 
(MAM) platforms secure applications in a container, from 
which policies and data storage can be provided and 
controlled [28]; (3) Mobile Identity (MI) systems ensure 
that only trusted registered devices are allowed to access 
enterprise applications and data [26]. And finally, (4) 
Mobile Content Management (MCM) platforms secure 
the business content that is stored on mobile devices.  
When first introduced, MDM handled mobile devices, 
content and applications. Later, the three features split to 
offer independent functionalities under the umbrella of 
EMM. A consequence was that companies that needed to 
lock down their documents with policy-based controls opted 
for MCM only. The same goes for businesses which only 
concern is managing applications (MAM). 
Unified Endpoint Management (UEM) platforms provide 
a holistic environment to control all end-user devices, 
including desktops, laptops, tablets, smartphones, wearables 
and IoT [29]. UEM was first created to fill the gap between 
client lifecycle management solutions for computers and 
EMM solutions for mobile devices into one platform. 
Eventually, the number and diversity of endpoints in the 
enterprise expended, thus new devices needed to be 
discovered, monitored and eventually integrated to the 
company’s fleet of devices. Managing vending machines, 

printers, sensors and wearables requires a broad range of 
features, sometimes similar to EMM’s. Among these new 

functionalities one can for instances quote: device 
enrolment, data security, application and content 
distribution, and device configuration.  
In order to understand the contribution of EMM and UEM 
platforms, the paper focuses on studying the leading 
solutions, which are considered the most mature, dynamic 
and qualified to represent the best of EMM and UEM 
capabilities [29]. The selection includes Airwatch, 
MobileIron, MaaS360 and BlackBerry® Enterprise Mobility 
Suite.  
Airwatch has been topping the list of Gartner Magic 
Quadrant for Enterprise Mobility Management Suites for the 
last 6 years [26]. Besides, it is the world's largest EMM and 
UEM provider in terms of revenue and Market Share [30]. 
The company was founded in 2003 and acquired by 
VMware in 2014 for approximately $1.181B [31].  
In 2006, iPhones and Androids had recently been introduced 
into the workspace, but the market lacked of infrastructure 
built around these devices to protect data and guarantee a 
required level of security. MobileIron was a pioneer in 
managing mobile devices, and later, IoT in the enterprise. In 
the last years, it was ranked best-in-class for its 
management, security and its operating environment [32], a 
world leader in mobility services [33] and the fastest 
growing EMM and UEM vendor [34]. 
MaaS360 is an IBM platform that provides IT organizations 
with the necessary tools to monitor and control devices, 
applications and content. MaaS360 was recognized by 
several entities for its exceptional IT support [35], and its 
strong overall performance and ease of use [33].   
After merging with Visto, a provider of mobile messaging 
services for mobile operators, Good Technology, also an 
expert in email products for mobile professionals [36], 
converted to managing and securing mobile data and 
devices in business environments. It has been a 
BlackBerry® company since 2015, and has extended its 
services in order to cover the broad scope of IoT [37]. 

VII. RESULTS OF THE COMPARATIVE STUDY 
This section reviews the management solutions presented in 
the previous section according to the framework of 
capabilities presented above. First, an overview of the main 
capabilities, as implemented by all solutions, is introduced, 
then, ina summary of our findings is presented for each solution. The 
check sign (✓) denotes the support of the capability by a given solution. 
The uncheck mark (x) denotes lack in the implementation of the capability. 
And the comment specifies a particular observation about (+strengths) or (-
shortcomings). 

A. Heterogeneity Management 
Management platforms are multitenant and cross platform; 
they manage the various operating systems used into the 
corporate environment including Windows, Macs, Linux, 
Blackberry, iOS, and Android. Some platforms do not 
support all the major OSs thought. Airwatch and MobileIron 
do not support Linux, and Blackberry is not compatible with 
newer versions of Windows and Mac.   
Thanks to the components described in Figure 3, notably, 
Datacentre services, EMM and UEM solutions provide end-
to-end integration mechanisms that allow devices to 
communicate with the IT infrastructure [38][39][40].  
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Nevertheless, IoT environments are still under development, 
and every new operating system requires adding specific 
separated incremental capabilities, which increases the cost 
and diversity of the overall solution. Only major and mature 
operating systems like chrome OS [41] or Windows 10 can 
be supported. Devicesimplementvarious communication 
technologies. Some of them can directly connect to the 
internet via Wi-Fi; others rely on mobile telecommunication 
technologies like 4G, short range communication 
technologies using Bluetooth of NFC, and some use Z-ware 
or ZigBee protocols. This heterogeneity, managed partially 
by the smart gateway –presented in Figure 3, complicates 
peer to peer communications between devices, which is an 
important basis of collaborative work.  
To support communication between the administration 
interface and devices of different hardware and software 
characteristics, several components are required: 

 
Figure 3: Standard Architecture of EMM and UEM platforms 

B. Security 

One of the main priorities of UEM and EMM platforms is 
insuring the security of devices, applications and documents. 
This goal is partially reached through the distributed 
architecture of the overall platform represented in Figure 4 
The main components of this architecture are described 
below. 
 

 

Figure 4 : The Network Architecture of EMM and UEM platforms 

C. Resource management  

Some of the actions triggered by UEM and EMM solutions 
take into consideration the state of hardware resources like 

the battery, the storage or the processing capacity. However, 
they do now fix the problem of mobile and IoT devices 
constrained resource. Even more, as reported by customers, 
the agent application on these devices consumes battery life, 
internet data, and memory. 

D. Content management 

A few years ago, the IT infrastructure was strictly composed 
of devices provided by the company to its employees. 
Security and confidentiality issues were limited and 
correctly identified. Today, personally owned devices are 
allowed to connect to the resources of a company. This new 
concept added another level of complexity to the 
management cycle. Also, outside users such as contractors, 
guests, clients, or other third parties sometimes need to 
access the corporate resources using their own devices. In 
this case, content and app control becomes an issue.[42][43]. 

E. Monitoring 

One of the most important assets of using IoT in the 
enterprise is their ability to collect real-time information. 
EMM and UEM are aware of this reality. Nevertheless, only 
basic information is collected, which narrows the field for 
intelligent services.[44][45]. 

F. Adaptation 

Context information collected from endpoints can trigger 
simple reconfiguration. MobileIron constrains network 
access depending on device’s current state, (i.e. the running 

OS, the level of encryption, the applications running on 
device, etc).  Airwatch defines “hot zones” as locations or 

times where features, content, network access and security 
settings are adjusted  [46]. For multi-user devices, switching 
from one profile to another leads to a complete 
reconfiguration, in order to respond to the particular needs 
of each category of users. Identity checking could also lead 
to OS or content updates, to redefine application access 
policies or to launch or block certain battery draining 
processes. Smart adaptations however are missing in these 
platforms.  

G. Comparatif study 

The management platforms depicted above are all leaders, 
thus, they all cover most of the management aspects that we 
propose. The diversity of communication protocols is still 
unmanaged. This is a serious drawback especially in the era 
of IoT, where devices support various communication 
protocols, but need to interact nevertheless. EMM and UEM 
suits do not fix the issues related to limited resources, 
opposite to that, they are reported to contribute to the 
drainage of battery, memory and bandwidth. Finally, when 
compared with the nature and quantity of data that can be 
collected from devices, the adaptation alternatives offered 
by the management platform remain very modest. The 
specificities of each solution can be summarized as follow. 
• Airwatch performance in all management aspect is 

notable, especially for big companies that need to manage 
a large number of diverse devices, and needs the solution 
to work hand in hand with the company’s existing 

infrastructure.  
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• Blackberry offers a comprehensive and modular solution 
to satisfy the needs of those who want an all-in-one and 
end-to-end solution, and those who are interested in 
specific capabilities. Their portfolio includes devices, OS 
and management platforms. However, the features 
supported by its native component are richer than the ones 
proposed across other platforms. 

• Compared with other solutions, MobileIron is exclusively 
focused on mobile and IoT fleet management. Apart from 
few shortcomings mentioned in Table 1, MobileIron 
answers the needs of customers who need to manage 
specific aspects within the company workflow 
(Docs@work, AppConnect, AppTunne, etc). Among all 
solutions, MobileIron has been reported to be the most 
user-friendly, easy to implement and most reactive to O 
updates. 

• IBM MaaS360 offers its customers a wider portfolio of 
features by integrating its EMM and UEM solutions with 

a variety of other IBM services. However, the mobile and 
IoT management platforms are two different solutions 
which are still not integrated. The SaaS nature of the 
MaaS360 solutions can be a drawback for customers in 
need of a hybrid or on-premise deployment.  
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Table 1 : Comparison of leading EMM and UEM solutions

VIII. PRELIMNARY VALIDATION 

In this paper, a framework that elicits the main capabilities 
which ought to be provided for the management of a fleet of 
connected devices was presented. To demonstrate one of the 
many ways it can be employed, the framework was used to 
evaluate and compare leading EMM and UEM suits.  
As a preliminary validation for our proposal, a survey was 
conducted. First, a pilot version of the survey was 
distributed and answered by two companies, then the 
answers were analysed by our team and the questions 
improved. A second and final version was then distributed 
to a larger sample. The questions were classified in 4 
categories. The first one is introductory; it is meant to 
determine the decision authority of the participants, the 
nature and penetration rate of mobile and IoT devices in 
their respective companies and whether the latter uses a 
management platform. The goal of the second category of 
questions is to confirm the benefits brought to the company 
through the use of these devices, as well as the risks they 
entail. In this category,two questions were added in the 
second version of the survey, an open question to provide 
insight on the main reasons the company have decided to 
adopt a management solution to manage its fleet of mobile 
and IoT devices, and another one to assess their level of 

satisfaction about it. The third category of questions aims to 
evaluate the coverage of the framework. Consequently, the 
capabilities introduced in this paper were compared to the 
ones implemented in each company, and an open question 
invited the participants to complete, if necessary, the list of 
capabilities, with others that are relevant to their company. 
And finally, a forth category was added in the second 
version of the survey to assess the usability of the 
framework. The first question interrogates the companies 
that already use a management platform about the 
capabilities they would consider from the framework, to 
upgrade their current version. Then the second question 
concerns companies that haven’t adopted a solution yet, to 

determine their willingness to use our framework as a 
guiding tool to choose the appropriate solution that best fits 
their needs. And finally, one open question to understand 
how the framework could be used in the company. The 
survey was created using the “SurveyMonkey” tool, and was 

broadcasted by email. 10 correspondents from 10 different 
companies answered (Algo Consulting, Microsoft, Rich 
Oxygen, Original, 
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 Forbes Magazine, ATJ Consulting, OCP, Hidden Founders, 
the Moroccan Minitère de l’industrie, du Commerce, de 

l’Investissement et de l’EconomieNumérique and  

Nestlé),70% of which have senior positions in their 
respective companies (CEOs, CTOs,CIOs, Information 
Technology Directors,MIS Directors,Project Plannings, etc), 
20% work in middle management (Managers, 
Architects,Senior Database Administrator and Engineers, 
etc), and the rest are employees, thus represent end users.  
All stockholders use laptops and smartphones at work. 60% 
of them also use their smartwatch. The senior 
representatives indeed confirmed that the use of personal 
mobile and IoT devices at work have increased productivity, 
enabled new services and insured employee attainability. 
However, they also expressed their concern regarding the 
confidentiality of content, as well as the security of the 
company’s IT resources.  
While 70% of participant companies addressed these 
concerns by adopting a mobile and IoT management 
solution, only half of them asserted that they are satisfied 
with the capabilities offered. 
According to the participant stakeholders, our framework 
helped in the following cases: 
• While they were not completely satisfied with the 

capabilities offered by their management solutions, the 
managers could not diagnose the exact features that were 
lacking. Through the framework, 80% were not satisfied 
with service durability, 40% complained about device 
performance when running a fleet management solution 
and 60% expressed their intention in mining the gap 
between devices that collaborate while using different 
communication protocols. 

• Amongst the companies that were content with their 
current platforms, 40% would consider upgrading their 
version to enable managed devices to adapt to alterations 
in their context in order to deliver advanced services and 
20% would appreciate that all devices communicate 
regardless of the communication technology they use. 

• 2 out of 3 companies that do not use any specific software 
to manage mobile and IoT devices would consider our 
framework to evaluate the market solutions. 

In conclusion, however selected with different ratios, all the 
capabilities proposed in the framework were chosen by at 
least one company, proving the relevance of them all. 
Furthermore, none of the stakeholders mentioned other 
capabilities that are important to their companies, other than 
the ones provided by the framework, thus proving its 
completeness. 

IX. CONCLUSIONS 
Mobile and IoT has revolutionized the way people and 
objects interact, especially in the workplace. Employees can 
now communicate, perform their usual tasks and use 
corporate applications anytime, at any place, more 
efficiently and with fewer costs. Moreover, integrating IoT 
in the enterprise enables advanced smart applications that 
monitor business processes, provide real-time insights and 
interventions, enhances CRM, and contribute to strategic 
improvements based on predictive analytics of generated big 
data.  However, it does not come without few drawbacks; 
heterogeneity of devices, potential theft of corporate 
resources and confidential information, maintenance, and 
unregulated use pose serious problems to the enterprise.  

This paper sheds the light on the fundamental functions that 
enterprises should be able to carry out to insure remote 
device management. It includes discovering and establishing 
communication with various types of devices, securing 
access to content and corporate resources, distributing and 
protecting access to files and applications, conserving 
limited hardware resources, maintaining internet 
connectivity, monitoring user activity and device 
performance, and reconfiguring when necessary to maintain 
compliance with internal policies[47]. The paper is mainly 
concerned with the Airwatch, MobileIron, Maas360 and 
BlackBerry EMM and UEM solutions, which offer the 
necessary tools to properly integrate mobile and IoT devices 
with the organization workflow.  
Managing IoT devices in the enterprise is practically new 
with significant room to improve in order to reach its full 
potential. Some of the possible capabilities may include 
collaboration; the IoT creates a global infrastructure, where 
all devices can interact. The platforms could go beyond the 
management of collaborative tasks and applications, to a 
dynamic allocation of resources. Devices could merge 
camera footage for 360° visuals, lend memory for running 
certain programs, delegate tasks before complete depletion 
of energy, or momentary share processors for the analysis of 
data. Another opportunity includes cognitive adaptations; 
thanks to cloud infrastructures, enterprises are able to 
archive colossal amounts of data. The management 
platforms could put together various types of monitored 
information, like location, videos, time, social network feed, 
or user browsing preferences, and learn better ways to solve 
problems. A good example of this capability would be the 
Comma Car [48]. Through analyzing the data, the platform 
could discover patterns and behaviors, which can be very 
significant for the enterprise in terms of processes 
optimization, user experience enhancement, and behaviour 
prediction.  
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