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Abstract— Voting is the most basic right of every citizen and is 

one of the most important responsibilities of every citizen. The 

votes which we cast decide the future of our country, and we 

must vote honestly and not succumb to any sort of pressure as 

the phrase goes "With great power comes great responsibility". 

Now once our votes are cast, we should ensure they are not 

manipulated in any way. The current voting system (EVM) is 

easy to manipulate i.e., there is a lot of human intervention 

which in turn could compromise the results of the elections, 

hence in this project we will try to solve this vulnerability by 

introducing a two-step verification which will help avoid the 

middle man attack i.e. only when the voter is physically present 

the fingerprint of the voter can be registered and only then the 

OTP will be sent to user’s mobile number this in turn prevents 

fake voters. 
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I. INTRODUCTION 

The project employs the concept of two step verification 

which ensures that our votes are cast to person of our 

choice. Biometrics or bio signatures like fingerprint and- 
iris are unique features of every individual. Hence, we use 

biometrics for this very important responsibility. Once 

verified it employs with second step, that is it sends OTP to 

the registered mobile number of the user and only when the 

user enters the OTP the user is allowed to vote and is 

registered. Now for the OTP system to work we use the 

Aadhaar data collected by the government. This copy of the 

data could be stored on the voting machine or cloud server, 

and once the vote is cast, the user’s data is removed from 

storage, hence the same person cannot vote again. This 

system will enable the Parliament and the State elections to 
be conducted on the same day, also since this system 

involves biometric verification this module can be installed 

in any ATMs or KYC centres across the country which will 

increase the polling rate by a significant margin as almost 

every village nowadays has a KYC centre. ATM’s also 

have adopted to growing trend of using bio-signatures for 

secure transactions hence almost every ATM in the country 

currently houses a fingerprint module which are very 

precise this will also prevent people mobbing at voting 

stations and will greatly reduce the voting station tension.  
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II. PROPOSED SYSTEM 

Our project is focused on using OTP verification for 

electronic voting machine. Our system can easily identify 

any voter by getting their fingerprint from the available data 
of the election commission. Whenever the unit detects a 

fingerprint, it will match it from the database. With 

reference to the existing data the biometric verification will 

be done. The person would get an OTP for verification 

which needs to be entered by the person for vote casting. 

Our model can easily 

detect any forgery or second voting. The voter can also get 

himself registered using aadhaar details and his fingerprint. 

The system would be accessed by password with the 

administrator. After OTP verification the person would be 

able to cast the vote and would receive a verification 
message for to whom he voted. Similar to the existing 

electronic voting machines, the unit will count votes of 

every voter. The administrator would be able to view the 

result as a message after the polling. The major advantage 

of our proposed system would be time efficiency and 

accuracy of the result. It would be real time with high 

accuracy for both identification of the voter and counting 

votes. Our system is completely offline and limited to the 

administrator and voter. Which explains, it would be very 

complex to hack the data. Our model can be represented by 

a flowchart as shown below. 

 
Fig. 1: Flowchart representation of the processes involved 
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III. MODULES 

A. Controller unit 

The controller unit of the whole design is Arduino UNO R3 

which is a microcontroller. The board is based on 

ATMEGA32. The board is combined with the digital and 

PWM type signals. In our model we would access the 

fingerprint scanner module using the pulse width 

modulation pin and one digital pin. The matrix keypad is 

connected to analog pins. The code to run the set can be 

downloaded from the computer to Arduino board using 

USB connector. 
 

 
Fig A: Controller unit 

 

B. Fingerprint module 

The fingerprint module used in our model is R307. The 

fingerprint module, captures the fingerprint and saves it to 

the memory of the micro controller, it matches the 

fingerprint of the user with the fingerprint database, it has a 

32-bit CPU which interfaces with the Arduino, the 4 

external wires helps to send the data to Arduino, and the other 2 

wires are voltage and ground wires. 

 
Fig B: Fingerprint module 

 C.GSM module  

This is a reliable wireless module. The SIM900A is a 
complete Dual-band GSM/GPRS solution in a SMT 

module. It is an industry-standard interface, the SIM900A 

delivers GSM/GPRS 900/1800MHz performance for voice, 

SMS and data in a small form factor and with low power 

consumption.  

  
Fig C: GSM module 

D. Matrix Keypad 4x4 

Each key of the matrix keypad is configurable to suite our 

needs we have configured each button accordingly. 

TABLE I: Keypad Configurations 
 

KEYS      MAPPED ACTIONS 

A : Party 1 Vote registered for party 1 

B : Party 2 Vote registered for party 2 

C : Party 3 Vote registered for party 3 

D : Party 4 Vote registered for party 4 

# Deletes the current database 
from the memory. 

* Send the final result to the 
Administrator. 

 

The 4 wires on the matrix keypad are connected to the 4 
analog pins of the Arduino microcontroller, this enables it 

to communicate with the Arduino. 

 
Fig D: Matrix keypad 

IV. RESULTS 

Before we proceed to the hardware implementation the 
above/below figure shows the complete hardware 

implementation of the proposed new system. The hardware 

and software were built hand in hand and every module was 

tested and verified using the respective code snippets. The 

hardware setup consists of an Arduino UNO micro 

controller, a fingerprint module which is used to 

authenticate the voter, a LCD display used to visualize the 

voting system, a Matrix keypad accept the votes and it acts 

as one source for the data entry into the system, finally the 

GSM module which sends the OTP to the voters mobile 

number when the finger print has been successfully verified. 

Fig 2 shows the initial startup of the screen where we 

greeted with a generic startup message and now the system 

is ready to go. It will now be able to accept votes from the 

voters and count them. 

 
Fig 2: Enter password screen 

Fig 3 shows the next state or step of the process.   

We would now be using secured password only known to 

the administrator to unlock the system. Once unlocked the 

system is ready for polling. Here we try to simulate the 

database by manually adding the fingerprint through a 

registration process, in real time this database will serve as 

a source for user biometric data i.e. the aadhaar card data 
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which holds the phone numbers and fingerprints of every 

citizen in India. After the registration process is complete, 

we are taken to the voting screen where we are prompted to 

place our finger to register the fingerprint. Once the 

fingerprint has been successfully matched the Arduino 

sends a command to the GSM module to send an OTP to 
the user. Since the user needs to be physically present to 

cast their votes illicit voting can be prohibited once the OTP 

has been received the user will be prompted to enter the 

above-mentioned OTP.  

 
Fig 3: Fingerprint Verification 

 

Fig 4 shows the voting screen, here the user is prompted to 

vote for one of the registered parties through the matrix 

keypad. 

 
Fig 4: Voting starts 

Once the voting process comes to an end the votes can be 

immediately counted by simple press of a button on the 

matrix keypad, this will send a message to the administrator 

through the GSM module.                                                                                                           

 
 

Fig 4a: Sending OTP 

 
Fig 4b: Enter OTP 

Fig 5 shows the final message received by the administrator 
of the total votes casted and the winner of the election, this 

way we would save a lot of time and manpower. Since the 

system is completely automated there is absolutely no 

human intervention, this resolves one of the major 

disadvantages of the current EVM's. 

 

 
 

Fig 5: Polling result on the voter's mobile display 

V. CONCLUSION 

It is a dream of every country to hold a fair election where a 

common person can register his or her vote to decide the 

future of the country. The security of the system and the 
interest of people must be protected at all costs. This system 

enables us to secure the voting system in a very fair and 

unbiased manner, it brings us one more step closer to a fair 

and secure election, it also would enable real time access 

and hassle-free election experience for the voters. Due to 

the merits this system provides the state and central 

elections can be held on the same day without any hassle. 

The system can also be installed in any KYC centers where 

people can access the easily.    
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