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Abstract: In this paper, a novel reversible keyless invisible
authentication method for video piracy protection which uses
randomized pixel for embedding real identity information is
proposed. Randomization at two different levels is not considered
in any of the existing methods. Videos, with this proposed
embedding of authentication information, ensure minimum
distortions and maximum resistance to the removal of
authentication information. Keyless invisible embedding process
increases the security and reduces the cost. This proposed
approach enhances the randomization of the specific pixels where
authentication information will be stored in a frame and the
location of such modified pixels is stored in an immediate next
frame. Each pair is identified with an embedded random number.
Modified Least Significant Bit (LSB) based invisible watermark
mechanism is used to embed the bits which are cost effective due
to simplicity and which can withstand statistical attacks. During
extraction, frame with pixel locations is used. The extracted
information will be compared to assure the authenticity of video.
The Euclidean distance, PSNR, MSE, SSIM proved that the
proposed method can withstand visual attacks. StirMark test
proved that the proposed algorithm is highly robust.

Index Terms: Modified Least Significant Bit,
Watermark, Video Authentication

Invisible

I. INTRODUCTION

In this era of deep penetration of internet connectivity and
smartphones, images and videos have taken the center stage
as a media for communication, entertainment, etc. Every
instance, a mind-boggling number of images/videos is being
transmitted using internet. Naturally, such large volume of
image/video exchanges has brought copyright protection the
most important aspect resulting in such contents being
embedded with copyright information in various forms using
different mechanisms. Videos, with such embedded
copyright information, require minimum distortions and
maximum resistance to the removal of authentication
information for effective control of the rampant piracy
menace that is prevalent currently. Any video is composed of
a sequence of still images and audio tracks. It can be broken
up into image frames and audios. Each image frame consists
of a set of pixels. Each pixel is having set of intensity
information bits. As such, it is easier to hide sensitive privacy
information in a video compared to other media. LSB method
is the most common, simple but effective method with low
computational complexity in Spatial Domain. Identification
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of pixels where the authentication information has to be
embedded and selection of embedding method are the most
important criteria for this scheme. After embedding, the
resultant frames should have minimized distortion so that
utmost protection from visual and statistical attacks shall be
observed. The existing lossless embedding processes
generally use Pseudo Random Number Generator (PRNG)
[9] for selecting the pixels simple but effective method with
low computational complexity to embed secret message and
LSBJ[10] of those pixels’ intensity values will store the bits of
authentication information, though they are vulnerable to
statistical attacks. In this paper a modified LSB instead of
only LSB and the pixels of Red color channel of the frames
are used. Two layers of influence circles instead of energetic
pixel [7, 8] concept is used to randomize the pixel selection
for embedding which increases the computational
complexity. In turn, it increases the security of the embedded
information.

Il. RELATED WORK

Video watermark algorithms are generally based on
relationships between frames and different types of
embedding. LSB steganographic method is a very simple but
effective method with low computational complexity to
embed secret message. Ramalingam et al. [1] used modified
LSB algorithm for better efficiency. Bin et al. [2] proposed a
data encapsulation method based on motion vectors by using
matrix encoding in video. Cao et al [3] proposed a video
watermark algorithm based on motion vector as carrier for
data hiding method and H.264 video compression process.
The principle of “linear block codes” is used here to reduce
transformation rates of motion vectors. Kelash et al [4]
proposed an algorithm to directly embed data into video
frames using color histogram, where pixels of each video
frame will be partitioned into two halves, right half will
contain hidden bits and left half will contain the counts of
right half. Feng B et al. [5] proposed” the syndrome trellis
code (STC) with flipping distortion measurement” which
compromises capacity but solves the security issue. Tashk A
et al. [6] proposed “modified duel watermark scheme” which
is in transform domain and gives excellent recovery capacity.
The scheme is having computational complexity. Paul et al.
[7] uses one bit per pixel for LSB based insertion inside
energetic pixel. Paul et al. [8] proposed dynamic optimal
multi-bit image steganography using energetic pixels and
Ising energy concept and hiding bits of the secret message in
the higher bit planes of image pixels which are high-energetic
in nature. This scheme can be considered as an embedding
process. In this scheme, high embedding capacities are
considered over gray scale image. However, all the three
planes of color image are not exploited. Also it is
implemented on uncompressed images.
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11l. METHODOLOGY

Rule 1: We define the distance_row of a particular pixel as
the difference of the index value of the row of a particular
pixel and that of other pixel.

Rule 2: We define the distance_column of a particular pixel
as the difference of the index value of the row of a particular
pixel and that of other surrounding pixels in influence circle.
Rule 3: We define the influence_distance as the maximum
distance_row or distance_column of between a specific pixel
and its surrounding pixels.

Let us consider that value of a specific pixel be P; j and an
arbitrary pixel from its be Q ki . Let us assume a, b are the
distance_row and distance_column respectively. Then

Either k-1 <0 or k-i = a where 0 <a <2 and 0<1,
k<2

Either I-j <0 or 1-j = b where 0 <b <2 and 0<j,

Since influence_distance cannot be negative or zero, we
can consider the k-i = a or i-j = b. As per the definition of
influence distance, if a > b then a is the influence_distance
otherwise b is the influence_ distance.

Here each video consists of {lI; , i=1,2,....n} image frames
where n is the total number of image frames in the video.
Therefore,

Video = 21, (image frame); + audio track ... )

Each image frame has height h and breadth w. Therefore,
imageframe l=hw........................ 3)

Each image frame consists of pixels with pixel values Pij;
where i=0,1,....... ,handj=0,1,...... W, i.e.,
image frame | = ZE FV_ P oo, (4)

Each pixel is surrounded by other pixels. The neighbors of
a particular pixel Pj; is defined as
N={Ps:€1,s#i, t#],0<Is-i | <h, 0 <It-jl <w}....(5)

Inner neighborhood IV;;0f any pixel F;is defined as
Ny ={Pst€ 1,5 #1,t#]j,0<Is-1 | < 1,0 < |t < 1}..(6)

Outer neighborhood ;; of any pixel Fy; is defined as
N ={Pst€ |, s # 1, tA, 1<Is-11<2, I<It-jI< 2} ... (7)

In the proposed process, Eq. (8) is used to get all the pixel
values of the frame with respect to values of its influence
circle pixels as defined by Eqg. (6) and Eq. (7). Each highest
value pixel of each row of the image frame, after the
transformation is identified as possible pixel to embed the
authentication information. All such pixels are used to
securely store authentication information.

To implement the proposed randomization concept, inner
and outer influence circle is used. The equation for the pixel
value of dij is
fij=abs(E X l dy; —
where
i=0,1,....... ,hand j=0,1,...... W
s#iLt#j,0<[s-i|<1,0<|t-jI<1 and
UAELVE TSI <2, 1< VAl <2 i, 8)
Let us consider an arbitrary 5 X 5 matrix of image | as
follows

dsr | - Euzuldl'_i'_duu |)

Table 1. Pixel values of inner and outer neighborhood of d;;

531 7 41 20

11 59 25 10 19

10 | 62 25 | 8 34
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2 27 |5 57 19

1 29 18 32 17

Let us assume a sample pixel matrix with pixel values a;j.
Using (8) we get the following pixel values

Table 2. Sample pixel values of as3

12 10 11 42 06
8 09 15 08 05
9 08 09 06 04

10 12 10 40 03

07 09 08 07 02
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Table 3. Pixel values within influence circles of as 3

dizj2 di-2j1 dizj di2jr1 di2jr2
di-1j- di-1j1 di-1 divjn di-vje2
dij2 dij1 dij dij+1 dij+2

di+1j2 di+1j1 divaj di+1js1 di+1j+2
dis2j2 dis2j1 divzj dis2j+1 dis2j+2

The proposed scheme does not consider the actual image
content while selecting the pixels to embed authentication
information. This technique is devised to embed short text
data as secret message for authenticity in spatial domain.
Using the cover frame image of red color, the sender
calculates pixel value matrix using (8) and extracts the hidden
bits. In this scheme, each such position value is converted
into a bit stream and those bits are stored sequentially using
the 7 bit of the pixel value of Red color channel of each of
the pixels, starting from the first pixel of the applicable row in
the even numbered image frame.

A. ALGORITHM

Step 1:Read the video

Step 2:Read Authentication information

Step 3:Convert Authentication information into Binary
Step 4:Split the video into Image and Audio

Step 5:Split each Image into image frames

Step 6: Do step 7 to step 12 untill end of all images
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Step 7:Convert the pixel values of each frame using
proposed conversion Eq. (8)

Step 8:Find highest value of each row

Step 9:Embed Authentication information bit in 7% bit
of the highest value

Step 10:Embed Authentication information bit location
in the next frame

Step 11:generate a random number and embed that
number in the last row of both the frames

Step 12: goto Step 6

The ratio of the data which is communicated and the
distortion which is introduced is called embedding
efficiency. We get the proper definition of embedding
efficiency, as per [11]. The maximum embedding efficiency
of a arbitrary bit-stream insertion and uniform distribution of
0’s and 1’s using LSB interchanging method is 2. So the
embedding efficiency of the proposed method is also 2.

IV. RESULTS AND DISCUSSION

We are using randomization concept with modified LSB
embedding which will enhance the time complexity as well
as computational complexity at a marginal limit. The time
complexity of finding values of fi;using (8) is O(nlogn) and
the time complexity of LSB is O(n). So time complexity of
this proposed method is O(nlogn) + O(n)= O(nlogn).

As time complexity of the proposed system is increased,
security of the system also increased. We used 50 different
uncompressed videos from Archive.com to test this
algorithm. The results clearly established that the proposed
force-induced pixels based video watermark process is
resistant to different attacks and gives the optimal
imperceptibility. For interpretation and presentation of the
results here, as samples, we have used two files and the same
are detailed below. The proposed method of hiding the
message bits using LSB is because of its simplicity. Also the
proposed method’s time complexity is O(nlogn) whereas
DCT, DFT is having time complexity as O(n?). Above all
LSB is a lossless embedding method which gives high
embedding efficiency.

As the proposed process is keyless, no overhead for key
exchange is required which ensures data security. The
locations of pixels are selected randomly for embedding.
Different statistical analysis proves that the keyless
embedding process is secured compared to embedding
process with Key.

Robustness refers to maximum data amount that may be
hidden into the host video without fidelity losing. Using our
proposed method, we will be storing the authentication
information in every alternate frames and also random
number for each frame as two levels of authentication.

We have used StirMark [16-18], which is a standard
benchmark tool for checking whether the steganographic and
watermarking algorithms used on the image is robust or not.
The attack simulates image distortions that generally take
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place when an image is photocopied, printed or rescanned
there will be some distortions after photocopy/reprint/rescan
in the resultant image. StirMark simulates image distortions
of that type and checks whether the distorted image is robust
or not. We executed StirMark 4.0 on the image frame and the
result shows in Table 4 that shows none of the test are failed.
So the proposed embedding process is robust.

Table 4. StirMark result for robustness

Name of the test Value of PSNR Resultant
Distortion Noise(dB)
Test_MedianCut 3 173.46 40.1901
Test_MedianCut 9 173.26 34.1105
Test_SelfSimilarities 1 172.57 41.0251
Test_SelfSimilarities 3 172.69 39.2516
Test_RemoveLines 10 172.822 NA
Test_RemoveLines 50 172.722 NA
Test_RemoveLines 100 172.824 NA
Test_Cropping 1 205.37 NA
Test_Cropping 20 197.739 NA
Test_Cropping 75 179.611 NA
Test_Rescale 50 172.875 NA
Test_Rescale 200 172.793 NA
Test_Rotation -2 159.874 NA
Test_Rotation 5 143.98 NA
Test_RotationCrop -5 173.18 NA
Test_RotationCrop 1 173.739 NA
Test_RotationScale -1 173.738 20.326
Test_RotationScale .75 173.467 23.002
Test_Affine 1 169.97 NA
Test_Affine 8 169.22 NA
Test_SmallRandomDistortions .95 166.19 16.45
Test_SmallRandomDistortions 11 165.48 15.70
T_est_LatestSmaIIRandomDisto .95 167.96 20.31
rtions
T_estiLatestSmaIIRandomDisto 11 167.53 19.61
rtions
Number of tests which failed 0

By implementing Westfeld and Pfitzmann’s test [12] we
can prove that the proposed algorithm is resistant to first
order statistical attacks. Also Provos et al. [14] proved that
the color frequency test is not effective if the information is
hidden in randomly selected pixels though it will work well if

the information is hidden ~ced Tou
sequentially. o
g “z
E:?'
g
B
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We are not starting the hiding process from the beginning of
the image frame and the proposed process of hiding is not
chronological based on pixel positions, it can withstand this
test.

Proposed algorithm can withstand duel statistics test as
flipping of LSB in this test will not be effective. In our
proposed method, we are using the last but one-th bit ie, 71"
bit position to hide the message bit in pixels at random
positions in the image.

In terms of histogram analysis, the stego image frames are
found visually indistinguishable from their cover counterpart
image frames.

From Figurel and Table 5, the comparative values prove
that the two frames are very close to similarity. Also, the
difference between means of cover frame and the frame with
authentication varies from .0001 to .0010, which is very
small. Similarly the standard deviation of cover frame and the
frame with authentication varies from 0001 to .0006, which is
again very small. Both these difference value ranges show
that the original frame and the frame with hidden
authentication message very similar to each other.

Histogram Analysis

Frame 5 with authentication
information

Original frame 5

05 j o5 ]

0 0

(] 5 10 15 m = (] E] 10 150 %0 =

Figure 1. Histogram Analysis shows the resistance to visual
attack

Table 5. Comparison of two histograms of original and Image
with authentication information

Euclidean Correlation Chi-square Intersection
Distance
2.5902¢°1° 0.318 3.541 0.421

From Figure 1 and Table 5, it is clear that the cover and
stego images are very similar.
If we consider the surface plots and NCC of the image
frame before and after the authentication information is
embedded, we find no visual difference from Figure 2.

Surface Plot for NCC

Original Frame 10 and frame 10 Original Frame 11 and frame

with hidden authentication 11  with hidden location
information information of hidden pixels of
frame 10
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Figure. 2. Surface plots show no visual difference and
proves resistance to visual attack

The hidden data is very difficult to extract which helps
rise to the security of the proposed algorithm.

Also it is difficult to detect using HVS as the quality of
the stego image is very high. So we can say that the
proposed method can withstand visual attacks.

A ANALYSIS THROUGH QUALITY METRICS
Image quality measurement — MSE, PSNR, SSIM

Mean Square Error(MSE)

MSE= ——T3_, TX_,[x(m.n) — y(m,m)]*, where M, N
are rows and columns of image matrix, x(m, n) is the
original image, v (., n} is stego image.

If the value of MSE is greater than 0, then the stego image
will be of poor quality.

Peak Signal to Noise Ratio(PSNR)

PSNR = 20. logio [MAXPIX/RMSE] where

RMSE = +MSE isthe root mean square error, MAXPIX is
the Maximum Possible pixel value of the image. If the PSNR
has large value then the stego image is of good quality.

Structural Similarity Index Metric (SSIM)
SSIM = ((2axay + Cl)(szy + Cz)/(ax2 + ay2 + Cl)( bx2+ by2+ CZ))

Where “a”, “b”, & “bxy” are mean, variance, and covariance
of the images, and ““cy, C2” are the stabilizing constants. The
value of SSIM will vary between 0 and 1. The value of SSIM
for similar images will be near or equal to 1. As we have seen
in watermark implementation using similar type of concept
called energy pixel by Paul et al. [8], PSNR value is 38.62
which less than our average PNSR value 78.73. This shows
that the proposed randamized pixel based steganography is
better than the energetic pixel based watermark.
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Table 7. Quality metrics of test videos

Video Resolution Frames/ No. of Average Average | Average
name sec Frames MSE PSNR SSIM

Out.avi 720X1280X3 25 125 0.0022 77.8 1
Test_lavi | 320X870X3 20 120 0.003 785 1

V. CONCLUSION AND FUTURE SCOPE

Here, the time complexity of the algorithm is O (n log(n))
indicating that it is  non-computational-intensive.
Experimental results show that the PSNR value is high, the
MSE is very low and SSIM value is 1.0. Hence, we can infer
that the stego image quality is close to cover image. Further,
histograms show that it is difficult for the human visual to
recognize any difference between a cover and Stego image
frame leading to the conclusion that optimal imperceptibility
is achieved. Further, as the algorithm uses every odd
numbered image frame of the video to store the
authentication information, robustness is implemented. We
have considered authentication embedding in spatial domain
only. In the sample out.avi that we used above, there were
3.69 MB of data for a very short video of duration 9 seconds.
As such for full length feature films etc, data will be in big
data scale. We can then consider the use of cloud for
processing. We can also explore the same algorithm on
transform domain.
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