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Abstract: Low Earth orbit satellite (LEOS) communication 

system can be successfully applied in automated systems of remote 

monitoring and control of hydrocarbons production and 

transportation in the Extreme North. Herewith, continuous 

communications are possible if LEOS communication system is 

comprised of up to 60 satellites. With the increase in number of 

countries exploring deposits of Arctic shelf, the number of LEOS 

systems will also increase. This could lead to such situation when 

an alien satellite being in the radio coverage zone of receiver 

installed on terminal station of unattended object can impose 

previously tapped control command. As a consequence, the 

unattended facility of hydrocarbon production and transportation 

can fail. In order to prevent such situation, it is proposed to apply 

identification-friend-or-foe (IFF) systems for satellite. High 

information security in such systems is provided by 

zero-knowledge proof of knowledge (ZKPK) authentication 

protocol. Aiming at improvement of satellite identification rate, it 

is proposed to apply polynomial residue number system (PRNS), 

since arithmetic operations in such codes are executed 

independently and in parallel by bases. This work is aimed at 

reduction of time of satellite authentication by IFF system due to 

the use of PRNS codes. 

Index Terms: information security, modular codes, polynomial 

residue number system, satellite authentication 

system,zero-knowledge proof of knowledge authentication 

protocols. 

I. INTRODUCTION 

LEOS communication systemsarewidely applied in such 

global projects as exploration of the Northern Sea Route, 

development of information telemetric systems of air and 

land transport in high latitudes [1], [2]. Special attention is 

paid to the exploration projects of Arctic ocean shelf. In this 
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case LEOS communication systemsare included into 

automated systems of remote monitoring and control of 

hydrocarbons production and transportation. Communication 

systems are comprised of from 48 to 60 satellites.  

Since the number of countries and companies involved in 

exploration of Arctic increases, the number of LEOS 

systems will also grow. Hence, it could be possible that an 

alien satellite being in the radio coverage zone of receiver 

installed on terminal station of unattended object can impose 

previously tapped and delayed control command. As a 

consequence, the unattended facility of hydrocarbon 

production and transportation can fail.  

Such situation can be eliminated by improvement of LEOS 

information security using IFF system for satellite [3]. 

Satellite authentication rate can be increased by using parallel 

calculations. Peculiar position among integral algebraic 

structures of Galois fields is occupied by modular 

codes(MC) of PRNS. Application of these codes allows to 

parallelize calculations at the level of arithmetic operations. 

Thus, development of IFF system for satellite is an urgent 

task. 

II. LITERATURE REVIEW 

A. Analysis of IFF system for satellite 

As a rule, the IFF system is widely applied for 

authentication of both of civil and military aircrafts [4], [5]. 

In [6] in order to improve cryptographic security of IFF 

system, it is proposed to use 256-element pseudo-random 

sequences. In [7] it is proposed to apply encrypted 64-bit 

code for identification of object status which should be 

modified every 24 hours. The main drawback of the IFF 

system is the necessity to use secure channel for transfer of 

correct identifier to objects. The performed analysis of major 

principles of data arrangement of IFF system has 

demonstrated that they cannot perform satellite 

authentication and cannot be used in LEOS. 

B. Analysis of authentication protocols 

It is obvious that efficiency of information security of 

LEOS communication systemsis defined by authentication 

protocol used in IFF system for satellite. It was revealed in 

[8], [9] that numerous authentication protocols could be 

subdivided into three groups. 
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 The first group is comprised of password authentication 

protocols. However, these authentication protocols cannot be 

used for satellite identification since their cryptographic 

security is low. The second group is based on 

request/response authentication protocols. According to [10], 

these protocols widely apply encrypting algorithms. 

However, these protocols cannot be used in IFF systems for 

satellite, since it is required to store secret keys not only at 

satellites but also at unattended controlled facilities. 

This drawback is absent in zero knowledge proof 

authentication protocols which form the third group [10], 

[11]. In these protocols, the verifier V generates random 

requests which should by responded by the pretender P. In the 

frames of this protocol, the pretender should assure the 

verifier V that the known statement is valid. If the pretender 

is the authorized user, that is, his statement is true, then upon 

increase in the number of verification stages, the probability 

of correct statement should tend to unity. Otherwise, when 

the pretender's statement is false, the probability of correct 

statement would be close to zero.  

However, possessing high cryptographic security, these 

protocols are characterized by low authentication rate. In 

general, these protocols require for 20-40 authentication 

cycles, each comprised of three stages for pretender 

identification. Therefore, such protocols cannot be used for 

satellite authentication. 

III. METHODS 

A. Two stage zero knowledge proof authentication 

protocol 

This drawback can be eliminated by the protocol described 

in [12]. In this protocol, two stages are sufficient for 

authentication of the pretender P. With this aim, the protocol 

uses the satellite secret key U, the session key S(j), and the 

parameter for verification of dual use of the session key T(j). 

It is shown in Table I. 

 

Table 1. Satellite identification protocol 

Preliminary stage  

 P (pretender) Trusted center  V (verifier) 

1 

 

2 

 

U – secret key,  

U = {1, 2,…, q - 1}; 

S, T – random numbers;  

(S, T) = {1, 2, …, q - 2}.  

q – prime number  

g – primitive element of 

group q  

 

Operational stage  

 P (pretender)  V (verifier) 

1 Calculation of session key  

S(j) = F(S); S(j) = {1, 2,…, q - 2}; 

Calculation of verification parameter  

T(j) = F(T); T(j) = {1, 2,…, q - 2}; 

F – pseudo-random function. 

  

2 True status is calculated  

qmodggg)j(С )j(T)j(SU=  

  

3 Noise masking of parameters  

)q(mod))j(TT()j(T

),q(mod))j(SS()j(S

),q(mod))j(UU()j(U

*

*

+=

+=

+=

 

where {ΔU, ΔS, ΔT } = {1, 2,…, q - 2}. 

  

4 Noised status is calculated  

qmodggg)j(С
)j(T)j(SU*

**

= .  

  

Satellite authentication  

1   Request is selected  

d(j) = {1, 2,…, q - 2}. 

2 Response to request «d(j)» 

)q(mod))j(T)j(d)j(T()j(r

),q(mod))j(S)j(d)j(S()j(r

),q(mod)U)j(d)j(U()j(r

*

3

*

2

1

−=

−=

−=

 

  

   
Acquiring parameters  

(C(j), C*(j), r1 (j), r2(j), r3(j)) 
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Verification of response to request d(j) 

1   Verification of responses to 

request  

qmodggg)j(C)j(Y
)j(r)j(r)j(r)j(d 321=

 
   Y(j) = C*(j) – friend  

Y(j) ≠ C*(j) – foe  

 

The main drawback of this protocol is the use of one 

module q. According to [13], high spoofing resistance of 

authentication protocol requires that 
128qlog2 

 digits. 

Therefore, in order to perform multiplicative operations with 

respect to base q, high time consumption is required. This 

drawback can be eliminated by development of satellite 

authentication based on PRNS modular codes. 

B. Modular codes. Satellite authentication protocol 

implemented in PRNS modular codes 

Two types of modular codes are possible. The first type is 

comprised of codes of residue number system where an 

integer number U is presented in the form of residues 

)u,...,u,u(U k21= , where ii mmodUu  , mi are the 

modular codes coprime basis, k,...,2,1i =  [3] and [14]. 

Then, the arithmetic operations in modular codes can be 

presented as follows:  

 

)mmod)zu(...,,mmod)zu((ZU kkk111 ++=+ , (1) 

)mmod)zu(,...,mmod)zu((ZU kkk111 −−=− , (2) 

)mmod)zu(...,,mmod)zu((ZU kkk111 = ,  (3) 

 

where ii mmodzZ  ; k,...,2,1i = . 

The modular codes increase the rate of arithmetic 

operations since the calculations are performed in parallel. 

Due to these properties the modular codes are applied in 

digital systems of signal processing [15],[16]. The 

researchers [17], [18] analyzed the principles of development 

of digital filters based on modular codes. The researchers 

[19], [20] demonstrated error corrections using modular 

codes. Application of modular code in ATM cash withdrawal 

protocol has been demonstrated in [21]. Application of 

modular codes for reliability improvement of borehole 

information has been demonstrated in [22].  

The second group is comprised of modular codes of 

PRNS. In these codes irreducible polynomials pi(x), i = 1, …, 

k are used as bases. Then, the integer number U should be 

initially presented in the form of polynomial H(x) and then in 

the form of residues ))x(y),...,x(y),x(y()x(Y k21= , 

where )x(pmod)x(Y)x(y ii   [23]. Then, for PRNS 

code the following equations are valid: 

 

))х(z)х(y...,,)х(z)х(y()х(Z)х(Y
)x(р

kk
)х(р

11
k1

= , (4) 

))х(z)х(y...,,)х(z)х(y()х(Z)х(Y
)x(р

kk
)х(р

11
k1

= ,    (5) 

 

where )x(pmod)x(z)x(Z ii ; k,...,2,1i = . 

The product of PRNS code bases determines the 

operational range: 


=

=
k

1i

i )х(р)х(Р .      (6) 

Conversion from PRNS to position code is performed 

using the Chinese remainder theorem, according to which:  

 

)x(Рmod)x(M)x(m)x(y)x(Y
k

1i

iii 







= 

=

, (7) 

where 

)x(pmod1)x(M)x(m);x(p)x(Р)x(M iiiii = ; mi(x) is 

the weight of orthogonal basis.  

Let us apply single module protocol of satellite 

identification described in [12]. The protocol involves 

participation of the responder at the satellite and the requester 

at the controlled object. Let us implement the protocol in 

PRNS modular code. Let us select parameters satisfying the 

condition:  

  )x(Pdeg)j(T),j(S,Ulog2  .   (8) 

 

Let us concatenate the secret key 

)u||...||u||u(U k21= , the j-th session key 

)S||...||S||S(S j

k

j

2

j

1

j =  and the parameter for verification 

of dual use of the session key )T||...||T||T(T j

k

j

2

j

1

j = , 

where )x(pdegu ii = , )x(pdegS i

j

i = ; 

)x(pdegT i

j

i = ; k,...,2,1i = ; )x(pdeg i  is the 

polynomial degree. 

Preliminary stage at the j-th communication session: 

1. The responder calculates the true satellite status in 

PRNS:  

))x(C...,),x(C),x(С()x(C j

k

j

2

j

1

j = ,    (9) 

where 
+

=
)x(p

TSuj

i
i

j
i

j
ii )x(g)x(g)x(g)х(С ; g(x) = x; 

k,...,2,1i = . 

2. The responder modifies secret parameters:  

 

iiii Gmod)uu(u~ += ,     (10) 

i

j

i

j

i

j

i Gmod)SS(S
~

+= ,     (11) 

i

j

i

j

i

j

i Gmod)TT(T
~

+= ,     (12) 
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where   i

j

i

j

ii GT,S,u   are random numbers; 

12G
)x(pdeg

i
i −= ; k,...,2,1i = . 

3. The responder determines the satellite noisy status using 

PRNS: 

))x(C
~

...,),x(C
~

),x(С
~

()x(C
~ j

k

j

2

j

1

j = ,    (13) 

where 
+

=
)x(p

T
~

S
~

u~

i
i

j
i

j
ii )x(g)x(g)x(g)х(С

~
. 

Satellite authentication: 

1. The requester transfers to the satellite random number 

)d,...d,d(d j

k

j

2

j

1

j = , where i

jj

i Gmoddd  ; 

12G
)x(pdeg

i
i −= ; k,...,2,1i = . 

2. The responder receiving )d,...d,d(d j

k

j

2

j

1

j =

calculates responses as follows: 

ii

j

ii

1

i Gmod)udu~(r −= ,    (14) 

i

j

i

j

i

j

i

2

i Gmod)SdS
~

(r −= ,    (15) 

i

j

i

j

i

j

i

3

i Gmod)TdT
~

(r −= ,    (16) 

where 12G
)x(pdeg

i
i −= ; k,...,2,1i = . 

The satellite transfers to the requester the following data: 

 )r...,,r(),r...,,r(),r...,,r()),x(C
~

...,),x(С
~

()),x(C...,),x(С( 3

k

3

1

2

k

2

1

1

k

1

1

j

k

jj

k

j

1
. 

Verification of responses: 

1. The requester verifies the responses to the request 

)d,...d,d(d j

k

j

2

j

1

j = . 

( )
+

=
)x(p

rrrdj

i

j

i

i

3
i

2
i

1
i

j
i

)x(g)x(g)x(g)x(C)x(Y . (17) 

The "friend" status is assigned to the satellite if the 

following is valid: 

 )x(C
~

)x(Y),...,x(C
~

)x(Y),x(С
~

)x(Y j

k

j

k

j

2

j

2

j

1

j

1 === . (18) 

Analysis of the developed authentication protocol has 

demonstrated that it can be used for satellite identification at 

higher rate since the authentication is comprised of two 

stages. In order to estimate efficiency of the developed 

authentication protocol, it was compared with the 

Fiat–Shamir protocol and the Schnorr protocol. The analysis 

has demonstrated that the developed protocol performs 

authentication in two stages, that is, by 30 times faster than 

the Fiat–Shamir protocol and by 1.5 faster than the Schnorr 

protocol. 

IV. RESULTS AND DISCUSSION 

Let us exemplify the development of the IFF system for 

satellite. The given bases of modular code are 

1xx)x(p 25

1 ++= , 1xx)x(p 35

2 ++= ; 

1xxxx)x(p 235

3 ++++= . The operating range of 

the code is 
=

+++++==
3

1i

23415

i 1xxxxx)x(pР

. Then, the size of the secret key U, the parameters S and T 

should not exceed 15 digits. Let U = 19521, S = 5900, and  

T = 737. Let us present them in binary code and concatenate 

them. We obtain:  

)1||2||18()00001||00010||10011()u||u||u(U 101010222321 === , 

)12||24||5()01100||11000||00101()S||S||S(S 101010222

j

3

j

2

j

1

j === , 

)1||23||0()00001||10111||00000()T||T||T(T 101010122

j

3

j

2

j

1

j === . 

 

Preliminary stage at the j-th communication session: 

1. The responder calculates the true satellite status in PRNS 

according to Eq. (9): 

 

1xxxxxx)x(g)x(g)x(g)х(С 23

1xx

0518

)x(p

TSuj

1 25

i

j
1

j
11 +++===

+

++

+ , 

1xxxxx)x(g)x(g)x(g)х(С 34

1xx

23242

)x(p

TSuj

2 35

2

j
2

j
22 ++===

+

++

+ , 

23

1xx

1121

)x(p

TSuj

3 xxxxx)x(g)x(g)x(g)х(С
25

i

j
3

j
33 +===

+

++

+ . 

 

2. The responder modifies the secret parameters according to 

Eqs. (10)-(13)  

61918uuu~
3131

111 =+=+=
++

, 

24222u~
312 =+=
+

, 26251u~
313 =+=
+

. 

3295SSS
~

3131

j

1

j

1

j

1 =+=+=
++

, 5824S
~

31

j

2 =+=
+

, 

19712S
~

31

j

3 =+=
+

. 

26260TTT
~

3131

j

i

j

i

j

1 =+=+=
++

, 

1923T
~

31

j

2 =+=
+

, 541T
~

31

j

3 =+=
+

. 

 

3. The responder determines the satellite noisy status using 

Eq. (13): 

 

4

1xx

2636

)x(p

T
~

S
~

u~j

1 xxxx)x(g)x(g)x(g)х(С
~

25

i

j
1

j
11 ===

+

++

+

, 

24

1xx

1524

)x(p

T
~

S
~

u~j

2 xxxxx)x(g)x(g)x(g)х(С
~

35

2

j
2

j
22 +===

+

++

+
, 

хxxxxx)x(g)x(g)x(g)х(С
~ 34

1xx

51926

)x(p

T
~

S
~

u~j

3 25

i

j
3

j
33 ++===

+

++

+ . 

 

Satellite authentication: 

1. The requester transfers to the satellite a random number 

)4,4,4(d j = . 

2. The responder, receiving )4,4,4(d j = , calculates 

responses according to Eqs. (14)-(16): 

 

27726udu~r
3131

1

j

11

1

1 =−=−=
++

, 

14203SdS
~

r
3131

j

1

j

1

j

1

2

1

++

−=−= ,

26TdT
~

r
31

j

1

j

1

j

1

3

1 =−=
+

. 
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16824udu~r
3131

2

j

22

1

2 =−=−=
++

, 

2965SdS
~

r
3131

j

2

j

2

j

2

2

2 =−=−=
++

,

2TdT
~

r
31

j

2

j

2

j

2

3

2 =−=
+

. 

22426udu~r
3131

3

j

33

1

3 =−=−=
++

, 

24819SdS
~

r
3131

j

3

j

3

j

3

2

3 =−=−=
++

,

1TdT
~

r
31

j

3

j

3

j

3

3

3 =−=
+

. 

The satellite transfers to the requester the following data in 

binary code: 

- true status  

 233423j

3

j

2

j

1

j xx,1xx,1xxx))x(C),x(C),x(С()x(С ++++++== , 

- noisy status  

 хxx,xx,x))x(C
~

),x(C
~

),x(С
~

()x(С
~ 34244j

3

j

2

j

1

j +++== , 

- responses )22,16,27()r,r,r(r 1

3

1

2

1

1

1 == ,  

)2,2,4()r,r,r( 2

3

2

2

2

1 = , )1,2,26()r,r,r( 3

3

3

2

3

1 = . 

Verification of responses: 

1. The requester verifies the responses to the request 

according to Eq. (17) 

4

1хx

261427423j

1 хxxx)1ххx()x(Y
25

=+++=
+

++
, 

24

1хx

2216434j

2 ххxxx)1хx()x(Y
35

+=++=
+

++
, 

хххxxx)хx()x(Y 34

1хx

1222423j

3 25
++=+=

+

++
. 

The verification result coincides with the satellite noisy 

status:  

 )x(C
~

)x(Y),x(C
~

)x(Y),x(С
~

)x(Y j

3

j

3

j

2

j

2

j

1

j

1 === . 

Hence, the "friend" status is assigned to the satellite. Now 

it can start data exchange with unattended facility. If Eq. (18) 

is not valid, then the "foe" status is assigned to the satellite, 

and communication session is rejected. 

Let us compare efficiency of the developed method with 

the previously considered one. It is known that raising of m to 

the power n requires  nlog2N 2=  multiplications. It has 

been demonstrated in [24] that for multiplication of two 128 

digit number, TMUL = 7 CPU cycles are required. In this case 

the length of raising to the power with respect to base will be:  

    CPU2CPUMUL2CPUMUL1 Tnlog14TTnlog2TNT)n(T === .`(19) 

Let the bit depth with respect to base q is 120 bit. Then 

according to Eq. (19), the length of raising to the power with 

respect to base will be   98qlog14)100n(T 21 ===

CPU cycles. If the authentication processor speed is F = 333 

MHz, then the tact duration is s103T 9

CPU

−= . Then the 

length of raising to the power with respect to base will be 

ns274)100n(T1 == .  

While using PRNS codes, the adders and multipliers with 

respect to base can be substituted with LUT tables. In this 

case the execution time of operation will equal to the time of 

data read out from LUT table. For this example, it is required 

to select ten modules pi (x), for which 12)x(pdeg i = . 

Then, it is possible to select ROM Series 1645 (128K×16), 

its data access time is ns100)10n(T2 == . Therefore, 

application of the developed IFF system for satellite 

increases the satellite authentication rate by 2.74 times. 

V. CONCLUSION 

With the increase in the number of countries exploring Arctic 

deposits, the number of LEOS communication systems 

between central station and unattended facilities of 

hydrocarbon production and transportation will also 

increase.This could lead to such situation when an alien 

satellite could impose previously tapped control command. 

As a consequence, the unattended facility of hydrocarbon 

production and transportation can fail. In order to prevent 

such situation, it is proposed to apply IFF system. 

The performed analysis of development of IFF systems has 

demonstrated that they cannot be used for satellite 

authentication in LEOS communication systems. Aiming at 

development of IFF system for satellite, the main 

authentication protocols were also analyzed. On the basis of 

the obtained results, the use of zero knowledge proof 

authentication protocols was substantiated.   

This article presented the development of IFF system for 

LEOS systemsbased on modular codes of PRNS. 

Application of this method has made it possible to develop 

zero knowledge proof spoof resistant authentication 

protocol which is able to determine satellite status at lower 

time consumptions.  

Comparative analysis has demonstrated that the developed 

IFF system for satellite increased satellite authentication 

rate by 2.74 times using ten 12-digit PRNS modules in 

comparison with single module protocol. 
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