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Abstract: With the innovation and advances in technology, the 

usage of smart cards has grown up rapidly in a wide range of 

applications including the Internet of Things. Particularly, the 

smart card facilitates the process of authentication of a legitimate 

user by the server providing some services. Therefore, smart card 

security has been a primary concern for the researchers.  This 

article presents an efficient smart card authentication mechanism 

based on the elliptic curve, which provides all the essential 

security properties, while simultaneously providing resistance 

from the threats and attacks made on to the system. Furthermore, 

the results show that the proposed scheme is time efficient than 

other related schemes.   

Index Terms: Authentication, elliptic curve, key agreement, 

smart cards. 

I. INTRODUCTION 

In a communication environment, there are different 

parties involved in transmitting information to each other. 

For secure communication, the authentication and key 

establishment are the two essential building blocks which 

ensure the verification of identities of the parties and 

encryption of secret information respectively. Generally, 

these types of communications can be modeled as the 

user-server model, where a user willing to access the 

facilities or services provided by a server, has to register with 

the server. The server must ensure that it is granting services 

to a legitimate user and a user must ensure that the server is a 

legal party in the communication. The three kinds of 

authentication approaches in a user-server environment are 

certificate based-approaches, identity-based approaches, and 

the password-based approaches [1]. Out of these three 

approaches, password-based approaches have been 

particularly attractive, since the password is easy to 

remember and these approaches are relatively easy to 

implement. In password based approaches the user has to 

remember a password for accessing the services of a server, 

at the same time the server is required to maintain a table of 

passwords and identities to verify the validity of passwords. 

However, the password based schemes are more susceptible 

to offline password guessing attacks. To overcome this, 

two-tier authentication schemes can be developed in which 

the password of the user along with the smart card is used in 

the authentication process.  The two-tier approach for 

authentication is more secure because if any one of the two 
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secrets i.e. either the password or the smart card is exposed to 

an attacker then also the scheme is secure. But, it must be 

ensured that both the password and the smart card must not 

be revealed to an opponent simultaneously. 

II. SECURITY REQUIREMENTS AND 

CHALLENGES 

Mutual authentication, integrity, confidentiality, and 

non-repudiation are the four basic security attributes which 

must be provided by any communication system. However, 

K. Markantonakis [2] have made an analysis on the security 

of smart card based system and figured out that except these 

four basic security attributes, availability and forward 

security must also be implemented to make these systems 

secure. In addition to providing the security properties, the 

smart card based authentication system must also counter 

against different attacks launched by the attackers. H. Ko and 

R. D. Caytiles [3] performed a detailed analysis of the 

security issues of smart card based systems. They explored 

that the attacks on the smart card can be divided into four 

classes – logical attacks, side channel attacks, physical 

attacks, and other attacks. The taxonomy of attacks on smart 

cards has been shown in Table I. The limitations of smart 

card based systems in fulfilling the security requirements 

includes less computational capacity, low power, and less 

bandwidth. Typically, a smart card possesses CPU clock rate 

of up to 5 MHz, RAM size up to few 100s KB, and maximum 

flash memory of 1 MB [4]. These limitations enforce the 

challenges in achieving the desired security level. Therefore 

efficient cryptographic mechanisms must be designed and 

implemented to make these systems secure in a way that all 

the necessary security functionalities are provided and the 

consumed computational cost is very reasonable.  

III. RELATED WORK 

A brief discussion of the authentication schemes based on 

password and the smart card has been presented in this 

section of the paper. C.C. Chang and T.C. Wu [5] presented 

an authentication scheme based on smart card and password, 

which provides enhanced security than only password-based 

schemes.  M.L. Das et al. [6] developed the first password 

and smart card based authentication approach based on 

dynamic identity, which overpowered the weaknesses of 

static identity-based schemes.  

Table I. Taxonomy of attacks on smart cards. 

 

Class of Attack Specific Attack 

Logical attacks 

Hidden commands 

Parameter poisoning 

File access 
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Malicious Applets 

Physical attacks 

Reverse engineering 

Probe stations 

Ion beams 

Side channel attacks 

Eavesdropping 

Differential power analysis 

Simple power analysis 

Password cracking 

Denial of service 

Power glitching 

Other attacks 

Covert Transactions 

Interruption of Operations 

Dual modes 

 

I.E. Liao et al. [7] proved that the authentication approach 

of M.L. Das et al. [6] is susceptible to user impersonation 

attack. Liao et al. also suggested a dynamic identity 

authentication protocol for both the parties which is secure 

from user impersonation attack. 

I.C. Lin et al. [8] presented an authentication approach 

based on ElGamal signature for theremote user in the 

multi-server environment.  

Y. P. Liao et al. [9] developed the first dynamic identity 

authentication approach for multi-server settings. But, H.C. 

Hsiang et al.[10] explored that Y. P. Liao’s approach is 

susceptible to impersonation attack, insider attack, and 

forgery. They also suggested an improved protocol which 

overcame these shortcomings. 

S. K. Sood et al. [11] explored that Hsiang et al.’s scheme is 

prone to the impersonation attack, replay attack, and stolen 

smartcard attack. 

K.H. Yeh [12] designed a security enhanced authentication 

approach based on the elliptic curve which is secure from 

man-in-the middle attack and the user or server 

impersonation attack. 

S. Chaudhry et al. [13] presented an elliptic curve based 

remote user authentication mechanism. They also proved that 

the protocol given by B. Huang et al. [14] has correctness 

issued and it is also susceptible to forgery and impersonation 

attack. 

Recently T.T. Truong et al. [15] have developed an elliptic 

curve user authentication scheme for multi-server settings 

and claimed that it is secure. This scheme is based on identity. 

However, Y.Zhao et al. [16] have proved that T.T. Truong et 

al.’s scheme is defenseless from impersonation attack and 

password guessing attack. 

IV. THE PROPOSED SMART CARD 

AUTHENTICATION SCHEME 

The proposed smart card authentication scheme has four 

phases – the initialization phase, the registration phase, and 

the mutual authentication phase. There are three parties 

involved in the whole protocol, first is the user 𝑈with a smart 

card, second is the server𝑆, and the third is the registration 

center𝑅𝐶. The notations and the symbols used in the protocol 

have been mentioned in Table II. 

 

Table II. Symbols and notations used. 

Symbol Notation 

𝑞 Large prime number 

𝐹𝑞 Finite field of size 𝑞 

𝐸 Elliptic curve on 𝐹𝑞 

𝐴, 𝐵 Elliptic curve parameters 

𝐺 Base point of E 

𝑂 Point on infinity 

𝐻 Hash function 

𝑃𝑆 Server’s public key 

 𝐼𝐷𝑆 Server’s identity 

 𝐼𝐷𝑈 User’s identity 

 𝑃𝑊𝑈 User’s password 

𝑇 Current timestamp 

𝑡 Expected delay 

 

A. The Initialization Phase 

In the initialization phase, the registration center initializes 

the global system parameters as follows: 

1) An elliptic curve 𝐸: 𝑦2 = 𝑥3 + 𝐴𝑥 + 𝐵 on 𝐹𝑞  having 

curve factors { 𝐴, 𝐵, 𝑞, 𝐺, 𝑛}sustaining 4𝐴3 + 27𝐵2 ≠ 0. 

2)  Randomly selectsβ ∈ 𝑍𝑛. 

3) Also chooses the hash function𝐻: {0 , 1}∗  →  {0 , 1}𝑙. 

4) Parameters {𝐴, 𝐵, 𝑞𝐺, 𝑛, 𝐹𝑞 , 𝐸(𝐹𝑞), 𝐺, 𝐻, 𝑃𝑆}  are 

published by the registration center and β  iskept 

secret. Where, 𝑃𝑆 is the server’s public key. 

B. Registration Phase. 

In the registration phase, the user and the server register 

themselves with the registration center𝑅𝐶. This phase has 

been divided into parts, first is the registration of the server 

with the 𝑅𝐶and second is the registration of the user with the 

𝑅𝐶. 

1) The steps carried out in the registration of a server with 

the registration center 𝑅𝐶are: 

• The server 𝑆 selects its identity  𝐼𝐷𝑆 , and sends the 

message { 𝐼𝐷𝑆} to the 𝑅𝐶using a secure channel. The 

server also computes its public key 𝑃𝑆 =  𝐼𝐷𝑆𝐺. 

• Upon receiving the message of registration request from 

the server, the 𝑅𝐶first selects β ∈ 𝑍𝑛 and computes 

𝐴𝑆 = 𝐻( 𝐼𝐷𝑆⨁ β ) 

• The registration center𝑅𝐶transmits the message {𝐴𝑆} to 

the server. 

The process of server registration with the registration 

center has been shown in Figure 1. 

 

 

 

 

 

 

 

 

Figure 1. Registration of the server with the registration 

center. 
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2) When a user wishes to register with the registration 

center𝑅𝐶, the steps given below are executed: 

• The user 𝑈  selects its identity  𝐼𝐷𝑈 and the 

password 𝑃𝑊𝑈. Furthermore, the user randomly selects a 

number𝑢 ∈ 𝑍𝑛. 

• The user computes 

𝑅 =  (𝑃𝑊𝑈⨁ 𝑢) 

• The user then sends the message { 𝐼𝐷𝑈 , 𝑅} to the 𝑅𝐶, 

through a secure channel for issuing a smart card. Since 

the smart card is needed to access and use the services or 

facilities provided by the server. 

• Upon getting the registration request form 𝑈 , the 

registration center 𝑅𝐶computes 

𝐴𝑆𝑈 =  (𝐴𝑆⨁ 𝑅 ⨁  𝐼𝐷𝑈)    
And then the 𝑅𝐶 issues the smart card to the user which 

contains {𝐴𝑆𝑈, 𝐻(), 𝐺}. 

• Upon getting the smart card from 𝑅𝐶,the user 𝑈marks 

the smart card with number 𝑢 and saves it. 

The process of user registration with the registration center 

has been shown in Figure 2. 

 

In this way, both the user and the server are registered with 

the registration center. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Registration of the user with the registration 

center. 

C. Mutual Authentication Phase 

In this phase both the parties including the user 𝑈 and the 

server 𝑆  authenticate each other to ensure that they are 

communicating with the legitimate party, i.e. the user server 

𝑆 ensures that the user 𝑈 is a genuine user while the user 𝑈 

ensures that he is getting the services from a legal server. The 

steps in the mutual authentication are given below. 

1) At the user’s end following computations are made. 

• The user 𝑈insets the issued smart card into a reader or 

device for authentication purpose. Moreover, he also 

enters the identity 𝐼𝐷𝑈 and the password 𝑃𝑊𝑈. 

• The smart card computes  

𝐴′ =  𝐴𝑆𝑈⨁ 𝐼𝐷𝑈⨁ 𝑃𝑊𝑈⨁𝑢 

• The smart card selects 𝑣 ∈ 𝑍𝑛 and computes 𝑃𝑈 = 𝑣𝐺. 

• The Smart card also computes 

the key      𝐾 = 𝑣𝑃𝑆 

Produces ciphertext 𝑐 = 𝐸𝐾(𝐴′) 

𝑟 = 𝐻(𝑐⨁𝐾) 

𝑄 = 𝑟𝐺 

• Timestamp 𝑇𝑈  is recorded, then the message 

{𝑐, 𝑟, 𝑄, 𝑃𝑈 , 𝑇𝑈} is sent to the server. 

2) Upon getting the message {𝑐, 𝑟, 𝑄, 𝑃𝑈 , 𝑇𝑈} from 𝑈: 

• The server 𝑆 first verifies whether 

𝑇 − 𝑇𝑈 ≤ 𝑡 

Here𝑇 is the current timestamp and t is the expected 

delay. If it is not true then the session is terminated. After 

successfully verifying the timestamp, the server 

computes the following: 

𝐾’ =  𝐼𝐷𝑆𝑃𝑈 

𝐴′ = 𝐷𝐾′(𝑐) 

• If 𝐴′ = 𝐴𝑆then the user 𝑈 is authenticated by the server. 

• The server further computes 

𝑟′ = 𝐻(𝐴′⨁𝐾′) 

𝑄′ = 𝑟′𝐺 

𝑎𝑠 = 𝐸𝐾′(𝑄′⨁𝐾′) 

The server records the timestamp𝑇𝑆  and transmits the 

message {𝑎𝑠, 𝑇𝑆} to the user. 

• Upon getting the message {𝑎𝑠, 𝑇𝑆}, the user first verifies 

whether 

𝑇 − 𝑇𝑆 ≤ 𝑡 

If it is not true then the session is terminated. After 

successfully verifying the timestamp, the user computes 

𝑎𝑠
′ = 𝐸𝐾′(𝑄⨁𝐾) 

If 𝑎𝑠 = 𝑎𝑠
′ , then the server Sis successfully 

authenticated by the userU. 

 

V. PERFORMANCE ANALYSIS OF THE PROPOSED 

SCHEME 

The performance analysis of the presented elliptic curve 

smart card based authentication scheme has been done in this 

section with respect to two dimensions. The first is the 

computational cost consumed by the presented scheme and 

second is the security functionalities offered by the presented 

scheme. 

A. Computational Cost Analysis 

The computational time of the proposed scheme can be 

evaluated by counting the most significant operations 

executed by the scheme. The authentication schemes 

proposed for the smart cards are either based on modular 

exponentiation or based on the elliptic curve. The modular 

exponentiation operation and the point multiplication on the 

elliptic curve are the two most time consuming operations.  
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Figure 3. Mutual authentication phase of the proposed scheme. 

 

Table III. Comparison of computational time of different schemes. 

 

 

 

 

 

 

 

 

 

 

p-elliptic curve point multiplication, e-modular exponentiation 

 

Q.Xie et al. [17] have mentioned that using Intel i5 

processor having 8 GB RAM and clock rate of 2.5 GHz, it 

consumes 3.043 ms in executing one modular exponentiation 

and 2.501 ms in a single elliptic curve point multiplication 

operation.The time consumed by the other operations is very 

small in comparison to modular exponentiation operation and 

the point multiplication on the elliptic curve, and therefore 

has been ignored in the analysis. On the basis of these facts, a 

comparison of computational time consumed by different 

smart card authentication schemes has been made and shown 

in Table III. 

From Table III, it can be understood that in the presented 

scheme, the user takes three point multiplication operations 

and the server takes two point multiplication operations. 

Therefore, the time consumed by the user is 7.503 ms and the 

time consumed by the server is 5.002 ms. 

B. Analysis of Security Functionalities 

The analysis of security functionalities can be performed 

in two phases, first is the analysis of security properties 

satisfied by the presented scheme, and second is the analysis 

of defense capability from attacks on smart card based 

systems.The proposed smart card authentication scheme 

satisfies mutual authentication, secure key agreement, 

anonymity, forward security, two-factor authentication, and 

availability. 

 

 

 

Protocol 

No. of operations performed Time (ms) 

User Server Total 
User Server Total 

p e p e p e 

Yeh et al. [12] 0 2 0 4 0 6 6.086 12.172 18.258 

Wang et al. [16] 0 2 0 1 0 3 6.086 3.043 9.129 

Chaudhry et al. [13] 3 0 3 0 6 0 7.503 7.503 15.006 

Xie et al. [17] 3 0 3 0 6 0 7.503 7.503 15.006 

Truong et al. [15] 2 0 2 0 4 0 5.002 5.002 10.004 

Proposed Scheme 3 0 2 0 5 0 7.503 5.002 12.505 
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 A comparative analysis of security attributes of the 

presented scheme with the related schemes in [12, 13, 15, 16, 

17] have been performed and shown in Table IV. 

Table IV. Comparison of security properties of 

different schemes. 

 

Protocol 

Security attributes 

M
U

A
 

S
K

E
 

F
W

S
 

A
N

O
 

T
F

A
 

A
V

A
 

Yeh et al. [12] × × ✓ × × ✓ 

Wang et al. [16] ✓ ✓ × ✓ ✓ ✓ 

Chaudhry et al. [13] ✓ ✓ ✓ ✓ ✓ ✓ 

Xie et al. [17] ✓ ✓ ✓ ✓ ✓ ✓ 

Truong et al. [15] ✓ ✓ ✓ ✓ × ✓ 

Proposed Protocol ✓ ✓ ✓ ✓ ✓ ✓ 

MUA-Mutual authentication, SKA-Secure key exchange, 

FWS-Forward security, ANO- Anonymity, TFA-Two factor 

authentication, AVA-Availability, ✓- Satisfied, × - Not 

Satisfied. 

Furthermore, the proposed scheme successfully provides 

resistance against replay attack, known key attack, user 

impersonation, server impersonation, insider attack, and 

password guessing attack.The defense capability of the 

proposed scheme against different attacks has been compared 

with the related schemes in [12, 13, 15, 16, 17] and publicized 

in Table V. 

 

Table V. Comparison of resistance capability of different 

schemes from the attacks.  

Protocol 

Resistance against attacks 

R
P

A
 

K
N

A
 

U
IM

 

S
IM

 

IN
S

 

P
W

G
 

Yeh et al. [12] ✓ ✓ × ✓ ✓ × 

Wang et al. [16] ✓ ✓ ✓ ✓ ✓ × 

Chaudhry et al. [13] ✓ ✓ ✓ ✓ ✓ ✓ 

Xie et al. [17] ✓ ✓ ✓ ✓ ✓ ✓ 

Truong et al. [15] ✓ ✓ × × ✓ × 

Proposed Protocol ✓ ✓ ✓ ✓ ✓ ✓ 

RPA-Replay attack, KNA-Known key attack, 

UIM-Impersonation, SIM-Server impersonation, INS-Insider 

attack, PWG-Password guessing attack, ✓-Satisfied, × - Not 

Satisfied. 

VI. DISCUSSION 

The comparison of computational costs publicized in 

Table III and the security functionalities shown in Table IV 

and Table V shows that our presented scheme is better than 

the other related schemes. From Table IV and Table V it is 

verified that our presented scheme is the only scheme which 

satisfies all the security attributes and only it can counter 

different attacks. None of the other schemes provides all the 

security functionalities. Although schemes mentioned in [12, 

15, 16] consumes less total time, these schemes fail to 

provide one or more security attributes. Therefore, the 

proposed scheme performs best among the schemes 

discussed in [12, 13, 15, 16, 17].  

 

VII. CONCLUSION 

Smart cards are utilized in a wide range of critical 

applications including banking, e-commerce, secure 

payments, securing physical access, attendance management 

and many more. The major advantages of using smart cards 

are longer life and high security. However, due to the less 

computational capability of smart cards, security is a major 

concern. Elliptic curve based solutions have been found 

suitable for securing resource-constrained environments. 

Therefore, this paper has presented an efficient elliptic curve 

based security solution for smart cards. It has been revealed 

from the results that the proposed scheme provides 

availability, secure key exchange, anonymity, two-factor 

authentication, and forward security. Moreover, it can 

counter password guessing attack, insider attack, 

impersonation attack, known key attack, and replay attack. 

Additionally, the proposed scheme takes a reasonable 

amount of computational time. Therefore, the proposed 

scheme is suitable to be used for smart cards. The work 

explained in this paper is worth for the researchers, teachers, 

and professionals working in the area of security of smart 

cards. 
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