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Abstract: Cloud computing is a very fruitful technology 

providing uncountable services to the customers on pay per use 

basis. Many popular companies are offering cloud services in 

modern age of data and computation. Whenever a user transfer 

his data on cloud for computation or just for storing purpose, this 

data comes under the eyes of man-in-the-middle, Cloud Service 

Provider (CSP) and internal employees of  CSP. Sudden attack on 

cloud storage in 2014 shows that the cloud is still in its early stage 

as 50 million users’ accounts were hacked in the attack. Lots of 

companies are there in market like Amazon Web Services (AWS) 

providing computation and storage but fear of hacking remains in 

the mind of data owner. Lots of algorithms have already been 

designed in this field but all of them seek for user to enter key. 

This research paper proposed a key generation algorithm which is 

coupled with Data Encryption Standard (DES) for generating 

unique key itself and subsequently encrypts data on the basis of 

key produced. The plus point behind designing this algorithm is 

not only to develop an automatic system which itself produce key 

for encryption but also making this complete process user 

independent. User need to upload the text data only, the key 

produced will be sent to user related to that particular data and 

encrypted data will be uploaded on cloud storage. The algorithm 

can be utilized in making cloud storage as a secure place to store 

data as well as it can be utilized while sending data outside 

boundaries of your organization.  

 
Index Terms: Cloud Computing, Cloud Storage, Cloud   

          Computation, Cloud Security 

I. INTRODUCTION 

  Cloud computing is a fruitful technology offering 

numerous services to the users on demand at remote location 

and follow pay as you go rule. Going into details we will find 

that it is not a separate technology in itself rather it is a 

collection of many technologies integrated together to take 

combined advantage of various technologies simultaneously. 

Technologies involved in cloud computing are parallel 

computing, distributed computing, virtualization and 

Internet.  Out of these technologies, Internet is considered as 

backbone of cloud computing because cloud services are 

accessible only through Internet [10]. Cloud computing is 

very rich in its definitions. There are lots of definitions of 

cloud computing. We are discussing some of standard 

definitions here. First of all the term cloud computing was 
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pronounced by Professor John Mc. Carthy, he defined cloud 

computing in his tongue as: “ If computers of the kind I have 

advocated become the computers of the future, then  

computing may someday be organized as a public utility just 

as the telephone system is a public utility, this computer 

utility could become the basis of a new and important 

industry” [10, 14, 18]. 

Douglas Parkhill defined cloud computing with its 

features in the book ‘The Challenge of the Computer Utility’  

in 1966 as: “Cloud computing is super-set of Virtual Private  

Network (VPN) along with network infrastructure that is 

utilized by telecommunication”. NIST (National Institute of  

Standards and Technology) defined  cloud computing as: “a 

model for enabling convenient, on demand network access to 

a shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) that 

can be rapidly provisioned and released with minimal 

management effort or service provider interaction. This 

cloud model promotes availability and is composed of five 

essential characteristics, three service models, and four 

deployment models” [10]. 

A. Deployment Models Of Cloud Computing 

There are four deployment models of cloud computing. 

These models are private cloud, public cloud, hybrid cloud 

and community cloud. These models are deployed as per 

requirements of users. If any of the users wish to access a 

cloud without sensitive data he or she is advised adopt public 

cloud, on the other hand if somebody wish to store or 

compute his or her sensitive data, best solution for such a 

customer is private cloud and if somebody wants to take 

benefits of two clouds simultaneously, he or she can adopt 

hybrid cloud. Apart from this if there are some known to 

enterprises and want to involve in computation, they should 

adopt community cloud. Total capacity of this cloud will be 

available only for those organizations which are known to 

each other. These four types of deployment models of cloud 

computing are discussed as: 

• Private Cloud - This model is available only for 

individual or for particular organization that to store 

sensitive secure or data on it. This model is completely 

owned by particular individual specific organization or by. 

The whole functionality of this cloud will be usable for 

somebody who owned it [14]. 

• Public Cloud - This is a simplest model of cloud 

computing. It is accessible to all publically. If the data, we 

required to compute or store on cloud storage is not sensitive, 

we can use this cloud model [14]. 
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• Hybrid Cloud - This cloud is designed by combining 

the features of of two or more clouds. This is suggested in 

situation where one cloud is unable to fulfill the needs of 

users. Advantages of designing this cloud are as: it is helpful 

for heterogeneous types of needs of users which are beyond 

the capability of just one cloud [10].  

• Community Cloud - When some trusted parties or 

some trusted organizations develop their cloud and the whole 

strength of the cloud is usable only for these organizations, 

such cloud is treated as community cloud [18]. 

Before adopting anyone of the above models for 

computation or for storing data, it is  advised to test the 

nature of the data first and then go for adoption of cloud 

because of a no. of security challenges and issues which must 

be kept in mind to avoid any type of data breaches and 

hacking. The service model stack of cloud computing has 

been given in Fig. 1. 

B. Service Models of Cloud Computing 

There are three service models of cloud computing namely 

SaaS(Software as a Service), PaaS(Platform as a Serivice) 

and IaaS(Infrastructure as a Service).  These models are 

discussed as: 

• Software-as-a-Service - This model is an upper most 

service model of cloud computing. In this model, software is 

offered to the cloud customers. Maintenance of the software 

is carried out on provider’s side, users can use but cannot 

make any change in it. Many organizations are providing 

SaaS. Some popular of them are as: SalesForce.com, IBM 

NetSuite, Microsoft and Oracle [18]. 

• Platform-as-a-Service - This model is considered as 

middle model in cloud architecture. The model is available 

for those who want to begin their own company having no 

proper equipment. This model provides a platform to the 

users or to the clients by using which they can develop their 

applications. For instance: a business minded wish to start 

software development company having only laptops and no 

proper platform on which he can develop software.  PaaS is 

available for such people. Some popular companies, offering 

PaaS are as: Microsofts Azure and GAE [18]. 

• Infrastructure-as-a-Service - This model is lowest 

service model in cloud computing architecture. In this 

service model an infrastructure is reserved for the customers 

for and they are charged on pay-per-use basis. For instance: 

if somebody wish to keep his data beyond the boundary of 

his organization, he can go to CSP for storage as a service or 

if somebody wish to perform computation which is beyond 

the control of single node, he can go to CSP for computation 

as a service. In both of cases, they will be provided services 

on the basis of SLA (Service Level Agreement) and will be 

charged for the time they use service. Famous IaaS providers 

are as: Joyent, Flexiscale, GoGrid, and Rackspace [18]. 

C. Salient Characteristics of Cloud Computing 

Cloud computing supports in growth that ranges from 

common man to large scale organization by offering 

numerous as well as cheap and best services. There are a no. 

of features of cloud computing. Let’s list out some of popular 

of them: 

• Resource pooling 

• Measured service 

• 24X7 on demand service  

• Broad network access 

• Pay per use service and cost effective 

• Rapid elasticity [1, 6] 

D. Issues And Challenges of Cloud Computing 

In its initial stage, market of cloud computing was 

growing rapidly because of few challenges on those days. 

But the time by which cloud it spread in all directions, issues 

and challenges grew rapidly. Out of many challenges some 

important are discussed here: 

• Performance 

• Privacy and security 

• Power consumption 

• Elasticity and scalability 

• Portability and interoperability 

• Resource provisioning and management 

• Availability and reliability [14, 18] 

  Out of these issues and challenges, in second point we 

have seen an issue of security and privacy. This paper has 

been written from the aspect of security, therefore we will 

discuss this issue in details here: 

• Data confidentiality 

• Authentication  

• Maintaining integrity 

• Web application security 

• Data breaches 

• Network security 

• Data security 

• Sign-on process and identity management 

• Data access  

• Availability 

• Data segregation 

• Backup and recovery 

• Data locality [14, 18] 

    Here, we have seen that there are a no. of security issues 

related to data in the field of cloud computing. Whenever we 

transmit data to the cloud either for computation or for 

storing purpose only, this data needs a lot of attention in 

terms of security. It is highly risky to upload data on cloud in 

its plain form [2]. Therefore it is common intelligence to 

encrypt the data before uploading it on to cloud space. Many 

algorithms are available for securing data by encrypting it. 

Out of those some popular algorithms are Data Encryption 

Standard (DES), Advanced Encryption Standard (AES), 

BlowFish, Rivest Shamir Adleman (RSA), International 

Data Encryption Algorithm (IDEA). On cloud we use 

homomorphic or symmetric algorithm to encrypt data [3]. 

The meaning of homomorphic in cloud is straight forward. It 

means that the encryptor and decryptor will be the same 

person.  Some of the authors are using concept of double 

encryption to encrypt data [7]. They encrypt data by using 

one algorithm and again encrypt the pre-encrypted file by 

using the same or different algorithm. Some others are 

encrypting the data by one algorithm and again encrypting 

the key by different algorithm and storing data on cloud and 

encrypted key on local storage to keep both data and key 

secure [13]. 

http://www.ijeat.org/


International Journal of Engineering and Advanced Technology (IJEAT) 

ISSN: 2249-8958 (Online), Volume-8 Issue-5, June 2019 

1454 

Published By: 

Blue Eyes Intelligence Engineering  

& Sciences Publication (BEIESP)  
© Copyright: All rights reserved. 

Retrieval Number E7461068519/19©BEIESP 

Journal Website: www.ijeat.org 

 
Fig.1: Cloud Computing 

 

E. Our Contribution 

    In this research paper, we have learnt how to design and 

develop an algorithm based on matrices rather than group. 

Here, we have proposed an algorithm which will sense the 

input data automatically and will generate the encryption key 

in matrix form. Our main objective is to utilize 

multidimensional key rather than single dimensional. This is 

first attempt to go towards the matrix approach and non 

linear key. We have designed an algorithm that is key 

generation algorithm integrated with DES for encryption and 

decryption. Our contribution has been summarized as under: 

• Firstly, we have designed an algorithm which will 

generate the key on reading or sensing the input data. This 

key generation makes user free for generating or creating 

key for encryption. Each and every time key produced will 

be unique and dynamic. If data is different than key is 

different. 

• Secondly, we have integrated this key generation 

algorithm with the DES (Data Encryption Standard) 

algorithm for encryption and decryption. Our main motto 

behind encryption decryption is to make data secure before 

uploading it on cloud storage because cloud storage is not 

as secure as our desktop systems. 

• Thirdly, we have designed architecture of the proposed 

system to make things easier to understand. This 

architecture shows the flow of information from user to 

cloud and from cloud to user in secured and efficient way. 

• Fourthly, we have computed the result for checking the 

efficiency of proposed work. In this work we have 

computed time taken for key generation as well as time 

taken for encryption and decryption. For performing this 

experimental work we have collected data ranges from 

500KB to 5000KB. Nature of the data with size as well as 

source has been shown in Table 1. 

      Rest of this paper is organized as: Section 2 discussed 

Related Works, Section 3 discussed Motivation and 

Research Gap, Section 4 Proposed Algorithm, Section 5 

Data Collection, Section 6 Experiments and Result 

Calculation and Section 7 concludes the paper with future 

research directions. 

II. RELATED WORKS 

    Hassan Rasheed, proposed infrastructure and data auditing 

in cloud computing where author has divided security 

auditing issues into two categories that is data auditing and 

infrastructure auditing [10]. Mohd. Tajammul and Rafat 

Parveen discussed big ten ISMS standards and their effects 

on cloud computing [14]. Subhashini and V. Kavitha 

discussed a survey on security issues on service models of 

cloud computing where authors discussed 14 security issues 

on SaaS and some on issues on PaaS some rest on Iaas. A 

large no. of solutions and tests has also been suggested to 

overcome these issues [15].  Manas MN et al. discussed 

cloud computing issues and methods to overcome. Authors 

have discussed there isolation on the basis of SaaS,  PaaS  

and  IaaS  and finally isolation at VM in memory and cache 

in multitenant environment [1]. Zuojie et al. proposed a 

scheme for multitenant environment to search with 

authorized keyword. This solves the problem of finding 

encrypted files on storage in cloud computing [9].  Liefi Wei 

et al. Proposed SecCloud and SecHDFS for storage and 

computation which encrypt the data before sending it to the 

cloud and before computation data will be decrypted without 

intervention of service provider [8]. Laurace T. Yang et al. 

Proposed GNFS algorithm with parallel block and also 

Weidman algorithm for RSA security in cloud computing. 

Authors have also discussed the limitations of RSA and also 

discussed how GNFS is used in factoring large integer 

having more than 101 digits [11].  Dimitrias Zissis, Dimitrias 

Lekkas addressed cloud security issues in tabular form 

representation by discussing levels of security users and 

security requirements and threats also [16]. Den Bonch and 

Mathew Franklin, proposed an identity based encryption 

from weil paring where authors shown a model based on 

bilinear map between groups and also given several 

applications of such system [12]. Manish M Potey et al. 

proposed a homomorphic encryption for security of cloud 

data. Authors showed that computation is performed on 

encrypted data in public cloud and results will be saved on 

users system [3].  P. Ravi Kumar et al. Discussed various 

data security issues as well as resolution technique in cloud 

computing [4].  Ali Azougaghe et al. proposed an efficient 

algorithm for data security in cloud computing where they 

encrypted data by AES and encrypted key produced by AES, 

by Elgamal. Then they sent data on cloud and stored key at 

local server [13].  Micheal Armbrust, shows a view of cloud 

computing where they proposed to clear the cloud away from 

the true potential and obstacle posed by cloud computing 

capabilities [2]. Hsun Chuhang et al. proposed an efficient 

privacy protection technique for cloud computing which 

satisfy the users’ requirements of privacy and also maintain 

performance of the system at the same time [5]. Mahindha 

proposed a double encryption by applying DES algorithm on 

plain data and again applied RSA on encrypted data 

produced by DES and hence achieved two level encryption 

[7]. Qian Wang et al. Tried to enable public auditability as 

well as data dynamics for cloud storage. Authors discussed 

integrity, public auditability and 

dynamic data operations [6]. 
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III. MOTIVATION AND RESEARCH GAP 

On reviewing the available literature, it is clear that for 

storing or computing data on cloud, we need to encrypt it for 

avoiding any breaches. To encrypt data we apply any of 

encrypting algorithms and produce Cipher text. Suppose we 

reserved some space on cloud for storing our valuable data 

on it. Each time we enter key in algorithm. Now suppose we 

upload 100 of documents on cloud storage and each of 

documents was encrypted by same key, if this key is stolen 

by someone, it is easy for him to crack each and every 

document very easily.  

      To avoid this problem we need to design a strategy 

which produce unique key for each document and start 

encryption according to that. If in future somebody steals this 

key, he can only decrypt just one document out of 100 of 

documents. Moreover if he will again try to decrypt any 

other document by the same key, he would not be able to do 

so at any cost. By doing this we can save rest of the 

documents. In previous case there was possibility to decrypt 

all the documents with just one key but proposed strategy 

reduces this possibility to just one document.  Two questions 

have been set as guidelines to fulfill this aim. 

 

1. How to produce a unique key for each document? 

2. How to overcome from the problem of stealing all the data 

at once? 

3. How to pass this unique key to encryption algorithm and to 

user of the data? 

      This research paper is an attempt to answer the above 

said questions and to fulfill the research gap which has been 

discussed earlier. 

IV. PROPOSED ALGORITHM  

Proposed algorithm has been designed in two phases. In first 

phase document is read and key is generated. This key it 

passed to the DES along with document which is second 

phase of the algorithm. A conceptual framework of the 

algorithm has been given in Fig. 2. 

     In this figure data file will be given to key generation 

algorithm as an argument. On the basis of sensing the data 

given in input file, key generation algorithm produces a key. 

This key in turn is passed to DES (Data Encryption Standard) 

with Input as arguments. Using these arguments DES 

produces encrypted file. This file is uploaded on cloud 

storage and key is stored locally. 

      At the time of downloading encrypted file is downloaded 

from cloud storage, key is extracted from local storage and 

DES is applied to decrypt the data and decrypted file is 

stored. Our main motto to store encrypted file on cloud 

storage is just because there are a no. of hackers and internal 

employees and moreover CSP (Cloud Service Provider). 

Due to deficiency of storage, somehow we have to upload 

our data on cloud storage. Encryption saves our data from 

hacking and fraud utilization.  

 
Fig.2: Proposed framework of the system 

 

 

A. Algorithm: Key Generation Encryption Algorithm 

Input:  as Plain Text 

Output: Key,  as Encrypted Text and Decrypted Text 

Call   KeyGeneration( ) Method 

1.  Integer i= 0; j= 0 // Phase I 

2.  AChar_Frequency( )//Count occurrences of all char    

3.  pRandom_Prime                              29 <= p <=97 

4.  B A%p // Taking remainder division of A by prime p 

5.  CChar (B+ASCII_Values (a to z; 0 to 9))// no. to ASCII 

6.  Dalphabet Such that L(alphabet) not equals to L() 

7.    while i < 6 do 

8.         while j < 6 do 

9.                    if (C has duplicate entries) then 

10.                       C_dupliEntries  D_corresEntries 

11.                     E C 

12.                 else 

13.                      E C 

14.                 end 

15.                ++ j 

16.       end 

17.        ++i 

18.  end 

19.  KeyF Transpose(E)// E’s Transpose stored in F, Key 

20.  Pass key to DES as well as store at local server 

21.   DES_Encrypt( Key,   )// Phase II 

22.  Upload  on cloud storage 

23.  Extract Key from local server and download  from   

       cloud storage 

24.  DES_Decrypt(Key, ) 

25.  Finish 
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 In above algorithm A, B, C, D, E, F are matrices of 6X6 

each, p is a random prime no. having value between 29 and 

97. KeyGeneration ( ) method generate key on reading input 

file and by executing steps from 1 to 19. Char_Frequency( ) 

method computes the frequency of each alphabet including 0 

to 9 and store in matrix A. L stands for language. 

L(alphabets) not equals to L() means language of alphabets 

and language of  both are different. For example if 

language of input file is ‘English’ , the language of 

alphabets stored in matrix D will be different from ‘English’, 

it may be any other language like ‘Arabic’ or ‘Hindi’, 

‘Punjabi’ etc. Transpose(E) method, transpose matrix E and 

store result into F and subsequently in Key. 

      Matrix C will have duplicate entries. To remove these 

duplicate entries, we have designed another matrix D, this 

matrix is an alphabet matrix having unique alphabets. The 

procedure of removing duplicates from matrix C is very 

simple. First of all a comparison among the elements of 

matrix C will carry out. During comparison if an element 

have its duplicate then it is replaced by corresponding 

position element of matrix D. This method is repeated until 

and unless all the elements in matrix C become unique. The 

main benefits behind the elements of matrix C to be unique 

are as the encryption for each document will be unique and 

dynamic. 

 

B. Pseudo code for DES Cipher_Text[17] 

 

Cipher_Text (plainTextBlock[64], RoundsKeys[16, 48], 

Cipher_TextBlock[64]) 

{ 

 permute (64, 64, plainTextBlock, inBlock, 

InitialPermutationTable) 

 split (64, 32, inBlock, leftBlock, rightBlock) 

 for (rounds= 1 to 16) 

 { 

 mixer (leftBlock, rightBlock, RoundsKeys[round]) 

 if (round!=16) swapper (leftBlock, rightBlock) 

 } 

 combine (32, 64, leftBlock, rightBlock, outBlock) 

 permute (64, 64, outBlock, Cipher_TextBlock, 

FinalPermutationTable) 

} 

mixer (leftBlock[48], rightBlock[48], RoundsKey[48]) 

{ 

 copy (32, rightBlock, B1) 

 method(B1, RoundKey, B2) 

 exclusiveOr (32, leftBlock, B2, B3) 

 copy (32, B3, rightBlock) 

} 

swapper (leftBlock[32], rigthBlock[32]) 

{ 

 copy (32, leftBlock, B) 

 copy (32, rightBlock, leftBlock) 

 copy (32, B, rightBlock) 

} 

method (inBlock[32], RoundsKey[48], outBlock[32]) 

{ 

 permute (32, 48, inBlock, B1, ExpansionPermutationTable) 

 exclusiveOr (48, B1, RoundKey, B2) 

 substitute (B2, B3, SubstituteTables) 

 permute (32, 32, B3, outBlock, StraightPermutationTable) 

} 

substitute (inBlock[32], outBlock[48], SubstitutionTables[8, 

4, 16]) 

{ 

 for (i = 1 to 8) 

 { 

 row 2X inBlock[i X 6 + 1] + inBlock [i X 6 + 6] 

 col 8 X inBlock[i X 6 + 2] + 4 X inBlock[i X 6 + 3] + 

 2 X inBlock[i X 6 + 4] + inBlock[i X 6 + 5] 

 value = SubstitutionTables [i][row][col] 

 outBlock[[i X 4 + 1] value / 8; value value mod 8 

 outBlock[[i X 4 + 2]  value / 4; value  value mod 4 

 outBlock[[i X 4 + 3] value / 2; value  value mod 2 

 outBlock[[i X 4 + 4]  value}} 

C. Advantages of algorithm 

• Algorithm reduces the hacking possibility 

• Algorithm reduces the time of entering key and 

reduces possibility of stealing key and subsequently 

breaches of data 

• Algorithm increase the security by encryption 

• Each time key is unique and non linear 

V. DATA COLLECTION 

To execute the algorithm, we have collected online data 

from two locations. Data that we collected from both the 

sources is free from pictures and is in textual form only. 

download/ and https://archive.ics.uci.edu/ml/index.php  

https://file-examples.com/index.php/text-files-and-archives-

for more specific and detailed information, we are creating a 

table which shows data source, type and size. 

 

Table 1: Data Type and Size 

Data Type Data Source Data Size 

Textual UCI MLR 100KB 

Textual UCI MLR 200KB 

Textual UCI MLR 500KB 

Textual UCI MLR 1000KB 

Textual UCI MLR 2000KB 

Textual Examples.com 50KB 

Note - UCIMLR-UCI Machine Learning Repository 

VI. EXPERIMENTS AND RESULT CALCULATION 

For calculating the efficiency of proposed algorithm, we 

have developed an application in java that simulates the 

behavior of algorithm.  The application was developed in 

java having version JDK1.6.0, NetBeans IDE with version 

7.2.1 and Notepad++, on Intel Core i3-5005U CPU @ 

2.00GHz, 1TB HDD, 8GB RAM, 64 bit Windows Pro 

Operating System. All experiments were executed 10 times 

on single threaded machine. Performance of the algorithm 

was measured against time Vs file size. Results of 

experiments are given in Table 1. Data on which experiments 

were performed ranges from 50 KB to 2000 KB. 
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Table 1: Time Taken in Key Generation 

File_Size Time taken for Key 

Generation 

50 KB Lt 1Second 

100 KB Lt 1Second 

200 KB Lt 1Second 

500 KB Lt 1Second 

1000 KB 1Second 

2000 KB 1Second 

Note – Lt denotes Less than in above table 

 

Table 2: Time taken in Encryption and Decryption 

File_Size Encryption_Time Decryption_

Time 

50 KB 2 Seconds 2 Second 

100 KB 3 Seconds 2 Seconds 

200 KB 4 Seconds 3 Seconds 

500 KB 8 Seconds 5 Seconds 

1000 KB 15 Seconds 9 Seconds 

2000 KB 27 Seconds 16 Seconds 

 

It is clear from the Table 1, the time taken by algorithm in 

encryption of data is more than that decryption because in 

encryption phase, algorithm takes some time to generate key. 

On the basis of results computed by performing experiments, 

a comparative graph has been sketched for encryption and 

decryption time against data in Fig.3 as under. 

 

 
Fig.3: Encryption and Decryption time against Data 

VII. CONCLUSION AND FUTURE SCOPE 

In this research paper, we have proposed an algorithm 

which will generate key on reading data input. This key is 

passed to DES (Data Encryption Standard) algorithm which 

will encrypt the given data according to key produced in first 

phase. The concept of the algorithm resembles to the concept 

of two pass compiler as the code produced by two pass 

compiler is always good in quality. Similarly the encrypted 

file produced by this algorithm is also good in quality. In first 

phase algorithm sense the document and produce the key 

while in second phase it encrypt the data on the basis of key 

produced. The algorithm reduces the possibility of hacking 

all data because of generating unique key for each document. 

Moreover algorithm stores the generated key into a separate 

file on local server so that for decrypting the data, this key 

may be referenced in future. We can conclude that the 

algorithm save the documents from unauthorized changes 

while saving user’s time side by side on sensing document 

and by producing key itself. Final matrix E is not used as key 

rather its transpose is computed to make data more and more 

secure. 

      Future work in this field is to implement this algorithm 

in real environment and to compute its performance against 

big data. Apart from this the given algorithm may be further 

enhanced to reduce its time complexity and to increase its 

efficiency. The algorithm can also be expended for secure 

migration of cloud data from one CSP (Cloud Service 

Provider) to other. More over the algorithm can be enhanced 

for key management because multiple documents, multiple 

key will be produced according to one key per document.  
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