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Abstract: Cloud computing is a technological advantage of 

information enabled services. Due to the lack of protection and 

reliability are the main tasks in a public cloud and the present 

authentication method do not provide adequate security in public 

cloud. Hence, this paper attempts to propose a three-level 

selection based One-Time Pad (OTP) encryption method using 

hybrid cellular automata for the public cloud which satisfies 

avalanche diffusion and confusion properties. It is found that by 

combining hybrid cellular automata and checksum method, a 

robust master key in the public cloud could be generated. The 

simulation results show that the proposed method has large key 

space and protects brute force and chosen plaintext attacks in 

addition to better accessing time for cloud data. The numerical 

analysis confirmed that the proposed hybrid cellular automata 

based one-time pad encryption solution provides better security. 

 

Index Terms: One-Time Pad, Cellular Automata, Block 

Encryption, User Security.  

I. INTRODUCTION 

The term cloud is a type of computing that runtime 

accessible, virtualized and the assets are delivered as a 

service over the internet. It can be accessed anyplace, 

anytime and anywhere in the planet across the web. As per 

the National Institute of Standards and Technology [1] 

explanation, “cloud computing is a method for enabling 

suitable, ubiquitous, instant network access to collective 

computing resources that can be quickly supported and 

released through service provider interaction or minimal 

management effort”.  Cloud computing have three main 

services: Platform as a Service, Infrastructure as a Service 

and Software as a Service and its claim can be executed with 

four operation methods: private cloud, community cloud, 

hybrid cloud and public cloud [2]-[5]. Also, it includes 

service level agreements, scalability, pay-per-use, data 

storage, and prevention methods. Cloud Service Provider 

(CSP) takes the obligation to provide high security for 

authenticated user’s secret data anywhere in the world [6] as 

shown in Fig. 1. Currently, cryptographic block encryption 

acts a important role in a distributed environment (i.e. public 

cloud). Generally, the encryption method is used to protect 

the authenticated user’s secret messages across the web.  
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Conventional encryption methods do not give sufficient 

security in public cloud [7]-[10]. Hence, there is a need for 

capable encryption method in public cloud. As stated in the 

Kerckhoff’s [11] principle `secrecy of the key alone gives 

protection. However, the security system is more 

complicated'. Hereafter, Shannon was transformed [12] as 

`enemy knows the system'. A lot of researchers presented 

different techniques and innovative approaches for key 

generation in public cloud. Still, the cryptographic key 

generation methods are vulnerable to many attacks in a 

distributed environment. There is a need for secret keys to 

strengthening in a public cloud. Hence this paper attempts to 

strengthen secret keys using hybrid cellular automata. 

 

 
Fig. 1. Model for Cloud Computing 

A. Cellular Automata 

A cellular automaton is a discrete dynamical system which is 

having regular grid of cells. These cells can change their 

states based on their neighbor's states [13]. Encryption is all 

about, if the CA global map is returnable, it is possible to 

retrieves the original cells (i.e. Rule 15 is inverse of Rule 85).  

The proposed method uses one-time pad (OTP) encryption 

which is providing total privacy while executing the CA 

structures during runtime [14]. However, the OTP 

encryption is need for randomness of the secret key [26].  

Hence, the proposed method uses a hybrid cellular automaton 

which is having best randomness and also without knowing 

corresponding transition rule the adversary cannot obtain the 

secret key information as CA has undecidability in nature.  

The boolean expression of every CA rule illustrated in Table 

1.   
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Table 1: Boolean expression of Hybrid CA rules 

 

 

 

II. LITERATURE SURVEY 

Digital data protection is one of the immense threats in 

modern computational systems particularly in public cloud 

environment. Due to the directness of the public cloud, the 

adversary carrying lots of attacks. Hence, the previous arts 

are studied and found the different types of threats. Lots of 

data security researchers had presented innovative 

techniques in the public cloud. In [15], proposed an 

innovative approach for information stored in the open 

clouds. In their approach, without knowing the user identity, 

the system evaluates authentication in the cloud. Hence, only 

genuine users can decrypt the original data. In their system 

protects replay attacks in the cloud.  

Though, the cloud service provider realizes each and every 

record policy which is stored in the distributed environment. 

To improve performance, in [16] proposed a multi factor user 

authentication across a dynamic cloud environment. In their 

system, the smart phone to acts as unique and only 

characteristics requires to entrée the services. This method 

protects denial of service attack and password guessing 

attack. However, the computational complexity and 

performance cost are massive to implement the large 

applications in the distributed environment (i.e., public 

cloud). Later, in [17] the author use the first factor as 

username, the second factor as a password with an ATM pin 

called as M-pin.  

It protects brute force attack and replay attack. However, it is 

unsuccessful for the multi-cloud environment. In [18] 

proposed a two level authentication model in educational 

cloud. The data accessing time is very less in comparison 

with the previous methods. However, the system is an 

ineffective in the distributed applications. Hereafter, [19] 

conquer these drawbacks and presented a new approach for 

authentication. The data stored in the different cloud and it 

protects brute force attack as key space is enough in their 

system. However, the computational complexity and running 

time are large in a multi-cloud environment. Liu et al. to 

decrease the computational performance and designed an 

innovative model in the public cloud [20]. 

 Authors have used two-factor (i.e., secret key and device). In 

this system, the cloud server knows the user fulfill data as no 

idea on the accurate characterization of the user. It  

 

 

 

 

prevents possible attacks; however, communication cost and 

running time are large in the system. To conquer these 

drawbacks, in [21] proposed a three level authentication 

model and it reduces an accessing time and prevents a replay 

attack. In [22] a multi factor verification based data backup 

model is proposed. This system used symmetrical keys (i.e. 

same keys are used both encryption and decryption) and is 

split into two stages then destroy the keys.  

This key can be retrieved using smart card and it protects 

denial of service attack. Later, lots of cellular automata based 

user authentication methods have been proposed and 

analyzed in distributed environment [23]-[25] especially in 

public cloud. However, most of the techniques uses 

multi-factor authentication and it took more time and also the 

computational complexity is large in many applications 

which is vulnerable to chosen plaintext attack and brute force 

attack. The proposed cellular automata based OTP 

encryption scheme to overcome these defects. 

 

 
 

Fig. 2. Process of Key Generation 

III. PROPOSED WORK 

The main aim of the proposed method is to emphasize user 

security in distributed environment especially in public 

cloud. It involves two phases such as registration level and 

authentication level.  

 

 

 

Sn HCA Rule Boolean Expressions 

1 Rule30 1

1 1[ or ]t t t t

i i i iH H H H

    

2 Rule90 1

1 1

t t t

i i iH H H

    

3 Rule150 1

1 1

t t t t

i i i iH H H H

     

4 Rule 165 1

1 1

t t t

i i iH H H

  
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A. Registration Part 

The new user’s needs to register themselves using digital 

devices like a laptop, personal computer, smart phone and 

tablet. After successful registration, the required messages 

will be sent to the registered users through email and mobile 

phone. 

 
 

Fig. 3. Process of Encryption 

B. Authentication Part 

The registered users only can access the authentication page 

services. Subsequently, hybrid cellular automata based 

selection process (Three-Level) is proposed to emphasize the 

user security in public cloud. It begins with four best HCA 

rules [27] are saved randomly in 
32 rule vector matrix.     

1) User Level Selection 

In the proposed method, the first level is done by the 

registered user who is choosing HCA rule from rule vector 

matrix which is stored in the memory buffer. 

2) CSP Machine Level Selection 

Similarly in the second level, the CSP machine randomly 

choosing a HCA rule from rule vector matrix. Here first 

iteration result input of the second selection rule. 

3) CSP Level Selection 

In the third level, the CSP randomly choosing a HCA rule 

from rule vector matrix. Here second iteration result input of 

the third selection rule. After iterating 2128 times, it produces 

the output structure. 

C.  Mode of Operation 

In case the authenticated user to enter their credentials into 

the cloud service access page. The following modes of 

operations are executed in the proposed system. Initially the 

logistic function to generate seed value and stored in the 

pre-initial structure. After 
1282  iterations (i.e. the rules are 

selected using TSS method) and it produces the output 

structure as initial key which is shown in Fig. 2. 

The generated initial key XORed with plaintext (i.e. 

password) and is addition to checksum values as secret key 

shown in Fig. 3. The key will be send to the authenticated 

users to acknowledge the same using checksum 

computations.  

 

 
Fig. 4. Process of Decryption 

 

At the end, the authenticated users enter their secret key (i.e. 

one-time pad) to access the cloud services. The decryption 

process is done in backward direction shown in Figure 4. In 

comparison with earlier methods, the proposed method 

achieves better user security and improves execution time to 

access the cloud services. The detailed numerical analysis 

explained in the following section.  

IV. NUMERICAL ANALYSIS 

A. Correctness of Proposed Key Generation 

Let the logistic function [28] 

1 (1 )n n nx x x                                                      (1) 

be the key seed value for the proposed methodology with the 

interval from 0 1nx   and 3.99 4.   Here   

represents the growth rate and nx  is a population at time n.  

Hence proposed method obtained the following matrix: 

0.145 0.321 0.551 0.613

0.781 0.215 0.818 0.313

0.919 0.222 0.415 0.666

0.585 0.414 0.323 0.718

S S

 
 
 
 
 
 

K   

 

Hence, every value in the matrix multiplies with 255.  

 

0.145 0.321 0.551 0.613

0.781 0.215 0.818 0.313
255

0.919 0.222 0.415 0.666

0.585 0.414 0.323 0.718

S S

 
 
  
 
 
 

K   

37 82 141 156

199 55 209 80

234 57 106 170

149 106 82 183

S S

 
 
 
 
 
 

K   

The obtained square matrix converted into binary value and 

is applied into 2's complement 

method: 
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00100101 01010010 10001101 10011100

11000111 00110111 11010001 01010000

11101010 00111001 01101010 10101010

10010101 01101010 01010010

S S

 
 
 
 
 
 

K

10110111

  

Hence, the proposed method takes last binary values of the 

matrix as input for the cellular automata structure. 

Therefore,  

CA1=10110111 

According to the following equation, the proposed method 

uses to select the CA rules in the vector matrix.  

C | 7 | 1nx     

where nx  is obtained from logistic function  from Eq. (1). 

First Selection: In case the user select rule 90 (Table 1) from 

rule vector matrix, the proposed method obtained the 

following operations: 

1 0 1 1 0 1 1 1

1 0 1 1 0 10 0

  

CA1'= 10110100 

 

where CA1' represents first selection first iteration result. 

1 0 1 1 0 1 0 0

0 0 1 1 0 01 1

  

CA1''= 00110011 

where CA1'' represents first selection second iteration result. 

Second Selection: Similarly the CSP machine select rule 150 

(Table 1) from rule vector matrix the following operations 

are obtained: 

 

CA2=00110011 

 

0 0 1 1 0 0 1 1

1 1 0 0 1 10 0

  

CA2'= 11001100 

where CA2' represents second selection first iteration result. 

1 1 0 0 1 1 0 0

0 0 1 1 0 01 1

  

CA2''= 00110011 

 

where CA2'' represents second selection second iteration 

result. 

Third Selection: CSP select rule 30 (Table 1) from rule vector 

matrix the following operations are obtained: 

 

CA3=00110011 

 

0 0 1 1 0 0 1 1

1 0 1 0 1 01 0

  

 

CA3'= 10101010 

 

where CA3' indicates 3rd selection 1st  iteration result. 

 

1 0 1 0 1 0 1 0

1 1 1 1 1 1 1 1

  

 

CA3''= 11111111 

 

where CA3'' represents third selection second iteration 

result. 

B. Correctness of Proposed OTP Encryption 

 

Let us consider f  is the function of cellular automata 

structure: 
256 256 256 256:{0,1} {0,1} {0,1} {0,1}

(M , I ) (M , I )s k s k

f

f

  


  

(M , I )t s kf f   

(E.g.),  

Suppose the user Plaintext: 11101001; 

Initial key Ik  : 11111111 which is obtained by one-time       

pad key Kotp   

I 11111111

K 11101001 11111111

K 00010110

k

otp

otp



 



  

Add checksum into OTP key Kotp . Hence, the proposed 

method computes the parity value: 

 K 0 0 0 1 0 1 1 0(mod 2) 1otp            

Then the proposed method adds an odd parity bit 1  into 

Kotp .and send to destination side. 

K 000101101otp    

 

C. Correctness of Proposed Decryption 

After receiving key Kotp (i.e. 22) with parity bit 1 , the user 

calculates and ensures the correct transmission in the 

destination. 

K 00010110 1

K 0 0 0 1 0 1 1 0 1(mod 2) 0

otp

otp

 

         

  

The proposed method 
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acknowledges correct transmission after observing expected 

even result (i.e., odd parity bit method). After that, the 

authenticated user to enter the correct code and obtained the 

following mode of operations. 
256 256 256 256

1

1

:{0,1} {0,1} {0,1} {0,1}

(I ,M ) (I ,M )

K K (I ,M )

k s k s

otp otp k s

f

f

  





  

The decryption process is done in similar way. The proposed 

method noted that the similar CA rules are applied while it 

encrypting the initial structure. Hence the proposed method 

obtains the plaintext and initial key. 

 

Plaintext: 11101001 

 

Initial Key: 11111111 

D. Avalanche, Confusion and Diffusion properties 

As stated in Kerckhoffs’s principle, the master key should 

satisfy avalanche criterion, confusion and diffusion 

properties. Avalanche criterion is all about when an input 

changes a small and the outcome varies extremely. In case 

the small varies in the master key or plaintext should origin 

the extremely vary in the ciphertext. The proposed method 

achieves avalanche criterion by using logistic function and 

hybrid cellular automata rules. Diffusion property all about, 

the correlation between plaintext and ciphertext should be 

complicated as much as possible. The proposed method 

achieves this property using hybrid CA rules. Confusion 

property is all about, the correlation between master key and 

ciphertext should be complicated as much as possible. The 

proposed method achieves this property using hybrid CA 

mechanism and it makes the complex behavior. Therefore, 

the proposed method assuages the basic three properties and 

it prevents chosen plaintext attack.  

E. Key space analysis 

Different keys are generated based on the user’s 

requirements. Hence, the authenticated user’s plaintext and 

initial key are combined, then iterated and it produces the 

master key. Every key situate 128-bit key length and the total 

key size is 
1282  and is enough to protect brute force attack. 

The CA holds 256-bit for each block and is used for 

encryption and decryption which is having 
8 256 2562 X X

  

space size. Hence, the key space is sufficient to protect all 

possible attacks. 

 

 
Fig.  5. Comparison of Execution Time 

V. EXPERIMENTAL RESULTS 

In our experiment, the designed model has been verified in 

the virtual public cloud. Depend on CSP total entry the 

execution times are calculated using Eq. 2.  Hence, the 

proposed method obtained good results in comparison with 

existing methods that are shown in Fig. 5.  

Also, the proposed method achieved better improvement 

speed in comparison with previous methods that are shown 

in Table 2. 

          
-

Speed(%)= 100
 


                                              (2) 

 

 
Fig.  6. Kumaresan et al., 2015 improvement 
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Fig.  7. Kumaresan et al., 2017 improvement 

 

Table 2. Illustration of Execution Time (msec) 

 

Entry (Kumaresan et al., 2015) (Kumaresan et al., 2017) Proposed Speed Speed 

19 13.9 15.1 10.3 0.25 0.46 

14 9.0 10.5 7.9 0.12 0.24 

10 8.7 9.9 6.2 0.28 0.37 

6 3.7 5.8 3.0 0.18 0.48 

2 2.6 4.4 1.5 0.42 0.65 

 

where   represents existing factor and   represents 

proposed factor. It has been noticed that based on the number 

of entries there is an improvement in speed that is shown in 

Fig. 6 and Fig. 7. It is noted that, number of entries increased 

the improvement speed is decreased and so on. 

VI. CONCLUSION 

Hybrid cellular automata based one-time pad encryption 

method has been proposed and analyzed in the virtual public 

cloud. The proposed method generated key protects brute 

force and chosen plaintext attacks and it satisfied avalanche, 

diffusion and confusion properties. Also, in comparison with 

earlier methods, proposed method provides enhanced 

security and improves accessing time for cloud data.  
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