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Abstract: Cryptography is the process to secure sensitive 

information through the means of implementing security 

algorithms. Cipher text that is generated as output after algorithm 

implementation can be read only by authorized and authenticated 

persons after converting it into plain text. It is believed by security 

practitioner that cipher text is difficult to decrypt if reverse 

procedure plus key is unknown. Steganography on the other hand 

is the method of hiding sensitive information into carrier medium 

in such a fashion that its presence cannot be detected by 

unauthorized persons. . Metamorphic cryptography is the fusion 

of these techniques, cryptography and steganography. In paper 

presented, metamorphic cryptography concept is implemented. 

DNA (Deoxyribonucleic Acid) based cryptography is implemented 

to achieve cryptographic strength. Plaintext message which 

contain sensitive information is converted into its corresponding 

ASCII values. Obtained ASCII values is then changed into 

corresponding binary values. Apply binary index compression 

technique. Applying compression technique reduces data up to 

50% which improves payload capacity. Output of the above steps is 

converted into sequences of DNA nucleotides. Concept of 

steganography is implemented with the help of LSB algorithm. 

Proposed metamorphic algorithm is secure as it utilizes the 

concept of DNA, have higher payload capacity as it uses binary 

index compression technique and simple to implement as LSB 

algorithm is used for hiding purposes. 

Index Terms: Metamorphic cryptography, DNA Sequence, 

DNA nucleotides, binary index Compression LSB and 

Steganography, Technical steganography. 

I. INTRODUCTION 

A. Cryptography 

Cryptography is the process to convert secret message into 

secret codes i.e. cipher codes. Cipher text is believed 

unbreakable by unauthorized user if reverse procedure and 

decrypting key is unknown. In cryptography, 

encrypting/decrypting algorithm and key value play very 
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important role. Some security experts focused on 

nano-cryptography system to make their secret message more 

secure. Some scientist think Bio-cryptography is the best 

option to ensure security into the system. Bio-cryptography 

(bimolecular computers, DNA computers) now a day's 

considered as one of the growing multidiscipline concept 

which harvest both, concepts of biometrics with 

cryptography. In addition to its advantages of biometrics with 

cryptography, it plays very important role to protect against 

attacks (biometric system). Biometric concept can be 

considered as technology or sciences which investigate and 

evaluate the biological data. This biological data is used for 

acceptance and labeling some features, but now it is used for 

authentication purposes. The individual features or 

characteristics is stored in the database using appropriate 

input devices, which is used in further comparison with the 

features extracted from the traits of the individual need to be 

identified. This kind of technique plays very crucial role in 

term of security requirement. The biometric system have a 

lots of benefit over traditional considered systems such as: 

they cannot be theft or lost or guessed. It is very convenient to 

send and receive data through digital, no need to remember or 

carry, and are more affectionate, where its adaptability 

creates easy to handle approach. It can be used with its own 

or can mixture with other security and authentication 

methods. DNA cryptography is a recent technology, which 

contains essential feature deoxyribonucleic acid (DNA). 

Security experts have done some extra work on DNA 

cryptography to resolve some issue to make a system which 

is resistant to popular attacks like brute-force attacks, 

dictionary attacks, etc.  

 
Figure 1. DNA system 
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The method of using DNA computing in terms of 

metamorphic cryptography has been recognized as a possible 

automation that may lead ahead a new rise to create un-hack 

able secure algorithms. Strands of DNA are long polymers of 

numbers which may be in millions of linked nucleotides.  

These nucleotides consist of one out of the four bases of 

nitrogen, a phosphate group & five carbon sugar. The 

nucleotides that make up these polymers are named after the 

nitrogen base. It contains Adenine (A), Cytosine (C), 

Guanine (G) and Thymine (T). 

Following few points of advantages are: - 

• Speed: Traditional computers can execute 

approximately 100 MIPS (millions of instruction per 

second). 

• Storage Requirements (minimal): Density of DNA, 

consider memory stores of about per cubic nanometer 

for one bit where regular storage media need 1012 cubic 

nanometers to store one bit. Medium of Ultra-compact 

Information storage: huge amounts of data that can be 

stored in compact volume. A gram of DNA contains 

1021 DNA bases = 108 Terabytes of data. Some 

quantity in terms of grams of DNA may hold all data 

stored in the world. 

• Minimal Power Requirements: Power is minimally 

required for DNA computing at the computation time. 

Some slots of DNA which are built from chemical 

bonds held without require any outside power source. 

There is no need to compare power of DNA computing 

with regular computers. 

B. Steganography 

After encrypting our plain text with DNA cryptographic 

procedure, steganography have been performed. 

Steganography word is the combination of two Greek word’s 

''stego'' and ''graphia''. Stego means ''cover'' and grafia means 

''writing''. Staganalysis is a technique to examine the 

existence of steganography generally practiced by 

staganalyst. Steganography is an approach for hiding the 

information or plain text into carrier medium or hiding one 

form of information into another form of information. 

Steganography is the method of secret communication 

generally known for creating less suspect as its beautiful 

feature. It provides mechanism which  encode  information  

in  particular  manner  that  ensures  presence  of information 

invisible. In this process original file is called cover file and 

after hiding information on that cover file is called stego file. 

To hide the secret information there is need of stego-key for 

encoding and decoding the information (secret message). In 

this system scenario, first select appropriate hiding medium 

(i.e. Text, Image, Audio/Video or Protocol). Some 

steganography algorithm are also available but approach is 

always need to select more efficient algorithm that is able to 

encode information in secure manner. 

Medium of Steganography 

There are many types of steganographic method which are 

now a day’s practiced to cover the sensitive information. 

• Technical Steganography: This is used technically as its 

name pronounced. It uses some special tools, devices or 

technical method for hiding the information. It can be use 

of microdots, secret ink, computer based techniques or 

many hiding medium to keep information secret. 

• Cover: The cover defines the medium, where information 

can be hidden commonly known as information carrier. 

Carrier could be image, text, audio, video etc. The cover 

is divided into blocks, in each block, hide some bit of 

message. Here information is hidden by changing the 

various properties. If message block size is zero then there 

is no need to change cover block. 

• Text Steganography: In this method the cover text is 

explain by changing words within a text, arranging the 

formatting of an existing text to hide the message, 

generating character sequences which are random in 

nature, or by utilizing the concept of context free 

grammar. 

• Image Steganography: This technique is most popular 

than other steganographic technique. Bulk of e-image 

information is present on internet, that are generated from 

digital devices such as from digital cameras s. Mostly 

image contain some type of noise within itself . Noise 

refers to the defect inherent in the procedure of rendering 

an analog picture as digital image. In this type of 

steganography message is hidden in pixels of an image. In 

this secret communication scheme, hide secret message in 

a digital image using some hiding procedure. Another end 

or receiver can regenerate the original plain text from the 

stego image by decoding procedure. Original image is 

called carrier image and image obtained after hiding 

message into carrier image is called stego- image. There 

are some methods available to hide the secret information 

such as Data hiding, Data embedding and Data extracting 

method. 

• Audio Steganography: In this type of stego procedure 

message is covered using audio as cover medium. 

• Video Steganography: Is the method for hiding secret 

information inside a video. Addition of the secret 

sensitive plain text (secret information containing 

message) inside a video is done in such a fashion that it is 

unrecognizable by the human's eye. This can be 

achievable because some negligible changes of the color 

of the pixel. In video steganography first extract the 

frame. This frame is chosen randomly to ensure the 

security characteristics i.e. confusion. Hide the secret 

message into this randomly selected frame. This stego 

frame is again placed in its correct location and video is 

reconstructed. Check the integrity of the video before 

sending to other side i.e. receiver. It is now ready to send 

to receiver side. Original video is recognized as cover 

video and message containing video is called stego video. 

The Objective of the paper presented is to study and analyze 

various problems solving model of DNA computing Idea is to 

develop the efficient metamorphic cryptographic algorithm.  

Lots of DNA Computing model and video steganography 

approaches have been developed but separately. Some of the 

problems are problem specific like: [Aldeman, 1994], that 

compared with electronic computers, these model show 

potential advantage to solve difficult problem. The 

technology for DNA computer is work in 

progress. It is clear that molecular 

computers have  
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Figure 2. Types of Steganography 

more specific properties. Paper presented proposes the 

combination of DNA sequence for encrypting purposes along 

with LSB approach to provide steganographic security 

strength to provide more efficient and secure communication. 

DNA sequence with binary indexed compression technique 

increases the payload capacity of proposed algorithm. 

II. SYSTEMATIC LITERATURE SURVEY 

Sherif T. Amin proposed YAEA (Yet Another Encryption 

Algorithm) encryption algorithm which is based on DNA. . In 

his research author describes about this technique which uses 

search technique to establish and coming with location of 

quadruple DNA nucleotides sequence that represent binary 

octet of plaintext (characters).  

 
Figure 3. The Computational graph of single YAEADNA 

In this paper data preprocessing means plaintext which is 

actually secret text is first converted into binary form. The 

binary form resulted as output from first step is converted 

into DNA encoding. In second step, generate secret key 

NCBI (National Center for Biotechnology Information) that 

is the master bank of human genome which has length equal 

to 256. After performing above steps successfully, follow 

encryption process through secret key based on vigenere 

table which results in polyalphabetic cipher. On receiver side 

decrypt cipher through vigenere table. Do data 

post-processing which converts DNA sequence into binary 

form. Authors tried to improve regular vigenere cipher 

through some security evaluation. Authors claim proposed 

DNA cryptography algorithm provides better security.Noorul 

Hussain Ubaidur Rahman and Chithralekha Balamurugan in 

2015 proposed two algorithms, one is the DNA computing 

based encoding algorithm and another is the DNA 

Computing based encryption and decryption algorithm. 

Encoding table (DNA) is created after session which is 

predefined intervals and hence DNA sequences and the 

alphabets assignments would be random across different 

sessions [3]. After that, use DNA encryption algorithm. First 

divide plain text into two equal halves. If plaintext is not even 

in length then add random alphabets into that sequence to 

make length even. Use DNA encoding table and transform 

the code with help of multiple round function as 

transformation.DNA, mRNA, tRNA and shift sequence etc. 

In next step, use Amino acid table which generated by two 

mRNA sequences. To perform decryption, reverse procedure 

is performed.Authors also have performed experimental 

analysis i.e. time taken for encoding & decoding and 

encryption & decryption algorithm. Author also have 

performed frequency analysis. Bhaskar Mondal and  

Tarni Mandal describes in detail with experimental 

analysis in their research title “A light weight secure image 

encryption scheme based on chaos & DNA computing”. In 

their paper, authors used both concept: chaotic and DNA 

sequence. A chaotic map is a discrete-time dynamical 

system, defined as per equation 

Xk+1 = ã(xk), xϵ(0,1), k = 0,1,2,3 

In DNA sequence nucleic acid bases are used: A (adenine), 

C (cytosine), G (guanine), T (thymine), where A and T are 

complementary, G and C are complementary. This paper 

generate proposed scheme. L.Jani et al. discussed about 

Multi-Secret image which is based on DNA sharing in detail. 

First step is DNA encoding.  
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Second step is to hide the secret message through text 

steganography technique. The proposed approach was based 

on the Lagrange interpolation polynomial. First all secret 

images are coded with the help of DNA sequence, and again 

shuffled using the addition rules of DNA, and then follow 

encryption process by using Shamir’s secret scheme of 

sharing. Since the meaningless shadows were generated, with 

the each shadow is covered into a host image. Then 

distribution is performed. At least ‘k’ participants pool their 

shares during reconstruction to recover the multiple secrets. 

Finally, DNA subtraction rules results secret images. Since 

prior to the secret sharing scrambling of pixel is performed, 

this reduces the correlation among the pixels. As a result high 

efficiency (correlation) is achieved. According to authors, 

their paper provides a highly secure, perfect multi secret 

sharing scheme.Monika et al in their research describe about 

DNA encryption technique via SSL protocol. Basically, in 

their paper authors define basic DNA (nucleotides bases) that 

exchange public key between sender and receiver via SSL 

layer. 

 
Figure 4. Scheme of chaotic and DNA sequence 

 

Abhinav Thakur [6], discuss about different techniques of 

image and video steganography. In his review paper, author 

describe major techniques that are mostly used in recent year. 

Souma Pal [7], describe various method of video 

steganography. Some methods are steganography, digital 

watermarking, Least Significant Bit, Discrete Wavelet 

Transform, and Discrete Cosine Transform. Pal also 

discusses about performance evaluation criteria. Performance 

is evaluated based on secret images numbers, expansion of 

pixel, image format and share generated type.Syeda Musfia 

Nasreen [8], explain video steganography and their technique 

with comparative analysis. It describe in brief about 

Non-uniform rectangular partition, compressed video 

steganography, Anti-forensics technique, Masking and 

filtering. 

III. THE PROPOSED METHOD 

This section presents proposed work. DNA along with 

LSB approach has been used. DNA in one side improves 

security in terms of encryption (cryptographic approach of 

proposed algorithm), L the i.e. proposed metamorphic 

cryptography approach with the help of DNA and LSB to 

ensure more security simultaneously creating less suspect. 

Binary index compression technique is used to increase the 

payload capacity of proposed algorithm.In this approach, first 

step is to convert secret plain text into its corresponding 

ASCII values. Convert these ASCII values generated in first 

step into binary form. Index compression technique is then 

applied three times to compress the data. When all the above 

steps applied successfully, convert into nucleotides that make 

up polymers, named after the nitrogen base that it consists of; 

Adenine (A), Cytosine (C), Guanine (G) and Thymine (T). 

Select a carrier video. From that selected video, select one 

random frame. Here random frame is selected with the help 

of chaotic sequence formula. Hide encrypted message i.e. 

nucleotides into the LSB of selected frame. Concept of XOR 

is used to create less distortion in carrier frame. In decryption 

process it will be vice versa. 

A. Detailed Description of Methodology Used: 

DNA sequence with index compression has been used. 

First one is cryptography that has some relationship with the 

corresponding computing model more or less. Second is 

some biological technologies computations used in DNA 

approach. 

This paper using DNA sequence with compression 

technique, that compression technique is lossless 

compression technique that reduce 50% of data. It is provide 

best compressed data to give space complexity and manage 

payload capacity. In video steganography, secret data encode 

inside a cover video. In this section describes some 

information regarding techniques in brief that used in video 

steganography. i.e. Spatial Domain Steganography 

Techniques, and Frequency Domain Steganography 

Techniques. 

B. Types of Video Steganography: 

Spatial Domain Steganography Techniques: This 

technique is based on Least Significant Bit (LSB). Message 

data is encoded into the LSB of the carrier video frame. To 

check the quality with the help of Peak Signal to Noise Ratio 

(PSNR) and Mean Square Error (MSE). With the help of 

indexing hide the data into frame of video and instead to 

check whole information, through index retrieve the 

information from stego video. It will reduce the 

computational time rather than existing method. And another 

method is back propagation neural network, where XOR 

operation perform to hide the information into cover video. 

Frequency Domain Steganography Techniques: This 

technique use Lazy lifting wavelet transform technique to 

hide the information and gives high payload capacity video  
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Figure 6. Encrypt message through DNA and Hide into video. 

 
 Figure 7. Extraction and selection of frame from video 

 
Figure 8. Encoded message into video frame 

 

 
                        Figure 9. Original image                                                                   Figure 10. Stego image 
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                            Figure 11. Original image                                                               Figure 12. Stego image 

 
Figure 15. Original image                                                              Figure 16. Stego image 

 
Figure 17. Original image                                                              Figure 18. Stego image 

Steganography. First of all wavelet is apply into the video 

frame and then apply LSB approach that hide data in the 

coefficients of video frames. Hiding techniques based on the 

Discrete Cosine Transform (DCT) and the Discrete Wavelet 

Transform (DWT).This research is utilizes the concept of 

Spatial Domain Steganography Techniques, so it uses PSNR 

and MSE, i.e. 

 
Where x and y represents coordinates of images, image 

dimensions are M and N, Sxy is the image obtained after 

encoding i.e. stego image and cover image Cxy . Maximum 

value in the image is 2.Tools and Software Used: MATLAB 

R2017/ 64-bit Operating System/ Bioinformatics Tool/ 

Image Processing Tool 

IV. PROPOSED ALGORITHM 

Algorithm to encrypt message: 

• Input the message to be encrypted 

• Convert it into ASCII code 

• Change ASCII code into binary form 

• Use index compression technique till length of cipher   

text equal to plaintext 

• Encode into nucleotides symbol 

• Hide message via video medium 

• First of all extract frame of video 

• Hide message through XOR and LSB technique. 

• Combine all frame into video and send that video to 

receiver side. 

Algorithm to decrypt message: 

• Accept video by receiver that send by sender. 

• Divide video into frame. Select the required frame. 

• Extract information via reverse process of XOR and LSB 

technique. 

• Decode nucleotides symbol into integer. # Snippet of 

implemented MatLab code. 

M= 

['ST';'MH';'MH';'MW';'MR';'YT';'MY';'MS';'SM';'MS';'SY']; 

• Use reverse process of index compression technique. 

• Change binary form into decimal code. 

• Resultant has been converted into text. # Text is original 

message. 

This method has been reduce the problem of storage and 

improve secrecy. This compress technique compress 

message into 50 percent binary form of data at each level. 

V. IMPLEMENTATION & RESULTS 

The proposed technique has implemented on different 

video (i.e. video frames) formats i.e. .avi, .wmv etc. to check 

it's efficiency. From figure 9 to figure 18, it is clear that there 

is no difference between original video frame and frame 

obtained after the implementation of proposed algorithm. 

Figure 21 contains comparison i.e. Proposed method Vs 

XOR technique. Proposed method provides low MSE value 

in comparison to XOR approach. From figure 20 it can be 

concluded that proposed method provides high PSNR values. 

High PSNR and low MSE values itself ensures quality of 

video remains good after proposed method has implemented. 
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Figure 11. PSNR Values of all selected frame 

 
Figure 20. MSE Values of all selected frame (Proposed 

Technique) 

 
Figure 21. Comparison of MSE Values of all selected 

frame (Proposed Vs XOR) 

VI. CONCLUSION 

Data confidentiality is very important during 

communication between two parties. The objective of 

presented paper is to develop an efficient steganographic 

algorithm which not only utilizes the concept of binary 

indexed based compression technique but also uses the 

fundamental idea behind encryption technique.  Binary 

indexed based compression technique has been used to 

reduce the size of secret message which on the other hand 

increases payload capacity of the carrier video. Proposed 

approach is robust against cipher attacks. Applying 

compression technique reduces data up to 50% which 

improves payload capacity. Output of the above steps is 

converted into sequences of DNA nucleotides. Concept of 

steganography is implemented with the help of LSB 

algorithm. LSB is very easy and simple method that reduce 

the computation time. Proposed algorithm has implemented 

on several videos and some of the results have been shown in 

figures contained in this presented paper. Proposed method 

also provide high PSNR with low MSE, it means video 

quality is good. So, there is difficult to detect secret message 

from message-embedded video which states good 

steganographic strength. 
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Table 1: Comparisons of DNA Cryptography, Traditional Cryptography and Quantum Cryptography 

 
Parameter Traditional DNA Quantum  

Growth Very old technique Method is costly and under study. Practice is hard. Real time realization is 
difficult.  

Confidence Realized only with 

estimating safety excluding 
the one-time pad. 

The quantum cryptography is absolutely 

secured till date  

The claiming & safety level of this 

concept are under study till date.  

Significance In this method, the 

authentication, digital 
signature, both the 

encryption of public and 

private keys can be 
executed for its objective. 

Beneficial in the real transmission of data 

process. But,   inconvenience of saving the 
safe data makes it impracticable to carry out 

the digital signature and public key 

encryption like the traditional method.  

At present, the cipher text in DNA 

technique can be transmitted only through 
tangible ways. DNA we can also take the 

advantage of yielding cash vouchers, 

memorable agreements and proof of 
identity.  

 

Table2: Comparison of Secret Communication Techniques 
 
 

 
 

 
 

 

 
 

 
 

 

 
 

 
 

 

 
 

 

 

Table 3. Encryption execution time of some technique in second [29] 
 
 

 

 

 

 
 

 

 
 

Table 5. PSNR and MSE value for all selected frame 

Table 6. Comparison between XOR technique and proposed technique [30] 

Frame Number XOR Proposed work 

PSNR(db) MSE PSNR(db) MSE 

1 67.10 0.0127 78.3 0.00 

2 67.00 0.0130 78.4 0.00 

3 67.52 0.0115 81.4 0.00 

4 67.12 0.0126 76.4 0.00 

Steganography 

Techniques 

Cover 

Media 

Embedding Techniques Advantages 

Video Hiding Video   

1.Spatial Domain 

Steganography  

Techniques: 

   

LSB(Least Significant Bit)  This method is used the least significant bit of every 

pixel in one image to hide the most significant bit of 

another 

Simplest & easiest 

way of hiding information 

2.Frequency Domain 

Steganography 

Techniques: 

   

2.1.DCT 

(Discrete Cosine 

Transform) 

 Embeds the information by altering the 

transformed DCT co-efficient 

Hide data can be distributed more 

evenly over the whole image in such 

a way to make it robust 

2.2.DWT (Discrete 
Wavelet transform) 

 This technique work by talking many wavelet to 
encode a whole image 

Coefficient of wavelet are altered 
with the noise within tolerable level 

Bits Hybrid Compression 

and 

Encryption 

RSA based 

singular 

cubic curve 

with AVK 

DNA 

sequence 

256 0.004 0.003 0.004 0.003 

512 0.005 0.002 0.005 0.002 

1024 0.003 0.002 0.005 0.001 

2048 0.004 0.002 0.011 0.001 

Frame Number PSNR(db) MSE 

1 Infinite 0.00 

2 78.4 0.00 

3 81.4 0.00 

4 76.4 0.00 

5 81.3 0.00 

6 70.3 0.01 

7 70.2 0.01 

8 71.3 0.01 

9 72.5 0,01 

10 74.0 0.01 

Average Values Infinite 0.005 
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5 67.06 0.0128 81.3 0.00 

6 67.28 0.0121 70.3 0.011 

7 67.49 0.0116 70.2 0.010 

8 67.10 0.0127 71.3 0.0113 

9 67.03 0.0129 72.5 0.010 

10 67.24 0.0123 74.0 0.011 

Average Values 67.9 0.0124 72.91 0.0106 
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