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An Examination of Security and Privacy
Challenges in Internet of Things
Aditya Harbola, Shivani, Deepti Negi, Aditya Joshi
IoT is a giant network of connected devices where the huge
amounts of data are being transferred which is based on a
smooth message exchange mechanism between systems
through different networks for end-to-end communication
(Interoperable Communication Protocols) over its global
network infrastructure. According to the European Research
Cluster on the Internet of Things (IERC), IoT is defined as:”
a dynamic global network infrastructure with selfconfiguring capabilities based on standard and interoperable
communication protocol where physical and virtual things
have identities, physical attributes, and virtual personalities
and use intelligent interfaces, and are seamlessly integrated
into the information network” [13].
IoT has a wide range of application like commerce, smart
healthcare, smart agriculture, utilities, energy, smart
transportation, industrial control, buildings, etc and also
many big vendors like Amazon (AWS IoT), Cisco (Jasper),
IBM (Watson), Apple(HomeKit), Google (Brillo), Microsoft
(Azure IoT), and Qualcomm (AllJoyn) have also rapidly
growing in the IoT market from the few past years. Not
only this IoT will also be going to be seen in the education
field such that students can experience real-time learning via
the Internet. IoT has a lot of benefits that attract a lot of
people, some of them are Product Personalization, Faster
time to market, responsive service support in decision
making, the potential for efficiency, energy efficiency, and
many more at present to be coming in future.
Every year we see a huge improvement in many
technologies; like in Mobile Communication, Radio
Frequency Identification (RFID) innovation, and Wireless
Sensor Networks (WSNs) which makes IoT devices
communicate at any time, place and form in a better way
with better performance. With the increase in the use of IoT
devices, several security issues has raised rapidly. As
mentioned above, IoT devices and things are becoming the
part of internet infrastructure therefore they should be
highlighted and need to be addressed because everything
which is connected to the Internet.
A study conducted by Hewlett Packard revealed that 70% of
the most commonly used IoT devices contain serious
vulnerabilities. IoT devices are vulnerable to security threats
due to their design by lacking certain security features such
as insecure communication medium, insufficient
authentication, and authorization configurations [3]. Since
the market of IoT is growing day by day from an individual
to an organization, all are going to use it and then security
concerns will be going to affect all among them.

Abstract- The Internet of Things (IoT) has been growing to
market from the past several years with great potential. Many
several devices have been now available in the market based on
IoT, which enables it to connect with your smart phones or with
any other kind of smart resources, and then that device is ready
to perform smart work via the Internet. With the help of IoT, we
are now able to make our devices connect with the internet and
then can be operated from anywhere from the geo location as
well as it can store and retrieve a large amount of data for better
communication between the end-user and the device. IoT also
has a wide range of applications that are being used on many
platforms. However, this great technology also has to face many
problems and among all the problems the main issue arises with
its security aspects. The major concern on using IoT security is
the hacker wants to enter into the large network system using a
particular device as all the devices are connected over the
network. Not only this, many other security threats and malware
are also a major concern in IoT. So taking these security aspects
as a major concern this research paper reviews several security
issues and challenges that occur in IoT. As there in every field
when it comes to cyber security for any kind of data, we need to
follow CIA Security Triangle i.e., Confidentiality, Integrity, and
Availability of data. CIA security triangle is the most important
concept in terms of security and also must be taken into
consideration in the IoT domain. Therefore, considering all these
facts and reviewing some of the latest documents as well as
researches in the field of IoT, this paper has been based on all
the facts related to IoT security issues and its desirable solution
which is needed to be done and should follow the security
triangle to an extent.
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I.

INTRODUCTION

Internet of Things firstly came in existence around 1999 by
the vision of Kevin Ashton and if we see our future going to
be in several years, is the future of the Internet of Things
where we all are going to see Smart devices with built-insensor in every home to reduce human efforts. So if we talk
about the Internet of Things, here “thing” is any device or
object with built-in-sensor which can smartly perform many
several tasks with the ability to collect data and also to
transfer data such that it connects all the devices to internet
and let them communicate with each other over the internet.
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So to make its acceptance in the market among the people to
use IoT based devices we have to enhance the security
model for IoT by giving proper training to our designers and
developers to manage all the security-related issues and
which follows our CIA Security Triangle where our data
should remain confidential, integrity should remain such
that no outsider can manipulate it and our data should be
available to us at any seconds and all this should be done in
a proper environment such that only authorized person can
look after their data and after all this security aspect keeping
in mind, integrates them into IoT Products. This will build
trust in users and also encourage them to use IoT products
without any hesitation because of the security features
which will give them their privacy and make them feel to be
in a safe environment. Therefore, this paper has been created
to enlighten some of the security issues associated with IoT
and then some of the major steps to be taken in
consideration for solving that particular problem in the very
first phase of its, which in its design phase.
II.

b)

c)

d)

SECURITY AND PRIVACY ISSUES

IoT is a huge network where a large number of sensor-builtin devices are connected in a smart environment such that
they can communicate through the Internet. From the past
several years we have seen a huge growth in the domain of
IoT and it is making its place in between the people with a
good response until it comes to the matter of its security
issues which has also raised the concern for its security
among the developers. Using IoT in a smaller development
scale work is not much vulnerable to security but using it in
the development for a large scale it leaves behind a major
concern for its security issues and thereafter may also lead
in the fall down in the adaptation of IoT based products
among the people. Since IoT has limited resources therefore
it is not able to utilize complete security suites (used in
typical networks). So this becomes a challenge whether to
create a new unique security framework or to use the
existing ones in IoT.
Everything we put in the world of the Internet needs to have
some security algorithms to make it secure and safe from the
outer world so we need to do in the field of IoT. In IoT, we
work in a largely connected device area over the Internet
which leads it to establish an insecure communication
between the devices. Not only this, if we take a look at the
security and privacy issues related to IoT we come with a
long-handed list of problems.

e)

f)

g)

2.1 Security and Privacy Issues
Since the list of security’s problems are very long and
creates its device limitation, but according to research some
of them are:
a) Botnets- The term Botnet means the number of
internet- connected devices such that they all are
running on one or more bots. This is mainly used by
hackers by performing DDoS attacks to steal data,
send spam, allows the hacker to have access to the
devices, and many more. From the past several years
it has been come to notice that there is an increase of
Botnet among the IoT based devices to steal user’s
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data and use it illegally for their purpose without any
user’s knowledge. According to a site, Botnet
controllers increased by 140% in 2017 [9].
Usage of More IoT Devices- It has been come to
notice that from the past several years there is an
increase in the usage number of IoT devices all
around the world. A few years back the security
professionals only have to focus on the protection of
mobiles and computers from the malware but now it
has become
a major problem for them to also protect the IoT
devices as their usage has been increasing day by day
in the market. According to a site, there have been 7
billion devices are being used all over the world and
this number is going to make an increase of 20 billion
by 2020 [5]. That means the more we use IoT devices
the more it leads to security issues and will also going
to create a challenge for the security professionals.
Lack In Encryption- In terms of security encryption is
the most powerful weapon which works as the shield
for data and makes it safe from the outer world such
that it is not easy for anyone to manipulate with the
data. Encryption is also the major problem that is
mostly being faced by the IoT security challenge. IoT
based devices lack in the Encryption Techniques
which increase attacks done by the hackers and
because of the poor security-based algorithms used in
the IoT system it becomes easy for them to crack it
and use data illegally.
Outdated Legacy Security- Due to IoT’s
interconnected legacy the system that means that it
has been superseded but is difficult to replace because
of its wide use and because of this it lacks security as
compare to modern security standards.
Passwords- Many IoT devices come with their default
password which is a weak default password; although
we all know it is recommended to change your
passwords firstly once you get the default password.
So a weak password is easy to guess and crack by the
hackers as well as leads to a brute force attack.
According to a site, this issue becomes so prevalent
that California banned default passwords in 2018 [6].
Threat Detection- In the Internet World we all are
familiar with the term data breaching which simply
means stealing of the data but our experts have
numerous methods to detect all this data breaching by
their many security protocols. Due to the increase in
the number of IoT devices usage and the complexity
present in every device, it makes it tough to indicate a
normal threat and even makes it more challenging.
Small Scale Attacks- Mostly we all focus on the
large scale attacks and performs all necessary
precaution to prevent this kind of attack but the actual
reality is that the small scale attacks are more serious
especially in terms of IoT security and makes it more
challenging to be handle.
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Small scale attacks are difficult to detect and can
make a huge damage without anybody’s knowledge.
Hackers can manipulate with data and even can use
IoT devices as their tool to steal information and can
control whole your IoT device as well.
i) Phishing Attacks- As we know Phishing is a cyber
attack and mainly uses emails as a weapon to target
and it is already a major security concern all over the
IT field and this attack is now have been seeing in
IoT devices as well. Here hacker sends a signal to the
device that generates numerous complications.
Phishing attacks are a common type of security attack
but here in IoT devices it is new and it can be stopped
just by giving training to the developers about the
latest phishing threats.
j) Fail to Predict Threats- In every IT field, the security
professional must be proactive and should be
prepared for any kind of attack before they occur and
start breaching our data. But some enterprises lack
behind in the management system for security and do
not take precautions like time to time activity
monitoring which afterward leads in the huge data
breaching.
k) Slow Updates- When we create software maintenance
is the last phase of a software life cycle and it should
be done from time to time. Frequent Updates make
software fresh and bug-free and also ensures that our
system is secure. But in the case of IoT devices, it
lacks behind in the software updates, and enterprises
also struggle to provide proper security updates to
IoT devices.
l) Financial Breaches- Now a day’s many agencies are
using IoT devices for electronic payments and due to
lack of security purposes, there are always some
clouds of risk in between the payment such that
hackers can steal money and information as well of a
particular individual.According to a site, some
organizations are integrating machine learning [7] or
blockchain [8] to stop IoT related financial fraud or
breach before it happens to an internet-connected
device. But much other organization is still hasn’t
tried this idea.
m) User Privacy- In the IT field-based organizations the
first most priority is always the protection of the data
at anyhow whether it is internal user data or external
user data. IoT based enterprises make IoT based
devices and sell them to the market. Not only in the
market, but these devices are also used by their
employees. But due to lack in security aspect and
high risk in data breaching, it not only leads to the
external user to suffer from their private data
breaching but as well as the company staff also have
to suffer a lot and company itself have to compromise
a big loss in data breaching and also have to face a
big hit in the company’s reputation. This is the most
security challenge have to face by many enterprises .
These are only some of the privacy and security
issues that have been reported yet, with this increase
in technology no one knows how many more issues
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have to come in the future. There are many more
security concerns like DoS/DDoS Attacks, Man-inthe-middle attack, heterogeneous network issues,
application risk of IPv6, WLAN Application conflicts
that also hinders the deployment of IoT security, and
many more.
2.2 Confidentiality, Cyber Security and Access
If we talk about the core technology that enables IoT
networks includes RFID, NFC, WSN, low-energy
Bluetooth, low-energy wireless, low-energy radio protocols,
LTE-A, and WiFi-Direct. But these technologies only
support specific security functionality and network
functionality as compare to the standard uniform network of
the common system.
Radio-Frequency Identification (RFID) and Near Field
Communication (NFC) are used in IoT to provide simple,
low energy, and adaptable options for identity and access
token. This RFID Technology enables the IoT objects to
work smartly by their smart chips such that the objects can
sense information and also compute them and hence to
communicate with other objects as well as human beings.
And this all makes it possible by the RFID 2-way radio
transmitter-receivers Technology to identify and track the
tags associated with the objects. Whereas the NFC supports
the communication between the objects in a small distance
few in centimetres and consists of some communication
protocol for electronic devices. But these both technologies
are also prone to many cyberattacks as the RFID
Technology
component is highly prone to DoS attacks, eavesdropping,
skimming, relay, and side-channel attacks that create a
matter of concern for security purposes. And the NFC
Technology also has to face cyber attacks like phishing, user
tracking, relay, and data forging attacks.
WSNs are used to gather information and also support the
remote sensing application and this technology is most
preferred in IoT devices because of its low cost in the
market, they are efficient, consume low power, also
preferred intelligent and have good processing capabilities.
But this technology is also susceptible to many cyber attacks
like wormhole, neighbor discovery, ICMP, ping flood, flood
and syn flood attacks. The cybersecurity revolves around the
CIA Triangle which is confidentiality, integrity, and
availability. The term Confidentiality refers to ensure that
the data should remain confidential or the data should be
kept private such that it protects the data from unauthorized
users and only the authorized person should have access to
the data. On the other hand, the term integrity means that the
data should be protected in such a manner that no
unauthorized user can manipulate with the data and also
provides the assurance of the completeness of data without
any alteration. The term Availability refers that the data
should be available all the time among its authorized users.
It also ensures that the data should deliver in time and
without any kind of interrupt access to the system.
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So, by this concept, we can provide trustworthy confidence
among the users but giving them proper means of security
such as only verified user can have access to the data and
information, there is no tampering of data in between the
transmission and should be delivered to the receiver in its
pure form as send by sender or author.

but the reputation of the organization will also have to pay a
high cost for this issue.
Since some researchers and organization are giving their
best to solve these problems and trying to make things get
better and perfect, but there is still a lot to be done.
IV.

III.

CHALLENGES

For the solution to this concern, it requires a proper
management approach for successfully implementing the
IoT devices. IoT device security also depends on various
elements such as sensitive data information, mitigating costs
of security vulnerabilities. One of the security solutions is
proposed by the Dynamic Prime Number Based Security
Verification (DPBSV) for the big data stream. It requires
less processing time and also protects from the malicious
attack on big data stream as it uses the concept sharing of a
common key which is updated timely by giving a
synchronized pair of prime numbers for real-time security
verification on the big data stream [11]. Rather than this,
Physical Unclonable Functions (PUFS) can also be used in
IoT devices as it is low cost primitive, used for secure key
generation, and helps in to authenticate the IoT objects,
protects from cyber attacks like man-in-middle, protects
from stealing of data and tempering of data. And PUF based
protocol also leads to secure communication in IoT
networks [12]. Updates and patches in the software is also a
concern as already mentioned above, all the IoT based
organization should give their updates time to time for this
concern with new security features and with more
enhancement than the previous version. These challenge can
be addressed by giving proper training to our developer,
designers and security professionals regarding security
solutions and also to be prepared for any type of danger
that will harm the system with all possibilities and after that
integrating those solutions into the IoT devices or object,
this will also motivate the users and encourage them to buy
IoT based stuff will full confidence and trust.If we can’t
do things on a larger scale at least we can make a
lightweight security solution for Security Issue to make our
IoT devices secure and do not lack behind in its
performance.

Evolving features and technology in the IoT has led it to
specific privacy and security issues. Everything we are using
in the IoT domain we are simply connecting it to the
Internet. As we know there is a huge increase in the number
of usage of IoT devices because of its effective
communication between its objects, its automated things,
save time and cost, and hence have many other benefits as
well. But having all this cool stuff like smart homes, selfdriven cars, and smart cities, etc., still, one thing which is
making IoT devices to more challenging rather than to trust
that is its IoT security issues.
As technology is growing day by day problems are also
coming out with their new way, which is creating a more
challenging problem among the developers and Security
Professionals. As discussed in the security and privacy
issues section, all these security problems are becoming
challenges, and if we talk about them there a many in the
queue.
Outdated hardware and software, use of weak and default
credentials, malware and ransom ware, difficult to find if a
device is affected or not, data protection and security
challenges, the security of autonomous vehicles, and many
more. Furthermore, identification concerning the risk
associating with an identifier such as an address with the
data is also the major concern that has seen as the challenge
in security and privacy issues. Here the main challenge is
with the identity of a particular context that violates an
individual’s privacy and it is all done by providing the
identifying information to the entities. And the other one
case of localizing and tracking is also becoming a challenge
in which a person’s cross space and time have been
recorded, and this entire
thing makes itself possible by means such as Internet traffic
and mobile GPS Location. This is not all done all yet, many
more challenging problems like Profiling and
Authentication where profiling methods used in e-commerce
for internal targeting an individual based on customer
interest and another one is Lifecycle Transitions and
Inventory Attacks here user’s private information is
collected during IoT device’s lifetime such that there is a
violation in the sensitive data of the user.
This is not end here all, these all are the present time
challenges that are being faced but in the future, we have to
face many more if it is going to be so long. For future
aspects we have to start working on this matter right now,
otherwise, the burden will go on so long and can cause huge
damage in the market of IoT such that people will not be
going to buy all the IoT based devices in the fear of security
issues among the people because security is the main
concern in everybody’s life, everyone loves to live in their
privacy without any interruption in-between. Not only this,
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SOLUTION TO PRIVACY AND SECURITY
ISSUES

V.

CONCLUSION

This study aims to provide a view on the Security and
Privacy Issues and the challenges involved in the Internet of
Things.
Many challenges are related to security issues in the IoT
devices domain at present and can’t be estimated for the
future. For the safety of IoT devices and their related
security issues, developer and security professionals have
to take a prior action as soon as possible. Besides, this paper
has covered some of the major security problems related to
IoT based devices and some of its solutions such as Physical
Unclonable Functions (PUFS) [12] and
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the solution which is proposed by the Dynamic Prime
Number Based Security Verification (DPBSV) for the big
data stream [11]. These solutions will help in resolving
some of the security problems like cyber attacks, data
breaching, and many more as mentioned above and this
problem has to be resolve as soon as possible because of
the increasing number of users in IoT devices. Furthermore,
Confidentiality of data, the integrity of data, and the
availability of data that covers all the security-related issues
should be considered and addressed at the very first design
stage. In conclusion, there are still a lot of questions and
problems that need to think and answer. IoT has a large
field of area of it connected devices via the Internet;
therefore it has a large field to do further more research.
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