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Abstract: Android assumes a prime role in the present market. 

As indicated by recent survey about 85% of individuals stick to 

android which dangerously turned out to be well known for 

individual or business purposes. It is no uncertainty that the 

applications are very recognizable in the market for their 

outstanding the brilliant advantages of android applications make 

the clients prefer it. Android confers critical duty to application 

engineers for structuring the application with understanding the 

danger of security issues. The greatest challenge faced by android 

users today is the security of applications they are using. The 

usage of smartphones for communication, social media, banking 

and payments has been increasing day-to-day and many people 

depend on it for their daily transactions. Android OS became most 

effective operating system today. This project performs 

penetration testing of android applications using simplified 

application program to perform penetration testing on android 

application. In this project, an attempt was made to test and 

analyze the security architecture of the android application using 

an android emulator. 

 
Index Terms: Android security, vulnerabilities.  

I. INTRODUCTION 

  Android is based on Linux working framework it is 
planned basically for contact screen cell phones, for example, 

advanced mobile phones and tablet PCs. The working 

framework have developed a lot in latest 15 years start from 

profoundly differentiating phones to late advanced cells or 

littler than anticipated PCs. A champion among the most by 

and large used adaptable OS these days is android. The 

android is customizing that was built up in Palo Alto of 

California in 2003.The android is an incredible working 

framework and it bolsters substantial number of uses in 

Smartphones. These applications are dynamically pleasant 

and advanced for the customers the hardware that supports 
android programming relies upon arm configuration. The 

android is an open source working structure suggests that it's 

free and any one can use it. The android has got a huge 

number of applications accessible that can help you dealing 

with your life one or other way and it is accessible minimal 

effort in market at that reasons android is prevalent.  

Numerous associations are moving to fit to the new 

market and workplace that utilizes cell phones. Explores have 

estimated that tablet PCs will invade around 85% of the 

overall portable work constrain before the finish of 2020, 

because of client experience of these gadgets.  

There is have to guarantee that the information 
transmitted and put away in the tablets is verified. To 
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accomplish this, a hostile security rather than the customary 

method of cautious by utilization of anti-virus will be 

conveyed.  Security spills and private information divulgence 
from web and versatile applications are very regular today. 

With the expanding number of mechanically rich versatile 

applications hitting the market, cell phones have turned into 

the new focus for programmers. Cell phones are ending up 

increasingly progressed and utilized in further developed 

circumstances. These days they are utilized in the diversion 

division as well as in increasingly basic areas. The expanding 

multifaceted nature makes testing versatile applications hard, 

since the mix of conceivable sources of info develops 

quickly. Ensuring that your application is trustworthy before 

pushing an update isn't a simple undertaking, yet a vital one. 

By testing the application's usefulness, deficiencies can be 
found and the application will turn out to be progressively 

trustworthy. Notwithstanding, there are a wide range of 

testing techniques to look over. Along these lines we will 

examine how well extraordinary testing strategies really 

work. This will be finished by performing entrance tests on 

various applications that are broadly utilized in today. 

II. RELATED WORK 

The OWASP Top Ten is a rundown of the 10 most unsafe 

current mobile application security defects, alongside 

powerful techniques for managing those blemishes. OWASP 

(Open Web Application Security Project) is an organization 

that gives useful and financially effective data about mobile 

and Internet applications. Project individuals incorporate an 

assortment of security specialists from around the globe who 

share their insight into vulnerabilities, dangers, attacks and 

countermeasures.  

According to OWASP these are the top 10 most exploitable 

mobile vulnerabilities 

 

M1: Improper Platform Usage 

Improper platform usage is any misuse of android platform 

features or lack of important security controls. It contains 

issues related to keychain or intents. Technical impact level is 

severe while business impact is noticeable.  

 

M2: Insecure Data Storage 

Insecure information storage vulnerabilities can 

complete a decent measure of harm to applications and the 

device itself, as it does in occurrences where vulnerability in 

one application opens up access to nearby records, exposing 
any sensitive information present there. That incorporates 

access to passwords, validation tokens, such as any 

geological, individual, and money related data in the 

applications. 
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M3: Insecure Communication 

Mobile applications most of the time don't secure system 

traffic. They may utilize SSL/TLS while verification 

however not everywhere. This irregularity prompts the 

danger of uncovering information and session IDs to attack.  

The utilization of transport security does not mean the 
application has executed it effectively. To identify essential 

defects, monitor the mobile system traffic. 

When developing an application, information is usually 

traded in a client-server design. At the point when the 

application transmits its information, it must cross the cell 

phone's carrier and the web. Attackers may misuse 

vulnerabilities to block sensitive information while it's in 

transit. The accompanying risk operators exist:  

 A foe that shares your nearby system (Shared 

Wi-Fi);  

 Mobile Carrier or system devices (switches, cell 

towers, proxy's); or  

 Malware on your cell phone. 

M4: Insecure Authentication 

Applications have to identify a user securely and maintain 

his identity, mostly when the user sends and receives 

sensitive data for example financial information. 

Poor or missing authentication enables an attacker to execute 
usefulness inside the application or backend server utilized 

by the mobile application. More fragile validation for 

applications is genuinely common because of the mobile info 

structure factor. 

The structure factor exceptionally supports short 

passwords that are regularly absolutely dependent on 4-digit 

PINs. A validation necessity for applications can be very 

extraordinary to conventional web confirmation conspires 

because of accessibility prerequisites. In applications, clients 

are not expected to be online consistently in their session. 

Device conditions are substantially less solid or unsurprising 

than conventional web connections. 
 

M5: Insufficient Cryptography 

On the off chance that your cryptographic conventions 

aren't acceptable, attackers can unscramble any basic 

information put away in the application or on the device. 

Dangers of broken cryptography incorporate security 

infringement, code theft and reverse engineering, and 

information theft. The mobile app may implement or 

leverage an encryption/decryption algorithm that is weak in 

nature and can be directly decrypted by the adversary.  

 

 

 

M6: Insecure Authorization 

To test for a poor authorization, analyzers can perform 

binary attacks against the application and attempt to execute 

advantaged commands that should just be executable with a 

client of higher benefit while the application is in 

'disconnected' mode.  

Analyzers should attempt to execute any special useful 

functionality a low-benefit session token inside the relating 

POST/GET demands for the weak functionality to the 

back-end server. Poor or missing authentication enables a 
hacker to execute useful commands they ought not be 

qualified for utilizing a verified but rather lower-benefit 

client of the versatile application. 

 

M7: Client Code Quality 

Risks or vulnerabilities involving buffer overflows, 

format-string vulnerabilities and various other code 

implementations. Mostly concentrates on third-party libraries 

that can be exploited by malicious users in order to hack 
applications. Code examination tools can help a security 

expert discover the utilization of interpreters and follow the 

information flow through the application. Manual pentests 

can confirm these issues by exploiting the weakness or 

vulnerabilities. 

 

M8: Code Tampering 

Code tampering discovery is a preventive measure utilized in 

applications to guarantee that an outsider hasn't recompiled 

and distributed or published your application under their 

record or store without your assent.  

To recognize and alleviate the altering of Android 
applications.  

 Check if the application has been renamed.  

 Check if the application has been distributed 

without your assent. 

M9: Reverse Engineering 

This classification incorporates investigation of the 

binary code to decide its source code, libraries, algorithms, 

and different resources. Programming, for example, IDA Pro, 

Hopper, otool, and other tools give the attackers knowledge 

into the inward activities of the application. This might be 

utilized to abuse other beginning vulnerabilities in the 

application, just as uncovering data about back end servers, 

cryptographic constants and ciphers, and protected IP rights. 

 

M10: Extraneous Functionality 

Most of the time developers incorporate hidden backdoor or 

other insider security controls that are not expected to be 

discharged into a production domain. For instance, an 

engineer may inadvertently incorporate a secret key as a 

comment in hybrid application. Another approach 

incorporates excluding of 2-factor verification testing. 

III. PROPOSED FINDINGS 

We propose usage of some free and open source tools for 

finding all mobile application vulnerabilities. 

 

 
Fig 1 Finding insecure storage vulnerability 

 

Insecure data storage vulnerability can be found in an 

application by inspect applications data through android 

debugging bridge shell which can access applications 

sensitive data with ease. 

Preventive measures:  
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 Disallow sensitive information to be stored in log 

files.  

 Encrypt sensitive files so that even if they are 

accessed, they're unreadable 

 
Fig: 2 Insecure communication between client-server 

 
Insecure communication between client and server can be 

easily identified by the burp suite tool which is used to sniff 

the traffic between two connections. 

Preventive measures: 

 Keep a constant eye on system traffic for occasions 

of conceivable attacks  

 Ensure the application is appropriately configured to 

use SSL/TLS all through a client session or if 

nothing else on particularly delicate information, 

continually remembering the business estimation of 

the information gathered by an application  

 Keep your SSL updated and it coordinates every one 

of the areas related with your portable application 

AND backend. 

 
Fig: 3 Sensitive data leakage from app logs 

 

Applications data can be accidently leaked from many 

sources like copy/paste buffers and through crash logs. 

Sometimes data leakage can also be from data sent for third 

party analytics. 

Preventive measures: 

 Do not create logs when app crashes. 

 
Fig 4: Information leakage from source code 

An application may also contain sensitive information related 

to the database for example hardcoded keys or passwords. 

Preventive measures: 

 If your application doesn't require disconnected 

access, disable it  

 Implement two-factor authentication whenever 

required the affectability of your application  

 Take a favorable position of administrations like 

Microsoft's Access Control Service, which offers 

portable designers a simple method for approving 

and verifying clients outside of the application  

 Always utilize either the devices local keychain 

 
Fig 5: Unused and dangerous app permissions 

Applications have special rules called permissions, these 

permissions grant privileges to that applications for its tasks. 

These permissions can also be exploited in order to hack. 

 This include finding debuggable application from android 

permission file called AndroidManifest.xml. 

Preventive measures:  

 Set android:debuggable flag in 

AndroidManifest.xml file as false 

The table below displays the threat and it definitions 

along with the effected property while analysing the 

applications 

TABLE I. RESULT FINDINGS 

Threat Definition Property 

Insecure storage Expose information without 

authorization 

Confidentiality 

Code Tampering Modifying source code or data Integrity 

Insecure 

communication 

Unencrypted communication 

between client and server  

Integrity 

Sensitive Data 

leakage 

Exposure of sensitive data in 

logs 

Confidentiality 
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IV. CONCLUSION 

The mobile application infiltration testing procedure 

considers about versatile qualities and is vendor-neutral. It 

improves transparency and repeatability for mobile 

infiltration testing. It is an all-encompassing methodology 

with adequate adaptability and improves the security of 

applications. The strategy utilizes exhaustive knowledge, 

examination and exploitation, and guarantees clear 

introduction/announcing of the discoveries in a way that 

clearly imparts to both administration and the technical 

group. 
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