OPEN 8ACCESS

International Journal of Engineering and Advanced Technology (IJEAT)

ISSN: 2249-8958 (Online), Volume-8 Issue-4, April 2019

Deployment of a Secured Web Application using
Cryptanalysis in Cloud Environment

L Hemanth Reddy, Y Thamognudu, G Sreeram

Abstract: Cloud reliability is the basic cloud computing need in
coming years because cloud services are utilizing more nowadays.
So, reliability places an important role in cloud services. In this
paper, we are going to address the failures of cloud reliability and
develop a model to see that to minimize the errors. The reliability
services model is to be designed to ensure future failures. Based on
failures we will assure for a reliable procedure for the cloud
computing for a reliability assurance. Here procedureis used to
investigate the existing techniques for reliability that need careful
attention and investigation as proposed by several academic and
industry groups. And further, we will compare existing techniques
with  common characteristics and properties of failure
management. We designed an application for reliable cloud
services for effective management of cloud computing resources
to make cloud services more reliable.

I. INTRODUCTION

Cloud computing is developing as the most appropriate
utility for associations who imagined for monetary, plausible,
adaptable and versatile figuring administration for its
everyday exercises. The cloud computing offers system of
incorporated registering framework which can be conveyed
extremely quick and adaptable based on client prerequisites
with extraordinary proficiency and cloud computing
worldview conveys processing assets living in suppliers'
datacenters as an administration over the Web. The
noticeable cloud suppliers, for example, Google, Facebook,
Amazon and Microsoft[4] are giving exceedingly accessible
cloud computing administrations utilizing many servers,
which comprises of numerous assets, for example,
processors, organize cards, stockpiling gadgets and circle
drives. With the developing reception of cloud, Cloud Server
farms (CDCs) are quickly growing their sizes and expanding
unpredictability of the frameworks. The disappointment can
be Administration Level Understanding infringement,
information defilement and misfortune and untimely end of
execution, which can debase the execution of cloud
administration and influence the business. For cutting edge
mists to be solid, there is a need to recognize the
disappointments (equipment, administration, programming
or asset), their causes and oversees them to improve their
dependability. To take care of this issue, a model and
framework is required that presents replication of
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administrations [5][6] and their coordination to empower
solid conveyance of cloud benefits in cost-proficient way
least weight of dealing with the framework. With its
exceptional points of interest, cloud computing empowers a
central change in outlook by the way we convey and convey
registering administrations. Clients and associations can keep
away from spending extensive measure of cash and assets
making huge capital costs when buying and overseeing
programming and equipment, just as managing the
operational overhead.

Il. RELATED WORK

Amazon Web Services was conceived of the possibility that
arrange framework is turning into an undeniably
commoditized administration and ought to act as different
utilities do, be they water or power. This implies such
administrations ought to be accessible at any limit on a
minute see and without essentially determining interest.
Amazon meets this desire in both of its key AWS items.
Amazon's Elastic Cloud Figuring (EC2) [7] stage enables
applications to keep running on a right away adaptable
number of processors on interest, while Amazon's Simple
Storage System (S3) enables access to a for all intents and
purposes limitless allotment of circle space on interest.
Whereas activities should regularly envision a set measure of
interest and put resources into foundation limit adequate to
suit the most extreme achievable interest, despite the fact that
it might just be used 2% of the ideal opportunity for example,
the Amazon EC2 stage enables applications to use to such an
extent handling power as they need at some random time,
scaling here and there parallel to requestCorrespondingly,
while traditional undertakings may manage that a most
extreme limit of capacity be accessible at some random time,
paying little mind to use, S3 enables applications to scale
capacity needs precisely in parallel with interest. Clients
never pay for more than their offer of occupation. This is all
conceivable due to the usage of an apparently endless, shared
asset pool [8], [9]. In entirety, the cloud computing'
showcase, as characterized by Gartner consider, will be
worth an expected $68.3 billion of every 2010 alone, up 16%
from a year age’s $58.6 billion. Gartner Research further
gauges that an extra $112 billion will be put resources into
the next four years by organizations moving their current
tasks into the cloud. While these figures encompass various
sorts of administrations [10] [11] (state, Google Docs and the
Salesforce.com  Customer  Relationship  Management
programming), it is a sheltered direction from which we can
check the bearing of the Platform-as-a-Service (PaaS)
industry: developing at a consistent and sensational pace
outward. Since Amazon originally entered this market in
2006, many refined IT organizations have immediately gone
with the same pattern.
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Some promptly separated themselves as abnormal state
specialty administrations while others created comparable,
low-level system mists. Abnormal state administrations infer
that the client is growing just application programming, while
server programming is viewed as low-level. Salesforce.com
entered the advertise with an abnormal state stage considered
inward business tasks called force.com. Considering a
pre-manufactured programming ‘stack’, force.com enables
beginner developers to rapidly amass applications for inner
business procedures or purchase and redo existing
applications accessible in the force.com commercial center
[5]. Like AWS, all applications are keep running on remotely
overseen arrange foundation and right away scale to request.
While the Amazon EC2 stage permits, disconnected
calculation utilizing an apparently boundless pool of
processors accessible on interest, Google's answer rather
basically offers a 'have' in which clients can transfer
programming code and have them run like standard sites, be
that as it may, on Google's servers [12]. This host, Google
Apennine, is just accessible to work 2 programming dialects
and consequently directs how much power is required as the
site works and bill appropriately. In the wake of passing an
edge of free use, clients are charged $0.10 per CPU hour,
$0.10 per GB of data transfer capacity approaching and $0.12
per active GB. Altogether, capacity is charged at a rate of
$0.15 per GB6. Not at all like AWS, customization openings
are negligible, making it appropriate for client confronting
web-applications [13] [14]

2.1 DEPLOYING AN APPLICATION ON WEB

Sending an application is the way toward duplicating,
designing and empowering a particular application to a
particular base URL on Zend Server or on a group . When the
sending procedure has completed, the application turns out to
be openly available on the base URL.Although piece of the
overall industry information does not yet exist for the
ambiguously characterized ‘cloudcomputing’ industry,
unmistakably with regards to versatile processing Amazon
holds a sizeable toxic on the bore of organizations at present
utilizing the framework. In a year age’s yearly investors
meeting, Amazon showed a great rundown of organizations
running from ESPN to the University of Oxford who right
now utilize AWS. By keeping up this dependable client base
and proceeding to offer appealing 'learner’ AWS represents
free, Amazon will guarantee that its grip on the utility
registering business sector will not be loose [15] [16]. While
Amazon started as a straightforward Ecommerce site, it
should proceed conveying an incentive in any market it sees
it could have a material effect in. As it has characterized the
Platform-as-a-Service industry, Amazon should keep
contributing what's more, improving in AWS while likewise
investigating other inward business tasks that could be
likewise disconnected and given at an expense to different
clients. Amazon Elastic Compute Cloud in the Amazon Web
Services (AWS) cloud. Using Amazon EC2 eliminates your
need to invest in hardware up front, so you can develop and
deploy applications faster. You can use Amazon EC2 to
launch as many or as few virtual servers as you need,
configure security and networking, and manage storage.
Amazon EC2 enables you to scale up or down to handle
changes in requirements or spikes in popularity, reducing
your need to forecast traffic . [17][18]
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I11. INTRODUCTION:

Amazon Web Services (AWS) can be characterized as the
immense arrangement of on-request benefits furnished to the
clients on cloud with pay-as-you-go estimating technique.
Regardless of whether it is tied in with arranging a server or
running an application, AWS gives you a chance to execute
your tasks on cloud along these lines as you would do on a
physical PC. You can correspond it with the utilization of
power where you pay as much as you use. AWS is an
innocuous and sound cloud work strategy, offering
calculation specialist, list storeroom, content discharge and
past usefulness to encourage the business augmentation and
improvement. With AWS find how customers are at present
affecting AWS cloud stock and illuminations to gather
tasteful apparatuses with enhanced suppleness, flexibility and
consistency.

3.1SERVICES:

AWS works from numerous worldwide geological areas
incorporating 6 in North America. In 2017, AWS contained
in excess of 90 administrations spreading over a wide range
including registering, capacity organizing, database,
examination, application administrations, arrangement, the
executives, versatile engineer devices, and devices for the
Internet of Things.

3.2COMPARITIVE ANALYSIS:

In a world brimming with decisions, picking the best thing
may be an overwhelming errand. With AWS and Azure
available to you, you have two of the best distributed
computing frameworks to look over. You can be a piece of a
complete distributed computing course at QuickStart and
certification yourself the best of the two universes. The
course would take you through the accepted procedures for
making AWS-based cloud arrangements while utilizing
AWS processing administrations to arrangement virtual
machines. All you need is some essential comprehension of
distributed computing ideas and you are a great idea to go.

IV. MPLEMENTATION PROCEDURE

Static sites convey HTML, JavaScript, pictures, video and
different documents to your site guests, and contain no
application code. They are best for locales with few creators
and moderately inconsistent substance changes, commonly
close to home and straightforward promoting sites. Static
sites are ease, give large amounts of dependability, require no
IT organization, and scale to deal with big business level
traffic with no extra work.:

Step 1: Sign-in to your AWS Account.

Step 2: In your Dashboard, you can see all your services go to
Ec2 you can find under compute domain.

AWS Management Console

AWS services
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https://ap-south-1.console.aws.amazon.com/ec2/v2/home?re
gion=ap-south-1#Home:

Step3: To start a new instance click on the launchinstance (To
start using Amazon EC2 you will want to launch a virtual
server, known as an Amazon EC2 instance)

Step4: Nowyou should choose an AMI.AMI (Amazon
machine image) is an operating system that we use in the EC2
Server

Step 5: Now let’s click on Ubuntu now you will be asked
what type of instance select

Ubuntu Server 18.04 LTS (HVM), SSD Volume Type -
ami-007d5db58754fa284

£ £ £ T H
i i i -

@ otk B gt )

https://ap-south-1.console.aws.amazon.com/ec2/v2/home?re
gion=ap-south-1#Instances:sort=instanceld

Step 6: Then select t2.micro (free tire eligible) and click on
next: onfiure instance details

Configure the instance to suit your requirements. You can
launch multiple instances from the same AMI, request Spot
instances to take advantage of the lower pricing, assign an
access management role to the instance, and more.

Since it is a demo select one instance
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Step 8: Then click review and launch and select edit security
groups and select a existing security group.

Servicen - Rasouce Geongm - %

it e o e v e s, CEL]

Step 9: Then finally click launch and select a key pair and
select the acknowledge to access the key file and launch
instances. Then your instances are launching by clicking the
launch instance.

https://ap-south-1.console.aws.amazon.com/ec2/v2/home?re

——T

Step 10: Checkwhethergit is available in server or not if not
install git.

Step 11: To connect your instance enter the command

-ssh -1 “mba.pem”
ubuntu@ec2-52-66-11-162.ap-south-1.compute.amazonaws.
com and name your instance.

Step 12:We placed our files in GitHub to access those files in
GitHub we need to connect to GitHub copy the Ural in

Step 13: Check python and mangodb is available or not If not
install python3.to run the server in python with enter the
command

-pip3 install pymango

-sudo apt -get install mangodb-server -y

-python# manage.py runserver

Published By:
Blue Eyes Intelligence Engineering
and Sciences Publication (BEIESP)

Exploring Innovation


http://www.ijeat.org/
https://ap-south-1.console.aws.amazon.com/ec2/v2/home?region=ap-south-1#Home:
https://ap-south-1.console.aws.amazon.com/ec2/v2/home?region=ap-south-1#Home:
https://ap-south-1.console.aws.amazon.com/ec2/v2/home?region=ap-south-1#Instances:sort=instanceId
https://ap-south-1.console.aws.amazon.com/ec2/v2/home?region=ap-south-1#Instances:sort=instanceId
https://ap-south-1.console.aws.amazon.com/ec2/v2/home?region=ap-south-1#LaunchInstanceWizard:
https://ap-south-1.console.aws.amazon.com/ec2/v2/home?region=ap-south-1#LaunchInstanceWizard:
mailto:ubuntu@ec2-52-66-11-162.ap-south-1.compute.amazonaws.com
mailto:ubuntu@ec2-52-66-11-162.ap-south-1.compute.amazonaws.com

Deployment of a Secured Web Application using Cryptanalysis in Cloud Environment

Step 14:To check the status of our project enter the command
-sudo service mongodb status

Step 15:We need mailjet to receive emails from our users so
install mailjet in server

-pip install mailjet_reset

Step 16: Finally install run the python server by entering the
command

-python# mango.py runserver.

Final Result:

https://crypto.scarylabs.com

V. CONCLUSION

“In this project, we learn how to upload a project in cloud
using AWS and we designed a website which gives us a
remainder based on your monthly Plan. It’s a free source to
get the updates and status of cryptocurrencies. we learn how
to run server and database to run the website. We used EC2
which Is a web-based service that allows to run our business
in amazon services. We use amazon s3 as a storage that offers
industry-leading scalability, security and performance.
FUTURE ENHANCEMENT:

As further we can increase the number of users by taking the
pay as you use account so that we can increase reliability of
the website. we also make that how much the crypto
currencies increasing every single second in value to show
that update to the user so that he can act according to that .

REFERENCES

1. P.Mell and T. Grance, “The NIST Definition of Cloud Computing,” US
Nat’l Inst. of Science and Technology,2011;

2. “Security Guidance for Critical Areas of Focus in Cloud Computing”,
Cloud Security Alliance, Dec. 2009;

3. T. Ristenpart et al., “Hey, You, Get Off of My Cloud! Exploring
Information Leakage in Third-Party Compute Clouds,” Proc. 16th ACM
Conf. Computer and Communications Security (CCS 09), ACM Press,
20009,

4. Bisong, A. and Rahman, S.S.M. (2011), “An Overview of the Security
Concerns in Enterprise Cloud Computing”, International Journal of
Network Security & Its Applications, 3(1),

5. Kuyoro, S.0O., Ibikunle, F. and Awodele, O. (2011), “Cloud Computing
Security Issues and Challenges”, International Journal of Computer
Networks, 3(5), 247-255.

6. Ogigau-Neamtiu, F. (2012), “Cloud Computing Security Issues”,
Journal of Defense Resource Management, 3(2), 141-148.

7. Petre, R. (2012), “Data mining in Cloud Computing”, Database Systems
Journal, 3(3), 67-71.

Retrieval Number D7002048419/19©BEIESP
Journal Website: www.ijeat.org

1844 © Copyright: All rights reserved.

8. Qaisar, S. and Khawaja, K.F. (2012), “Cloud Computing:
Network/Security Threats and Countermeasures”, Interdisciplinary
Journal of Contemporary Research in Business, 3(9), 1323-1329.

9. Rashmi, Sahoo, G. and Mehfuz, S. (2013), “Securing Software as a
Service Model of Cloud Computing: Issues and Solutions”, International
Journal on Cloud Computing: Services and Architecture, 3(4), 1-11.
Doi: 10.5121/ijccsa.2013.3401.

10. Singh, S. and Jangwal, T. (2012), “Cost breakdown of Public Cloud
Computing and Private Cloud Computing and Security Issues”,
International Journal of Computer Science & Information Technology,
4(2), 17-31.

11. Suresh, K.S. and Prasad, K.V. (2012), “Security Issues and Security
Algorithms in Cloud Computing”, International Journal of Advanced
Research in Computer Science and Software Engineering, 2(10),
110-114.

12. Youssef, A.E. (2012), “Exploring Cloud Computing Services and
Applications”, Journal of Emerging Trends in Computing and
Information Sciences, 3(6), 838-847.

13. J. Brodkin. (2008, Jun.), “Gartner: Seven cloud-computing security
risks”, Infoworld, Available: -

14. S. Ramgovind, M. M. Eloff, E. Smith, “The Management of Security in
Cloud Computing”, In PROC 2010 IEEE International Conference on
Cloud Computing 2010.

15. S. Arnold (2009, Jul.), “Cloud computing and the issue of privacy”, KM
World, pp14-22. Available: www.kmworld.com [Aug. 19, 2009].

16. A Platform Computing Whitepaper, “Enterprise Cloud Computing:
Transforming IT.” Platform Computing, pp6, 2010.

17. Global Netoptex Incorporated, “Demystifying the cloud. Important
opportunities, crucial choices.” pp4-14.

18. C. Weinhardt, A. Anandasivam, B. Blau, and J. Stosser, “Business
Models in the Service World.” IT Professional, vol. 11, pp. 28-33, 2009.

19. Published an article on “Highly Secured Resource Monitoring in
Outsourced Cloud Data Using Aggregated Cryptosystem” in the Indian
Journal of Science and Technology — Indian Society for Education and
Environment, India. DOI: 10.17485/ijst/2017/v10i9/106420 , March
2017.

20. Published an article on “Implementation of Efficiency with IPv6
Features to Improve efficiency in Secure Cloud Storage” in the
International Conference of Big Data and Cloud Computing — Karunya
University, Coimbatore , T.N, India . Mar 2017.

21. Published an article on “Ensuring an Efficient Access Control Security
in Cloud Computing Using Broadcast Group Key Management” in the
International Journal - Sylwan Publisher, Poland, 160(6):219-230 * June
2016.

22. Published an article on “Secure data deduplication using efficient Cokm
in cloud storage” in the International Journal of Applied Engineering
Research 10(7):17553-17561 ¢ January 2015.

23. Published an article on “Dynamic Authentication for Outsourced Data in
Cloud Computing Using Enhanced Attribute-Based Encryption” in the
International Journal - Australian Journal of Basic and Applied Sciences
9(20):113-121, July 2015.

AUTHORS PROFILE

Sreeram Gutha received his B.Tech Degree in

Information Technology from University of Madras,

Chennai, Tamil Nadu, India in 2004, M.Tech degree in

‘ Computer Systems and Networks from

i Dr.M.G.R.Educational and Research Institute University

in 2006, and received his Ph.D. degree in CSE titled

“Improved Cloud Data Performance with respect to IP Level Security in

Multi  Storage Environment” from Jawaharlal Nehru Technological
University, Kakinada, Andhra Pradesh, India in 2018.

He was an Assistant Professor, with Department of Computer Science
and Engineering in Dr.M.G.R.Educational and Research Institute
University, from Jan’2006 to Dec’2018. Later he worked as a Associate
Professor, with Department of Computer Science and Engineering in Koneru
Lakshmaiah Education Foundation University, from Dec’2018 to Till Date
.Till now he has published 9 papers in various international journals and 4
papers in conferences. His research interests include Distributed Computing,
Parallel Computing, Network Security, Pervasive Computing, Cloud
Computing and loT.

Published By:
Blue Eyes Intelligence Engineering
and Sciences Publication (BEIESP)

Exploring Innovation


http://www.ijeat.org/
https://crypto.scarylabs.com/

