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   Abstract: Transmission of confidential information securely on 

insecure communication channel is atmost important. Image 

encryption is a method which is used to hide the secret image. 

During the course of transmission over insecure communication 

network, intruders may alter the encrypted data and may result in 

changing the visual meaning of the image. In this paper, a novel 

cheat immune image encryption technique is proposed. If a middle 

man tries to alter the encrypted data than decryption of an image 

fails. During encryption, it divides the source image into ‘3’ shares 

and decrypts by superimposing all the 3 shares. In this technique, 

secret information or image can be retrieved only if all three shares 

are in possession. The traditional visual cryptographic scheme 

suffers from the problem of pixel expansion. In this aspect ratio of 

an image changes resulting in increasing the width of encrypted 

image. To overcome this, a novel random grid visual cryptography 

is proposed. The methodology uses Residue Number System (RNS ) 

for encryption and utilizes Mixed Radix Representation(MRR) for 

decryption. RNS and Mixed radix is mainly used in fault tolerance. 

This is designed so as to avoid cheating during decryption. 

 

Index Terms: Encryption, decryption, residue number system, 

mixed radix representation, pixel expansion. 

I. INTRODUCTION 

  The Internet is one of the widely used source of information 

and activities. It has become a major concern now for secrecy 

of data and to protect the copyright of data. To achieve these, 

many steganography techniques have been developed. But 

each one of them have their own pros (advantages) and cons 

(disadvantages). If one technique lacks in payload capacity, 

the other lacks in robustness. Visual cryptography is used to 

encrypt visual data to a format that will be very tedious for an 

intruder to crack it. In 1994, Naor et al. [1] developed a 

unique and well-known scheme.In this scheme, they divided 

a secret image into ‘n’ shares and if it needs to be decrypted 

then all the ‘n’ shares should be known by the entity 

decrypting it. Even if one of the shares is not known, then the 

secret image wouldn’t be exposed. This means that the final 

image is produced only after stacking up all the n shares. 

k-out-of-n visual cryptography scheme is known to be one of 
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the generalization of this scheme. Visual cryptography has its 

own applications. Majorly it could be used for biometric 

authentication. It could also be used to provide secured 

digital transmission. 

II. LITERATURE SURVEY 

   This section describes the research work of some of the 

prominent researchers in visual cryptography and provides a 

short description of various techniques used for encryption 

and decryption. The state of art of image encryption 

techniques is classified as traditional key based 

cryptography and Visual cryptography. 

A.      Traditional key based image encryption 

This section gives the brief insight on works carried by 

researchers based on traditional key based image encryption 

techniques. 

     Zhenjun tang et. al [2] proposed “Image Encryption with 

Double Spiral Scans and Chaotic Maps”. In this, they 

proposed image encryption algorithm on the basis of chaotic 

maps and double spiral scan. The image is divided into 

various blocks and pixels of each blocks is responsible for 

scrambling through double spiral scan. At this point chaotic 

maps were selected randomly next image content is 

generated with help of secrete keys. These keys were used to 

control Lu chaotic map and also used for calculating secret 

matrix of the input image. At last encryption done by XOR 

operation between scrambled images and secret matrix of the 

input image.     Akram belazi et. al [3] proposed 

“Chaos-based partial image encryption scheme based on 

linear fractional and lifting wavelet transforms”. In this, they 

focused on image encryption technique with help of 

substitution boxes (S – boxes) which is used to generate 

chaotic systems and linear fractional transform (LFT). Here 

the encryption scheme is proposed with confusion and 

diffusion done by block permutation, substitution and 

diffusion. The S-boxes were constructed by adding chaotic 

map and LFT. The scheme is used to encrypt only requisite 

parts, the approximate coefficients in LWT frequency 

domain and sensitive information. 

     Ahmad Habibizad Navin et al. [4] proposed “A Novel 

Approach Cryptography by using Residue Number System”. 

In this, they worked on residue numbers which is used to 

compress the information by encrypting Huffman coding and 

Lempel-ziv-welch (LZW) and to get the high security data 

encryption standard algorithm is used. 

      Guodong Ye et. al [5] proposed “A Chaotic Image 

Encryption Algorithm Based on Information Entropy”. In 

this, based on information or data entropy of chaotic maps, 

image encryption scheme is proposed.  
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The method used for this scheme is PMD i.e permutation, 

modulation and diffusion. Data entropy employed with large 

key streams. Here the initial key used for permutation and 

diffusion methods. To provide high security for 

communication method in image PMD method is proposed 

with image encryption algorithm. 

     Saeed noshadian et. al [6] proposed “Optimizing chaos 

based image encryption”. In this, they proposed image 

encryption technique to solve sensitivity issues in images. In 

the first step, image is applied for confusion method with help 

of logistic map to get chaos based function and diffusion is 

done by shuffling algorithm called as KNUTH shuffling 

algorithm. This algorithm is used to speed up the 

optimization technique which gives the lowest co-relation 

among highest entropy. 

     I. A. Ismail et al. [7] proposed “A Digital Image 

Encryption Algorithm Based a Composition of Two Chaotic 

Logistic Maps”. In this, they have done image encryption 

with help of large external secret keys and chaos based cipher 

which adds two chaotic logistic maps which is used to 

mystify the association established encrypted image  and 

secret image. With the encryption process they have focused 

on various features like high level of security, large enough 

key space and uniformity distribution of pixels. 

 

B.   Visual Cryptography 

     Visual cryptography is popularly known as ‘Keyless 

image encryption’ can be utilized to encrypt the visual data. 

The state of art of image encryption techniques proposes 

many algorithm which is concerned to provide security for 

visual data. 

      Roberto et al. [8] proposed “color visual cryptography 

schemes for black and white secret images”. In this, they 

have proposed improved color version for visual 

cryptography schemes which is used for black and white 

secret images, to achieve this scheme “colored black and 

white visual cryptography model (CBW-VC)” is used. 

Usually in the black and white visual cryptography the secret 

images are black and white. To get improved version of 

visual cryptography colored images are used with black and 

white model to get best pixel expansion in “b&w model”. 

They have also achieve achieved the contrast between the 

colors. 

     Mahmoud E et al. [9] proposed “An optimal (k, n) visual 

secret sharing scheme for information security”. In this, they 

have focused on pixel expansion with help of new (k, n) 

scheme by code book and transposing of matrices. Without 

any distortion they have reconstructed secret image 

accurately. The disadvantage of secret sharing scheme is the 

size of the shared secret image is not reduced, and this 

process is done with help of XOR operation. 

     Aditya jain et al. [10] proposed “visual cryptography and 

image processing based approach for secure transactions in 

banking sector”. In this, visual cryptography is based on 

XOR operation and image processing technique is used to 

secure transactions in banking section. The proposed method 

uses (2, 2) VCS XOR. Here the process is classified into two 

main phases i.e encryption and decryption phase. In the first 

phase two shares are generated, first share is called as BANK 

and second share is called as USER which is used by users. In 

the decryption process, when user wants to do transactions, 

bank performs the XOR operation between user shares and 

generated shares.  
     Ping Li et al. [11] proposed “A novel two-in-one image 

secret sharing scheme based on perfect black visual 

cryptography”. In this, they have introduced secret image 

sharing method based on two decoding operation with help of 

two –in-one image secrete image sharing scheme. This 

scheme does not provide complex computation and also used 

in real time application. Here secret shares are obtained by 

adding grayscale secret image with Boolean operation then 

added to shadows of PBVCS (perfect black visual 

cryptography). This method is faster in decoding the secret 

image. 

     Yamini Ravella et al. [12] proposed “secret encryption 

using (2, 2) visual cryptography scheme with DCT 

compression”. In this, they have provided solution to image 

security with help of visual cryptography and compression 

technique. Here cosine transformation technique is used. i.e 

DCT compression and IDCT decompression. These 

techniques are well performed on color and gray image. They 

have achieved good correlation between pixels as well as 

compaction properties and implementations are very fast. 

III. PRELIMINARIES  

A. Residue Number System 

The basics of Residue Number System (RNS) reside in the 

theory of congruency. A pair x and y is congruent modulo n 

denoted by x ≡ y (mod n), if the difference of x and y is 

integer multiple of n. Consider an example: 18 ≡ 2 (mod 4), 

we get 18-2 = 16 which is integer multiple of 4. Assume q and 

r as quotient and remainder of dividing an integer x by n i.e. x 

= q × m + r, then we can also write it as x ≡ r (mod n). Here r 

can be considered as residue of x and is denoted as |x|m 

.Assume a list of positive integer’s m1, m2 ... mk which are 

relatively prime. Given 𝑀 = ∏ 𝑚𝑖
𝑘
𝑖=1  , Any positive integer 

can be uniquely represented by its residues <x1, x2 ... xk>, i.e. 

xi = /x/mi where i ranges from 1 to k. The dynamic range of x 

ranges from 0 to M. Consider an example, m1=3, m2=5, m3=7 

where M=105, given x= 98 and its tuples are <2, 3, 0>. 

B. Additive inverse 

 Additive inverse (AI) is a special property of arithmetic 

operation in number system. The rule says ‘There is a number 

denoted by (–x) for every real number x’. When these x and 

(-x) are added together, the result is always a zero’. 

Symbolically we can represent AI as below 

 

x ⊕m (-x) = 0 
 

     Since m is always congruent to zero, we can rewrite the 

above equation as  

𝑥 + (−𝑥) =  𝑚 

                                     or  

                                     (−𝑥) = 𝑚 − 𝑥 

 

     Consider for example the additive inverse of 8 and m is 

12, Therefore –x = 12-8 = 4.The property of AI is utilized to 

represent negative numbers in RNS. 
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C. Multiplicative inverse  

     Every non-zero real number x has a multiplicative inverse 

I if and only if the Greatest Common Divisor (GCD) of 

modulus m and x is equal to zero. That is 

 

x ⊗m I = 1 

     This concept of multiplicative inverse is needed for 

reverse residue conversion. 

D. Number Systems 

     The number systems which are most familiar can be 

Binary number system and Decimal number system. The 

former can be represented in the following form: 

 

𝑥 = ∑ 𝑍𝑗

𝑛−1

𝑗=0

× 2𝑗 

     Likewise, the decimal number system can be represented 

as: 

 

𝑥 = ∑ 𝑍𝑗

𝑛−1

𝑗=0

×  10𝑗 

 

     In general a number system can be represented as: 

 

𝑥 = ∑ 𝑍𝑗

𝑛−1

𝑗=0

×  𝑝𝑗 

      Where x is the number zj is set of permissible digits and pj 

represents successive power of the same number called the 

weight of the corresponding digit position. 

 

Example 

      134 in decimal number system have the form  

134  = 1 × 102 + 3 × 101 + 4 × 100 

 

here we see that zj values for different digit positions are 1, 3 

and 4 which are associated with weights 102, 101 and 100 

respectively. Therefore, the base of decimal number system 

is 10. From the above example of the Decimal Number 

System, we also observe that it has the positional 

characteristics along with weight. The digits- 1, 3 and 4’s 

positions are fixed with their weights. 

 

i. Mixed Radix Number System 

 

     Mixed Radix Number System (MRNS) is another way of 

representing a number, where in the base of each digit of a 

number varies, hence the name “Mixed Radix”. Consider for 

example, a method for representing 604800 seconds in a 

week, where in 0-6 represents days of week, 0-23 represents 

hour of a day, 0-59 represents minute of an hour and 0-59 

represents second of a minute. The MRNS may be used to 

represent each second, for instance 47182423601860, is 

equivalent to 18:23:18 on Wednesday. The Mixed-Radix 

Conversion (MRC) achieves an association between the 

unweighted, non-positional RNS and a weighted, positional 

mixed-radix system. 

 

E. Encryption by Residue Number System 

 
        Fig. 1  Encryption block diagram 

   The block diagram for encryption process is as shown in 

fig.1. It utilizes the concept of RNS described in III.A. In this 

process, each pixel of an image and moduli set is taken as 

input. moduli set and then encrypt using the given moduli set 

and then find the residues. Encryption step includes: 

              S1[i]X[i]%M1 

            S2[i]X[i]%M2 

            S3[i]X[i]%M3 

   where, A[5000] is the secret image and S1,S2,S3 are the 3 

shares required to decrypt and get back original image. 

Moduli set is {M1,M2,M3}. 

F. Decryption by mixed radix conversion 

 

 
Fig. 2. Decryption block diagram 

    The block diagram for encryption process is as shown in 

fig.2.The input for decryption is S1,S2,S3 and modulii 

set{M1,M2,M3}. Output is the decrypted original image 

which is obtained using the following sequence of steps: 

       If the radices are  𝑟𝑁 , 𝑟𝑁−1 ,.....  𝑟1 , any number X in 

mixed-radix form can be given as: X  ( 𝑐𝑁 , 𝑐𝑁−1 , 

𝑐𝑁−2,.....𝑐1) . 

 

which means 

 

X = 𝑐𝑁𝑟𝑁−1𝑟𝑁−2. . . . 𝑟1 + ⋯ + 𝑐3𝑟2𝑟1  + 𝑐2𝑟1 + 𝑐1 

where 0≤ 𝑐𝑖 < 𝑟𝑖.  

  

   This means that it is a weighted, positional number 

system. The conversion from RNS to a mixed-radix number 

is called a reverse transform. 
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 Next we need to identify 𝑐𝑖 and find on how to convert it to 

X.  

   Using ( 𝑎𝑁 ,  𝑎𝑁−1 , ...,  𝑎1 ) with respect to moduli 

𝑏1, 𝑏2, … , 𝑏𝑁 , we make the 𝑎𝑖𝑠 correspond to the 𝑏𝑖𝑠. That 

equation then becomes: 

X = 𝑐𝑁𝑏𝑁−1𝑏𝑁−2. . . . 𝑏1 + ⋯ + 𝑐3𝑏2𝑏1  + 𝑐2𝑏1 + 𝑐1       (1) 

 

i.    Identify 𝒄𝟏 
 

Taking modulo with respect to b1, on both sides of this 

equation: 

 |𝑋|𝑏1  = 𝑐1 

      = 𝑎1 

Therefore,  

𝐜𝟏 = 𝐚𝟏 

 

ii.   Identify 𝒄𝟐  

 

Equation (1) can be written as: 

 

 X −𝑐1 = 𝑐𝑁𝑏𝑁−1𝑏𝑁−2. . . . 𝑏1 + ⋯ + 𝑐3𝑏2𝑏1  + 𝑐2𝑏1  

 

Taking modulo with respect to 𝑏2 : 

 

 |X − 𝑐1| b2 = |𝑐2𝑏1| b2  

 

Multiplying both sides by  |𝑏1
−1|𝑏2   yields: 

 

│|𝑏1
−1|𝑏2 (X – 𝑐1)│𝑏2 = |𝑐2|𝑏2 

                                = 𝑐2     (since 𝑐2 <  𝑏2) 

Also, 

|𝑋 − 𝑐1|𝑏2   =  │|𝑋|𝑏2   −  |𝑐1|𝑏2│𝑏2 

                    =    |𝑎2  − 𝑐1|𝑏2 (since 𝑐1 < 𝑏2) 

 

Therefore, 

𝒄𝟐 = │|𝒃𝟏
−𝟏|𝒃𝟐(𝒂𝟐 –  𝒄𝟏)│𝒃𝟐  

 

iii.   Identify 𝒄𝟑  

 

Equation (1) can be written as: 

 

X- (𝑐2𝑏1 + 𝑐1) = 𝑐𝑏𝑁−1𝑏𝑁−2. . . . 𝑏1 + ⋯ + 𝑐3𝑏2𝑏1   

 

Taking modulo with respect to 𝑏3 :  

 

|X − (𝑐2𝑏1 + 𝑐1)|𝑏3 = |𝑐3𝑏2𝑏1|𝑏3 

 

Multiplying both sides by  |(𝑏2𝑏1)−1|𝑏3   yields: 

│|(𝑏2𝑏1)−1|𝑏3(X −  (𝑐2𝑏1 + 𝑐1))│𝑏3  

 

Also, 

 

|X − (𝑐2𝑏1 + 𝑐1)|𝑏3 = |𝑋|𝑏3  − |(𝑐2𝑏1 + 𝑐1)|𝑏3 

                                   = | 𝑎3 − (𝑐2𝑏1 + 𝑐1)|𝑏3 

 

Therefore, 

  

𝒄𝟑 = │|(𝒃𝟐𝒃𝟏)−𝟏|𝒃𝟑(𝒂𝟑 − (𝒄𝟐𝒃𝟏 + 𝒄𝟏))│𝒃𝟑 

      
    Here 𝑎1, 𝑎2, … , 𝑎𝑛 is the residue set. 

        𝑏1, 𝑏2, … , 𝑏𝑛 is the moduli set. 

Example: Let’s assume, the number (or pixel value) to be 

encrypted (X) is198. 

 

Assume that the moduli set = {5, 7, 11} 

 

Encryption 

 

Finding residue representation of X: 

 

a1= 198 % 5 = 3 

a2= 198 % 7 = 2 

a3= 198 % 11 = 0 

Therefore, 198 (X) is encrypted as tuple  <3, 2, 0> 

 

Decryption 

 

X= c3b2b1 + c2b1 + c1                                                     (2) 

 

To find  𝑐1 

c1 = a1     =>  c1 = 3 

 

To find  𝑐2 

 

𝑐2 = │|𝑏1
−1|𝑏2(𝑎2 – 𝑐1)│𝑏2 

                              𝑐2 =  │|5−1|7 (2 − 3)│7                 (3) 

 

5−1 mod 7 => Let x = 5 ; y=7 

                        Now, x = x %  y = 5 % 7 

   =>       x = 5 ; y=7 

         Find an ‘a’ such that, (x × a) % y =1 

          We can see that a = 3   

                         Therefore, 5−1 mod 7 = 3 

 

Now in (3), 

 

𝑐2 =│3 (2 − 3)│7 =  │ − 3│7 

To find 𝑐2, 

Let, a = -3 ; b = 7 

Let, temp = (a % b) + b 

                = (-3 % 7) + 7 

      temp = 4 + 7 = 11 

      temp = temp % b 

               = 11 % 7 = 4 

 𝑐2 = 4 
 

To find  𝑐3 

 

𝑐3 = │|(𝑏2𝑏1)−1|𝑏3(𝑎3 − (𝑐2𝑏1 + 𝑐1))│𝑏3  

𝑐3 = │|(7 × 5)−1|11(0 − (4 × 5 + 3))│11 

𝑐3 = │|35−1|11(0 − (20 + 3))│11 

𝑐3 = │|35−1|11(−23)│11                             (4) 

 
Now, 35−1 mod 11 , Let x = 35; y = 11 

i.e. X = X% y = 35 % 11 = 2 

      X = 35; y = 11 
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find an ‘a’ such that,  

                                   (X × a) % y = 1 

      (2 × a) % 11 =1 

 

We can see that a = 6 

Therefore, 35−1 mod 11 = 6 

                      

Now in (4), 

 

𝑐3 =│6 (−23)│11 =  │ − 138│11 

𝑐3 = -138 mod 11 

 

To find 𝑐3, 

 

Let,        a = -138; b = 11   and 

Let,  temp = (a % b) + b 

   = (-138 % 11) + 11 

        temp = 5 + 11 = 16 

        temp = temp % b 

                 = 16 % 11 = 5 

 𝑐3 = 5 

 

Now, in (2) 

 

X = c3b2b1 + c2b1 + c1 

    = 5×7×5 + 4×5 + 3 

    = 198 

IV. EXPERIMENTAL RESULTS & ANALYSIS 

   At first, an authenticated user must select the image that 

needs to be encrypted. Next we need to read the selected 

image and encryption needs to be performed with the help of 

Residue Number System. Once the encryption process is 

completed, three shares will be generated. With the help of 

these shares and using mixed radix conversion for decryption 

process, original secret image can be retrieved. 

     The proposed technique is implemented using Java tool. 

We take lena.bmp image as the input image for experimental 

analysis. 

 

 
Fig. 3. (a) Input image. (b) share1. (c) share2. (d) share3. (e) 

decrypted image. 

 
Fig. 4 (a) Input image. (b) share1. (c) share2. (d) share3. (e) 

decrypted image. 
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A. Pixel expansion 

 
Table 1: No of Pixels before and after encryption 

Image 
Length of image 

before encryption 

Length of image 

after decryption 

lena.bmp 263222 263222 

tiger.bmp 669822 669822 

girlface.bmp 263224 263224 
   

 From the above table, length of image after encryption 

and decryption has remained the same. It is evident that 

during encryption process, each pixel will get replaced 

by exactly one pixel. Hence there’s no pixel expansion 

in the proposed method. Also by doing visual analysis 

the aspect ratio of encrypted image remains same. we 

can conclude that the proposed method is typical form 

of random grid visual cryptography.  
 

B. Cheat Immune 

  The technique used for encryption is cheat immune and is 

evident from fig.5.The share2 of lena.bmp is altered and is 

used to decrypt the data. Since the share2 is not genuine 

decrypting the image into meaningful content fails as it is 

shown in fig 5. So decryption entity shows the noisy image 

when an intruder or a cheater tries to decrypt image using 

fake shares. 

 

 

 

 

 

 

 

 

C. Lossless Decryption 

 
Fig. 6.Histogram of image obtained by subtracting pixels of 

original image with decrypted image. 

      The above histogram infers that there is no loss of data 

while decrypting the image. We take pixel values of both the 

images selecting one pixel at a time, and then we subtract the 

pixel values which results in zero. 

D. n out of n cryptography 

   All the shares generated are required in order to decrypt 

the original image. 

 

 

Fig. 7 n out of n cryptography 

   Fig. 7 shows us the decryption by selecting ‘k’ shares out of 

‘n’  shares where k < n. We can observe that the decrypted 

image is not similar to the original image. Therefore our 

proposed work  needs all ‘n’ shares in order to decrypt the 

original image. 

V. CONCLUSION 

 Transmission of digital information securely on 

communication channel is atmost important. By 2025, 

approximately 75 billion people may connect to the internet. 

Due to this growth in the Internet usage, there may be a lot of 

possibility in hijacking the information. Information needs to 

be protected in ATM machines, Smartcards, E-commerce 

sites, etc. Security in these areas means preventing the 

information from getting into the wrong hands. Usually the 

databases have a lot of security issues and concerns.  

The proposed visual cryptography technique used the 

mathematical relationship between RNS and Mixed Radix 

Representation. The technique used is Random Grid Visual 

Cryptography which don’t involve any pixel expansion and 

aspect ratio of encrypted image is not changed. We also 

analyzed the decryption function and found that there is no 

loss in the image decrypted. The proposed method is n out of 

n Visual cryptography which needs all shares to decrypt the 

image. A secret information may be hacked only if it is easy 

to read and easy to understand. Intruders may expose, 

modify or use it to make an attack on other people or groups. 

The technique proposed is cheat immune i.e., if an intruder 

modifies the data than decryption fails. 
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