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ABSTRACT--- In this paper, the Quick Response (QR)
technique is used to generate an encrypted QR-Code. This paper
designs a security mechanism to verify certain related
information used to access an Internet of Things (IoT) based
system. Only authorized requests are enabled to access the IoT
system. To achieve this goal, the proposed security mechanism
has used a three-Layer-Policy Verification Procedure (3LPVP).
The proposed 3LPVP is applied on the QR-Code; this code is
used as an IoT-key dedicated for a secure access. The proposed
mechanism is important for a number of IoT-based systems that
require information being shared and/ or transmitted between
two parties or more, e.g., digital hubs, digital ecosystems, and
other industry 4.0 related technologies. The 3LPVP needs to
verify IoT-key’s contents during the first layer to authenticate
issue of the IoT-key. In addition, the IoT-key is periodically
generated using a 1-session cryptographic key to keep the IoTkey confidential. To verify the IoT-key’s integrity, related values
are compared to original hash values using a secret question to
which the user needs to answer. In the third layer, data is stored
using an offline mode to disable any access caused by threats; to
preserve the IoT-key available and responsive. The 3LPVP is
evaluated in terms of security factors and then compared to a
number of competitive techniques. Results have shown good
performance of 3LPVP against brute force attack and
encryption’s computation time.
Keywords—Internet of Things; security systems; QR-code;
digital hubs; Industry 4.0

I.

INTRODUCTION

Many researchers from different fields have used the
Quick Responsive Code (QR-Code) technique for different
purposes [1] e.g., remote user authentication process with
smart cards has been discussed [2]. However, this technique
could be used for verification procedures for security
purposes [3], [4]. The variety of IoT systems is one of the
reasons that many researchers have been attracted to design
secure systems [5]. These systems are used for different
purposes e.g., biometrics-based home access system [6], and
location detection [7].
The QR-Code is a very effective and usable technology
on which Internet of Things (IoT) systems rely [8]. It plays
an important role as a connector between IoT and secure

systems due to its features e.g., smart application reliability,
data integrity, availability and responsiveness [9], usability
(ease-to-use). In addition, it stores a huge number of data in
a simple image with small size, so that QR tags are easily
scanned. Once, QR-Code data (i.e., IoT-key contents) is
extracted, a verification process is implemented to compare
between values. Thus, IoT-key based verification process is
essential in IoT systems in terms of privacy [10].
Additionally, in order for the IoT technology performs
better, the encryption scheme applied on the IoT-key is
highly considered by smart IoT systems. There are many
attempts by researchers to enhance security mechanisms for
IoT systems [11]. Many reviewed studies have used a single
layer of encryption [11], so that threats might attack
sensitive data of IoT systems. Thus, the 3LPVP is proposed
in order to include more than one layer of both encryption
and verification mechanisms. The 3LPVP design has also
considered the key length in order to increase the decryption
time caused by an attack.
Such security mechanisms should have enhanced
intelligent digital systems and IoT based systems such as
industry 4.0 applications in terms of data privacy. These
systems and applications require a strong security scheme.
In literature, there have been various applications reviewed
[12]. These have included, for example, in [13], a digital
hub technology based system is proposed to provide
solutions to disable people using digital information
collection to be shared. Some other examples have used the
technology of digital hub to allow connected cars [14], Hubbased web [15], and sensor city [12] to transform digital
information and private data.
This paper is organized as follows: Section II explains the
proposed Research Method. Section III discusses the design
of 3LPVP Security Mechanism for digital hub and/ or IoT
related systems. Results and Analysis are presented in
Section IV. Conclusion is provided in Section V.
II.

RESEARCH METHOD

A. Overview - The Proposed 3LPVP Design
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The proposed QR-Code based 3LPVP is designed for
verification purposes. The verification procedure is
associated with an encryption algorithm. The encryption
algorithm uses a 1-session key. Additionally, the QR-Code
is periodically generated using these encrypted values. Then,
information is stored in an offline database as illustrated in
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Fig. 1. The 3LPVP consists of 3 layers, which are as
follows: Verification Layer (VL), Encryption Layer (EL),
and Database Layer (DL).

Fig. 1 The 3LPVP Blockdiagram

2) Process 2: RV Verification
The RV has been designed in a way that it periodically
produces a new value. Thus, the RV is dependent on the
number of access times for each user to guarantee a varied
value. It varies at each time the user with the number i,
user(i), has successfully accessed the system. This activity
made by the user can produce a new RV and new hash
values used to encrypt the new IoT-key. Thus, a User’s
Activities History (UAH) is created to generate RV values.
To apply the RV verification, the hash value for the user’s
RV is compared to the one already updated in the system
database. There will be two initiated sub-routines applied in
order to verify the RV, which are encryption scheme using
Eq. (1) and hash function using Eq. (2) applied on Eq. (1).
Both sub-routines have different secret keys.
𝐸𝑅𝑉 = 𝐸(𝑆𝑃 ⊚ 𝑘𝑝 , 𝑅𝑉)

B. Verification Layer (VL)
VL consists of 3 processes as illustrated in Fig. 2. The
first process scans and verifies values stored in IoT-key
patterns. It also verifies the face and thumbprint values with
their corresponding values stored in the system’s database,
as shown in Fig. 3. The second process asks the user to enter
a reference value (RV) to determine the IoT-key expiry date.
If RV is wrong, then the IoT-key is expired. The third
process checks the user’s ID using a comparison based
algorithm.

(1)

whereas 𝐸𝑅𝑉 , 𝐸(… ), 𝑆𝑃, 𝑘𝑝 , 𝑆𝑃 ⊚ 𝑘𝑝 , and 𝑅𝑉 are an
obtained encrypted value, encryption function, special value
obtained from UAH, 1-session secret key generated using
Secure Hash Algorithm 1 (SHA-1), combined secret keys,
and message, respectively.
𝐻𝑅𝑉 = 𝐻𝑎𝑠ℎ(𝐸𝑅𝑉 ⨁𝑘𝑠 )

(2)

3) Process 3: ID Verification

Fig. 2. VL Processes - Blockdiagram
1) Process 1: IoT-key Verification
A new user’s information is collected as shown in Fig. 1.
Here, values are extracted from the scanned QR-Code.
These values include face image features and thumbprint
properties. A series of digital image processing conversions
is used to extract images’ features. Values of extracted
features are obtained from three sources, shown in Fig. 3,
are validated. If, the result is ‘true’, the system can be
accessed.

A series of encryption and hash functions has been used
in this process to generate a strongly encrypted distinctive
user ID. The ID verification process is going to compare
three IDs from three sources marked in Fig. 4. During the
encryption process, hash function has been used to generate
new user ID with help of real values taken from database for
each user. To increase the complexity of vulnerability
possibility, each user id is hashed depending on two
neighboring IDs. There is a hash function is used before the
1st round encryption is applied. ID Verification performs
two-round decryption processes D1 and D2, as in Eq. (3)
and Eq. (4), followed by a hash function, H, as in Eq. (5), to
extract the User_id for values typed by the user and
extracted from the IoT-key when the access is needed, see
Fig. 4, marked: . If the user has wrongly typed a
user_id, there will be two wrong neighboring ids
considered.
𝐷1 = 𝐷(𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑_𝐼𝐷, 𝐾2 )

(3)

𝐷2 = 𝐻 = 𝐷(𝐷1, 𝐾1 )

(4)

𝑈𝑠𝑒𝑟_𝑖𝑑 = 𝐻𝑎𝑠ℎ(𝑖𝑑1⨁𝑖𝑑2⨁𝑀)

(5)

whereas Normalized_ID, K1, K2, id1, id2, and User_id
are the id value given to the user, public key used to decrypt
D2, public key used to decrypt D1, first neighbor id, second
neighbor id, and the user id stored in database, respectively.

Fig. 3. IoT-key Verification (Process 1)
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III.

Fig 4 ID Verification (Process 3)
C. Encryption Layer (EL)
As mentioned above, VL has verified values being
encrypted and hashed. Meaning, VL has compared
encrypted values to original ones e.g., real scenario based
values. But, EL has mainly focused on the technique being
used to encrypt values and how to choose distinctive values
from database e.g., UAH. It used image processing
conversions to find binary values extracted from converted
images. The EL has also used patterns’ color inside IoT-key
for the new encryption. That is, when an IoT-key is scanned,
certain values are asked from the user whereas their hash
values must be matched with some patterns on IoT-key in
order to be read successfully; otherwise, the IoT-key is
considered not real. Additionally, the EL has used a 1session private key to prevent any disclosure of encrypted
data and even though the 1-session key has been deduced.
Hash functions and pseudorandom number generators are
used during RV and ID processes to keep data originality.
Finally, EL has considered a periodically generated IoT-key
policy every 24 hours.
D. Database Layer (DL)
DL considers the system database modification caused by
an authorized access. DL, periodically and in-offline mode,
stores updated values. To reduce access to the database, DL
has determined the Database Access Upon Necessary
Requests (DAUNR). Once the process has been completely
done, i.e., process_requests_access==0, certain values are
stored in a smart way to reduce the data size and access
times. More criteria on DAUNR are, less vulnerability is
expected as shown in Fig. 5.

THE PROPOSED 3LPVP SECURITY
MECHANISM FOR DIGITAL HUBS AND
IOT SYSTEMS

This section concerns on how the 3LPVP design is secure
by verifying the IoT-key to make sure that the IoT system is
being in an authorized manner accessed as shown in Fig. 6.
To verify the IoT-key availability, the IoT-key always
recalls encrypted values from offline database to update
related fields accordingly. It is then guaranteed that an
authorized access to database is occurred when needed.
As for the IoT-key integrity verification, the VL verifies
extracted biometrics values such as face image to check
whether IoT-key contents are correct in terms of authorized
modification or not. Thus, information of an IoT or a digital
hub system transferred is safe. Based, the system is
integrated.

Fig 6. Security Mechanisms of 3LPVP for Digital Hub
and IoT Systems
In regard to IoT-key confidentiality verification, contents
of IoT-key are the encrypted user’s information on which a
collection of sequential cryptographic operations are
applied. This collection has used one-time private key policy
to make IoT-key confidential. The IoT-key authentication
verification is considered. The 3LPVP policy verifies that
the IoT-key is periodically produced to authenticate its
issue.
IV.RESULTS AND ANALYSIS
This section presents and evaluates the performance of
the proposed research work in terms of a number of security
and computation factors.
A. Confidentiality
It is supposed that, there will be two units encrypted
information will be transferred between. Usually, the IoTkey is scanned and then its related values are verified. These
two units are close to each other and they are authorized
because they are installed on a site. There will be no such
long transferring data. Thus, the confidentiality will be
achieved. Additionally, the secret key is used only one-time.
Integrity

Fig 5. DL policy for an authorized access;
DAUNR recalls a time function, Calc_Time(), to assign a
certain period of time and convert the connection status to
‘Disable’ by using the function: Disconnect() in order to
update database while there is no connectivity

Retrieval Number: C10800283S19/19©BEIESP

As mentioned above that IoT-key values will be scanned
and verified. In this type of evaluation, there will be a
number-based comparison between encrypted values and
original ones. If they are not equal to each other, the
integrity of both IoT-key and 3LPVP is considered weak. At
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this case, the VL halts this process immediately and doesn’t
allow an access to IoT system by the currently verified IoTkey. Additionally, in this case, that means a third party has
modified IoT-key contents and no originality issue of IoTcontents and its integrity.
Availability
The 3LPVP adopted to store original and encrypted
values using an offline database policy in order to control an
access to this database. So that any unauthorized attempt
made by a third party will be prevented. This policy has
aimed to overcome any interruption of service provided
which mean keep the IoT-key and its related available and
responsive.

V.

CONCLUSION

A 3-layer policy for verification procedure (3LPVP) is
proposed in order to verify whether an access to IoT systems
is authorized or not. Here, technical details of the security
mechanism (i.e., 3LPVP) applied on IoT-key is explained. A
number of security factors have been evaluated. Results
have confirmed that 3LPVP is strong against brute force
attack and has less computation time compared to
competitive techniques. Since digital information shared and
transferred between parties in terms of data privacy could be
affected, the proposed mechanism in this paper could be
exploited by several digital systems and IoT such as
Industry 4.0, digital hub, digital transformation applications,
and software academy.

Authentication
The authentication factor to be verified is denoted by:
𝐹𝐴𝑢𝑡ℎ𝑁 . The IoT-key is encrypted every 24 hours in order to
guarantee the authority of IoT-key issue. To make a
comparison, hash values of the IoT-key produced during the
last 24 hours, 𝐻𝑢 and values of database, 𝐻𝐷𝐵 are compared
using Eq. (6):
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