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Abstract: This paper deals with the risk management with the 

help of a certain case study and we propose a KSM model 

approach for our paper to be implemented for better results and 

lessen the risk of the system as much as possible. This also helps 

us in the estimating of the cost effective measures and less 

uncertain situations in the scenario. This is quite helpful for the 

risk calculation and estimation along with the avoiding of the 

risks factored to occur in the process. 
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I.INTRODUCTION: 

This shows brief information regarding proposed 

KSM model, it is a mathematically illustration model that 

represents numerical values in investigation process of the 

web based information systems, this model recognize 

efficiency with respect to the effort and identify the impact 

of the risk it shows in figure 4.1, this model approach 

concerns the security risk requirements of the “ISO - IEC 

27002” information systems risk management standards[7]. 

Basically the proposed model has amulti layer structure and 

each layer have multi levels it based on hierarchical design 

of the “ISO - IEC 27002” standards. It is hybrid technique 

that enables both qualitative and quantitative approaches and 

it enables the low level risk values into upper level risk 

values[8].  

 

Figure 4.1 Cyclic Process relation between Effort- Fault- 

Risk 

The proposed KSM model has two basic steps 

follow finalized the risk impact, that ability to confine the 

people perception and source code analysis use for the 

effectively in risk management process[9].  
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The KSM model creates a base for investigation form to 

collect input data and it shows how mathematical analysis 

perform for the investigated input data for compute the risk 

value and their impact. In this paper contribute in addressing 

of the web based information systems application security 

readiness by using an effort analyzing, this model is the 

valid and reliable technique and it follow international 

standards. 

 

Fig_1: Defining the risk levels example 

Literature survey: 

Information systems risk examination Parker and 

Fisher have used risk analysis as a essential basis for 

security blueprint in data systems [1]. They gift general 

checklists for concerns within the sanctuary assessment. The 

quandary with precise tools and checklists is that they befall 

obsolete quickly and wish to be persistently updated [3]. 

Applications of such equipment don't result in knowledge 

domain encroachment for data security intend. Backhouse 

and Dillon (1996) conceive to craft a logical model for data 

security as a structure of answerability and duty moderately 

than normal checklists. Anderson, Longley and Kwok 

(1994) propose a model supported the credentials and cost 

accounting of bullying originating from the equipped 

environment and systems that property underneath 

fortification meet. SuhANd Han (2003) close to an loom for 

data security risk examination that comes with equipped 

stability.  
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They decide the value of assets supported the 

magnitude of trade functions and therefore the criticality of 

chattels to operations. Many methodologies [8] area unit 

utilized in the scrutiny: paired judgment, asset-function 

obligation tables, and plus desire diagrams[10]. Different 

models for so as security style what is more specialize in 

discovery and valuation of system vulnerabilities and pattern 

of countermeasures (Weiss, 1991). 

 

Fig_2: Literature review 

Assessing using International standards for WBIS Risks 

Any software developed organization trying to get 

ISO - IEC information systems security and risk free 

certification, this certificate promotes their information 

systems and organization vision and mission clearly specify, 

it should usually move across three successive phases as 

follows: 

• The initial phase is denotes the KSM model gives idea 

about the configuration of the Software organizations 

security based risk management system and considers 

the ISO - IEC standard. 

• The second phase is configuring with the international 

standard requirements, which logically involves the 

software organizations to implement risk management 

system using ISO - IEC 27001 and ISO - IEC 27002 

standards. Follow the international standards rules and 

regulations, the software organization assets internally 

that its RM systems are amenable with the standard, but 

there is no proof to show procedure. 

• The final phase is to get a formal certification of the 

software company’s RMS against ISO-IEC standards 

by a recognized certification body. 

 

Fig_3: Phases of risk management 

According to international standard measurements 

suggested the following basic steps for the designing and 

construction of a Risk Management System[11]. 

• Identify and Developing indicators to measure risk. 

• Implement and identify an information system security 

risk management procedure effectively. 

• Collected input data can be integrating and analyzing 

data. 

• Calculate risk using measures which are gather input 

data from thorough investigation and source code 

analysis. 

• Communicate risk value to the relevant category of the 

people; 

• Based on investigation data computed results as 

contributing risk factor to RMS-related decisions. 

II.MARKOV MODEL 

The future development time “t+1” for any process 

depends at time “t” on the process state, and does not 

depend on past development at times “t – 1”, “t – 2”, . . . , 

”2”, “1”, “0”. We can describe is as follows: for all t = “0”, 

“1”, “2”, . . . and all states “I”, “j”, “it−1”, . . . , i0 ∈ E is 

 

These kind of processes are called as the markov chain. 

Now we incorporate a new equation which is as follows 

 

 

These are well known as the transaction probabilities but the 

key note is that they do not depend on their parameter 

values. 

 

With all these we measure up the chain’s stationary 

distribution which has to be probabilistic one.  
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If and only iff all the probabilities are said and proved to be 

stationary then we can call it as an equilibrium (statistic). 

Proposed KSM Model Process: 

The following figure 4.5 shows the KSM Risk 

management architecture and it gives detail flow of the 

KSM model and their process.  

Step1: Entire application (i.e. Information System) is 

divided into fourmodules (People, Organization, 

Environment, and Technology), each module work as a 

domain. Mapping the ISO - IEC over the POET domains 

Step2: Each Module programs read as input individually 

and consider effortof the each interface of the product 

through acquisition process. 

Step3: Each individual program effort calculated based 

on the source codeand it is also module wise i.e., POET. 

Step4: consider 75% of the Step3 result and 25% of the 

Step2 result. 

Step5: Estimate the each Module fault based on the 

effort analysis 

Step6: Estimate based on the fault identifies the induced 

and inherent risks. 

Step7: Based on the Step3 and Step4 find out the Risk 

factor 

Step8: Repeat the above step for all modules in the 

system 

Step9: Estimate the individual domain structure risk 

value. 

Step10: Based on the Step 9 to display module risk 

value and give suggestionsto develop healthy system. 

III.RESULTS 

Consider another web application like attendance 

automation system, apply the proposed KSM model the 

below figure shows the risk evaluation of the given 

application. 

 

Table 1: Result analysis 

The above results show the proposed model targeting 

safety issues and using real-life industrial data, based on the 

result recover the product efficiency very easy. 

 

Figure 5. stacked line chart for Combination of ASP and 

HTML Application 

IV.DISCUSSION: 

Risk mitigation plays a vital role in success of any 

software product. Risk mitigation strategies are off four 

type’s i.e. Risk acceptance, Risk Avoidances, Risk 

limitations, Risk Transmission. Risk mitigation option is 

always user choice only because the need of the user at 

present working conditions decides the risk mitigation 

process consider or not. This process includes lot of money, 

tike, and man power. So in this KSM model after 

identification risks according to the domains user need to go 

risk mitigation process it give suggestions how to avoid 

impact of the risks with respect of source code design 

principles. In appendix – II gives brief description about 

source code analysis with respect to risk impact, and cost. 

Consider the suggestions user can consternate in the 

particular discipline and redesigning of code and reduce 

impact of the risk [3]. 

V.CONCLUSION 

This illustrates illustrates how experimental evaluation is 

going on with respect to the POET domains and shows the 

efficiency of the proposed model. In this KSM approach 

how data collected to evaluate with respect to international 

standards for the given application is clearly shows. This 

KSM approach considers only real-life opinions and 

industrial data only it indicates maintaining of the standards. 
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