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Abstract— Cloud Computing is a technology that offers many 

services through Internet and remote servers.  Data storage is one 

amongst its services.  Storing voluminous data generated as a part 

of day to day business activities requires loads of storage 

resources and is costly affair to own these storage devices. A 

better solution to this is Cloud Storage. Data stored in cloud is 

made available as a service through a network. Cloud offers data 

access irrespective of the user or data location with minimal 

efforts. This flexibility has attracted many users towards cloud 

storage services. Data gets transmitted through internet and users 

can access data regardless of their location or access device. It is 

the combined responsibility of the user as well as the Cloud 

Service Provider(CSP) to safeguard data on the cloud.  

Service Level Agreement(SLA) is a contract between the 

provider and the user that contains the terms and duration of 

service offered by the cloud provider. During the service period, 

Multiple copies of data is backed up at different geographical 

locations for data availability and every trace of data may not be 

completely destroyed on expiry of SLA. Even after deletion of 

user’s data from cloud there may be some data which is not visible 

to the user but may be present on servers.  This is referred as Data 

Remanence. When a file is deleted the Operating System(OS) will 

remove the file entry in the file system but data will exist on the 

physical hard drive in the data area or data block and can be 

recovered using retrieving tools. A solution to this problem has 

been proposed in order to overcome this by overwriting the actual 

file contents. 

Keywords: Cloud computing, Cloud Storage, Data Remanence, 

Service Level Agreement, FADE, Encrypt-Overwrite, Key 

authority. 

1. INTRODUCTION 

 Cloud is the single stop solution for users to procure 

services on demand. The CSP will provide these services to 

the user on pay for use basis. The services are provided to the 

user as per SLA. SLA  is a contract between the CSP and the 

user regarding the services, quality and tradeoffs provided by 

the CSP to the users. Once the SLA expires, the user‟s data is 

deleted from cloud. 

 There are number of ways which are followed by CSP to 

delete data of the user after the expiry of the SLA.  Many of 

the cloud service providers use garbage collection to delete 

data. The deleted files are being marked and send to a 

separate disk and this data is available there until the expiry 

of retention period. Data retention depends upon data 

classification, where highly sensitive data may be retained 

for longer durations than less sensitive data. After the 

retention period, the data on that disk has is wiped 

permanently. In this case we need to completely depend 

upon the cloud service providers for deletion assurance. Self 

destruction of data was proposed by researchers to minimize 
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the dependency on CPS‟s for data deletion assurance. 

Vanish, Safe vanish, FADE, SFADE, SFADE+ etc methods 

were proposed for this purpose. 

2. LITERATURE SURVEY 

 Self-destruction of data is counter measure for the 

prolonged availability of data even after expiry of SLA. 

Self-destruction mechanism mainly focuses on protecting 

user data privacy. The important and sensitive data gets 

destroyed after a particular time period. 

 Vanish is a method for destructing the data in cloud.  It 

uses Distributed Hash Tables(DHTs) which has the property 

of discarding data after certain time. Each key is encrypted 

with a random key and the key shares are stored in large 

public DHT. The limitations with vanish are hopping attack 

and sniffing attack. In Hopping attack the network is 

attacked by sending packets to port that is usually 

inaccessible from a given end system. Sniffer attack is that in 

which a sniffer can  monitor, read and capture network data 

exchange and read network packets.  If the packets are not 

encrypted, a sniffer furnished a complete view of the data 

available in the packet. Hopping attack can be overcome by 

moving to a privately hosted DHT and sniffer attack can be 

overcome by using RSA a encryption algorithm during 

transmission [1]. 

 Safe vanish is another method for deletion of files on 

cloud. But Sybil attacks can efficiently recover 99% of the 

vanish messages. So as a counter measure the vanish keys 

are stored on both private DHT and a public DHT. The 

problem arises if both the DHTs are insecure, the length of 

the key shares are increased making the attacks very costly. 

The availability of key shares depends on DHT's which have 

the property of discarding data after certain period leading to 

loss of key shares. The limitation of safe vanish is that the 

length of the key shares must have a limit[2]. 

 File Auto Deletion (FADE)  means that files are made 

permanently in accessible. The encrypted data remains with 

the CSP and the encrypted keys with the trusted key 

manager. FADE specifies policy based, time based file 

assured deletion.  

 In Time based, files are deleted securely after a specified 

duration. The methodology is to encrypt file with data key 

and the data key is again encrypted with a control key and the 

control key is preserved by a key manager. The control key 

has time associated to it; therefore it will be removed 

automatically by the key manager after the time expires. The 

data key, cannot be generated without control key therefore 

the file is inaccessible. Policy based deletion, is associated 

with  file access policy and policy is in turn associated with a 

control key and all the control keys are maintained by the key  
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manager. The idea is that, the file is encrypted with data key 

and the data key is further encrypted with a control key 

associated with the policy. when the policy is revoked the 

key is removed by the key manager making the file access 

impossible. 

 The limitation with FADE is that file deletion is based on 

policy revocation and it involves key manager who has to be 

regarded as trusted. The concern is compromising of the key 

manager[4]. 

 SFADE proposes key manager removal so the cloud 

servers and users are in direct contact with each other. 

Depending upon the policy, FADE will generate a key that 

will be used to encrypt data. Using the same policy, adjunct 

key is created.  This adjunct key is used to encrypt the first 

key. The encrypted file and the first key are stored to the 

cloud. The generation of key depends on policy. If the policy 

is revoked, all encrypted files are also revoked. The 

limitation of SFADE is that it does not have file sharing 

feature in a secure way[6]. 

 SFADE+ proposes file sharing feature in a secure way. 

Encrypts the data key before sharing it. The encrypted data 

keys reside in a storage which is accessible to both the data 

receiver and the data owner. Here also the generation of key 

depends on policy and revoking the policy leads to 

revocation problem. The limitation of SFADE+ is that the 

generation of key depends on policy. If the policy is revoked, 

all files encrypted will be unreadable leading to revocation 

problem.As per NIST (National Institute of Standards and 

Technology) guidelines, “Encryption is not generally 

accepted means of sanitation” 

 Even after all these approaches for deleting data, it was 

found that retrieve deleted files. As per the security study of 

Amazon EC2 service. They could recover a minimum of 6 to 

a maximum of 40,000 files per a Amazon machine 

Instance(AMI)[16]. Even though the user is the owner of his 

data, it is the CSP who has physical custody of his data that 

means, the provider‟s policy actually governs the fate of 

data. 

 Even though the file is marked as deleted, the contents of 

the file are not wiped off the disk. The data can be retrieved if 

intended using recuva, puran file recovery, stellar data 

recovery tools. When a user‟s SLA expires all files in his 

allotted storage space are shifted to retention disk and (File 

Allocation Table)FAT is emptied so as to allot it to a new 

user with traces of residual data in the data block.  There is 

every possibility for the new user recover and exploit that 

data by recovering it. 

3. PROPOSED METHODOLOGY 

 On deleting a file, all the clusters occupied by the file are 

added to the free space available on disk by the OS. So, the 

sectors that a file previously occupied are now available for 

storing new files. If the sectors are not reused or reallocated 

to new files by the OS, there is every possibility of 

recovering the files by using recovery tools. The major 

limitation with most of recovery tools is their inability to 

retrieve data if its overwritten. This limitation is exploited in 

the proposed methodology. 

 Overwriting data to a specific portion of disk is only made 

possible by replacing the contents of the old file with new 

one before deletion.  Once the data is overwritten, the 

previous contents may not be easily retrieved.  Fig. 1 details 

the proposed architecture for  deleting a file such that its 

contents would not be recoverable after deletion. 

 
Fig. 1 : Proposed architecture 

3.1 User functionalities 

 A user never wants his data to be disclosed to an 

anonymous party. The anonymous party may be an ordinary 

individual, hacker, business organization or an attacker. 

Inorder to prevent this disclosure, the user would execute the 

Encrypt-Overwrite Process(EOP), on the verge of expiry of 

SLA or when the user wants to recede from cloud usage. The 

execution of EOP by user ensures that the data is overwritten 

multiple times.  Therefore, the probability of recovery of 

original data using recovery tools is minimized when the 

same physical space is allotted to another user on current 

user termination. 

 Depending on the sensitivity of data user can decide on the 

number of times he want to overwrite specific data during 

EOP. 

Encrypt-Overwrite Process: 

 Step 1: Generate hash value of the file. 

 Step 2: Encrypt the file using the hash valueas key. 

 Step 3: The output of Step 2 is written back to the 

     Same file. 

 Step 4: Repeat step 1, 2 and 3 for „n‟ number of  

    Times. 

3.2 CSP’s functionalities: 

 When a user parts with the cloud, his data is moved on to 

separate storage location.  CSP has to retain the data for a 

certain period of time, this time period is called as retention 

period.  The retention period various from one geographical 

location to other and is governed by the law of the there 

government. It is the duty of the CSP to delete the data after 

the retention period.  FADE assures a secured storage and 

deletion of data. 
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Fig. 2 : FADE architecture 

  

 The ideology of this algorithm is to encrypt file with data 

key and next the data key is encrypted using control key and 

this key is stored with  key authority.  Key authority is a 

trusted third party.  With expiry of retention period control 

key is removed by the key authority.  The data as well as data 

key are inaccessible without control key. 

 Encrypting the data and discarding the keys after the 

retention period makes the data unrecoverable, but any 

compromise by the key authority, would help un-authorized 

recovery of data.  In order to limit this the CSP performs the 

EOP after the FADE is processed.  This process helps in: 

 2-step data security 

 Compromising only the key holding authority would 

not disclose the data, as decryption of data using 

control keys would not give the actual content. 

 Compromising only CSP would result in an 

encrypted data after reverting the EOP. This 

encrypted data can be decrypted only with the keys 

held by key authority. 
 Deleting data after retention period assures that: 

 The entry in file system is deleted 

 Key authority discards the key values. 

 CSP discards „n‟ value. 

 Due to multiple overwrites on the same area in the 

data block.  The probability of recovering the original 

data is minimalistic. 
 The functionalities performed by the CSP assures that the 

data deleted after retention period is also permanently 

deleted.  When user and CSP execute their functionalities, 

complete and permanent deletion of data is assured. 

4.  RESULTS 

Fig. 3 shows the percentage of original contents of the file 

that have been retrieved after overwriting it for 5 times, with 

different data each time. 

 
Fig. 3: Chart depicting the % of old content retrieved 

from overwritten file. 

5. CONCLUSION 

Deletion of data from physical storage will only remove the 

pointer to the file but the data may be present until it is 

overwritten. One way of preventing data recovery of deleted 

data is to overwrite the contents of file. 
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