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Abstract: Cloud computing is the process of providing services to 

user in according to their need. All the large enterprises are 

investing in very large amount in order to provide cloud services. 

Amazon, Google, Windows are having their own services which 

is available to all users in order to have efficient retrieval. In our 

survey it is find that homomorphic encryption is one of the finer 

encryption technique but the finest of all encryption technique is 

elliptic curve encryption. In this work, the comparison of both 

computation is performed and result are depicted in order to 

prove the elliptic curve cryptography as better encryption 

technique. 
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I. INTRODUCTION 

With increase in digitization in individual life the 

increase in data occurs at very rapid rate. The data generator 

where once the individual which are called as applications 

but with increase in importance of computer science in our 

day to day life user become the most crucial entity for data 

generation. The large generation of data is due to social 

networking sites, blogs and Emails. The storage of this large 

amount of data is major issue in today scenario, hence cloud 

is used for this. Cloud computing is solution of having large 

amount of storage. Cloud computing is the one of the well-

known field, which is one of the key resource in web-based 

applications. Cloud computing is the technology which 

include Virtualization, parallel computing and distributed 

computing. Cloud computing is way to provide resources on 

demand, any resource can be use efficiently. Each cloud 

model consist of certain model, characteristics and 

deployment models. The cloud is not just technology which 

provides not just one service but package of so many 

services. Cloud computing is having one key component 

which is Internet, any service can be access with the help of 

browser. Service oriented architecture [2] is formed for 

having the cloud based services. The technology is not just 

confined to software but also to hardware, any hardware can 

be accessed. The benefit associated with cloud services is 

that high cost devices can be easily accessed. In cloud based 

environment the data is send to outside service provider from 

which user demand services. The data accessing is performed 

with the help of machine known as Virtual operating system.  
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For accessing any data the data centers are established 

which is present all around the globe. One of the widely 

known cloud services are Amazon EC2, Amazon S3, Google 

Drive, Hadoop and many others. All the large enterprises are 

providing all such services. 

Cloud computing is taking the advantage of low-cost 

computing as the single computing provides services to lots 

of people. All the servers and data centers of one cloud 

service provider is connected together. Virtualization is one 

of the major factor which helps in cloud computing, yet 

today the cloud computing is not fully implemented but can 

be adopted at very high level in near future. 

Cloud computing is not new field in field of computer 

science, the cloud is classified into various fields which 

provides services at different level. The infrastructure is 

completely provided with the help of the cloud which is 

called as utility computing, having entire infrastructure as 

server, storage.  The platform is also available in cloud 

services, it ensure facility of operating system and any 

Middleware. Cloud is not responsible for providing services 

on such higher it also provides software on demand to end 

user in order to make it available to each individual.  

When there is need of environment with need of having 

cloud based services then the cost computation is always 

performed, here cost is compared in term of computation 

time, memory and processing speed. The cloud vendors thus 

try to lessen it as much as possible. Cloud vendor is having 

responsibility of providing the desired facilities to the user. 

Cloud computing realizes the importance of data sharing 

and thus creates the partition in order to have more 

feasibility. Cloud is partitioned as public, private and hybrid 

cloud. Organizations which wants the private access which 

means the storage within the surroundings are private cloud 

whereas if the storage and services are allowed in and out of 

the surrounding then it is called as public cloud. There are 

certain business areas where there is need of services in both 

environment which are in and out, hence for them hybrid 

cloud is used. 

These Cloud services can be further comes under the three 

categories. 

1. SaaS- Software which are needed are provided on 

demand basis instead of the need of downloading it hence 

makes resource more fruitful and beneficial. The service is 

known as Software-as-a-Service in general and can be 

accessed using any we b browser. 

2. PaaS- Any platform is accessed for using languages, 

libraries, services and tool usually platform is built by 

developers. Any operating system can be accessed using 

cloud services. 
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3. IaaS- Processing and storage capacity, networking and 

computing resources where the user has control over 

operating system and deployed application; sometimes 

referred to as utility computing.   

There are three kinds of cloud private, public, protected and 

hybrid which are commonly called as cloud deployment 

models. 

Private Cloud - If the cloud services is owned by single 

organization and no user apart from internal ones can use it 

then it is referred as private cloud. All the services whether a 

platform, infrastructure or software can be accessed by user. 

Public Cloud –   If the services can be accessed inside and 

outside the organization then it is referred as public cloud. 

The services can be fetch giving appropriate amount. 

Community Cloud –If the cloud is used by specific 

community which may be internal and external to 

environment then it is called as community cloud. The cost 

effectiveness of it attract many users instead of having 

private cloud. 

Hybrid Cloud - Any combination of available cloud is 

referred as hybrid cloud. 

Cloud computing is based on five attributes: multi-tenancy 

(shared resources), massive scalability, elasticity, pay as you 

go, and self-provisioning of resources, it makes new 

advances in processors, Virtualization technology, disk 

storage, broadband Internet connection, and fast, inexpensive 

servers have combined to make the cloud a more compelling 

solution. 

Cloud is associated with several attributes like scalability, 

reliability, elasticity, shared resources, pay per use and many 

such. Virtualization, Internet connectivity and high disk 

capacity make it even more profound. 

The description of this attribute is given as under: 

Shared resources: At each level of layered architecture the 

resources are shared, number of user can access the same 

services. 

Scalability: With increase in number of user cloud user 

doesn't perform poor, it scalability feature makes it more 

profound with large bandwidth availability. 

Elasticity: It is not required to use all the resources if users 

doesn't demand that. 

Pay as you used:  The payment associated with resources are 

as per the use hence user can efficiently deactivate services 

when it is not required. 

Self-provisioning of resources: Users self-provision 

resources, such as additional systems (processing capability, 

software, storage) and network resources. 

Cloud computing can be managed with distributed system, 

grid computing, utility computing, service oriented 

architecture, web application, web 2.0, broadband network, 

the browser as a platform, Virtualization, and free/open 

software.  

   The dependency between user and provider is in such a 

way that is scared of allowing access to unwanted users 

whereas user is scared to have their sensitive data uploaded 

on cloud providers which leads to malicious use. In 

achieving dependency and secure architecture lot of work 

and analysis is performed. The generation of various 

dimensions occurs which result in heterogeneous security 

requirement which must be handled properly. The model 

present in existing system doesn't have enough security that 

matches with our requirements. Moreover, the cloud 

providers host services of users about which they are not 

aware of these security requirements to be enforced on such 

services. It leads to a loss of security control over these 

services and the cloud platforms. Multi-tenant model is 

formed in order to have better security by having certain 

security features: 

1. Dynamic Scalability 

2. Service abstraction 

3. Location Transparency  

Cloud is highly associated with security as user is always 

concerned about their data. Cloud provides the storage 

facility as a service, hence user is always worried where the 

data is store, and how it is stored. In current days, each 

organization is trying to provide as much security as 

possible. Cloud security is highly important as data is not of 

provider but user. Cloud security can be achieved with the 

help of multiple encryption techniques as well as multiple 

access control techniques. 

Instead of platform it provides entire infrastructure, the 

commonly known name of it is utility computing, it conveys 

the infrastructure can comprises any software and hardware 

need of the user. It consist of everything platform, software 

and database services as well.  

The architecture of it is given as under: 

 

Figure 1.2: Cloud Services model 

II. LITERATURE REVIEW 

Deyan Chen et al. [1] gives the research on cloud security 

loopholes and also mention the application of it in wide 

variety of areas, discussed the importance of cloud 

computing in all the dimensions like business, organizations 

and other applications. The research finds that data are 

migrating but still the real market is not yet captured. 

Security issue is one of the most popular discussion in terms 

of cloud computing in researcher background. The work 

suggests the issue in cloud computing in respect to security 

in entire data processing in cloud architecture. In fields like 

data segregation, data security, privacy the role of cloud and 

its major advantages and drawbacks are discussed in this 

work. 
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Tumpe Moyo et al. [2] proposed the solution in field of 

cloud computing for this hurdles in entire cloud architecture 

for adoption occurs in respect of organization are discussed. 

The main issues which this work covers are regarding 

security obstacles in cloud. 

    Nasrin Khanazeai et al. [3] researches in field of cloud 

computing by realizing the issues in security. The AES and 

RSA are implemented to enhance the security. The system 

enhance the security to attackers. Vishwanath s Mahalle et 

al. [4] uses three keys instead of one, along with this 

encryption is performed at administrator level even in order 

to makes system more secure. Downloading is also 

performed is such a way that secure transaction occurs. 

Mrudula Sarvabhatla et al. [5] focused on the storage facility 

provided by Hadoop Ecosystem using HDFS. In this work, 

entire study on HDFS is performed. The work is done in 

authentication feature of security model. Nivethitha work is 

extended as it is just to provide the mechanism of 

authentication. 

III. PROBLEM DOMAIN 

With increase in networking popularity the centralized 

server drawbacks are realized and distributed computing 

enhances to be popular. The innovation of new field known 

as cloud is formed and is called as virtual centralization. 

Cloud is that field of computer science in which user doesn't 

know where the data is stored where it comes from and how 

it is managed. When it comes to field of security the initial 

work was encryption later on algorithm for this are design in 

which keys are used. The well-known algorithm of 

cryptography are RSA, Elliptic curve cryptography, Diffie-

Hellmen. The security is achieved from the fact that it is 

very tough to calculate factor of product of number obtained 

from two large prime number. Discrete logarithmic problem, 

Integer factorization problem are base of achieving security. 

So many encryption techniques are designed and observed. 

There exist no work in which comparison of elliptic curve 

with homomorphic encryption is performed.  

IV. SOLUTION DOMAIN 

   The security in any environment is categorized as 

confidentiality, authentication, non-repudiation, access 

controls, and integrity. In all this security features each one 

is having its own significance, which one to apply is decided 

based on the need. Authentication can be defined as the 

process of getting an assurance whether the user which 

makes the request is authentic one or not, if it is found 

correct then user is authentic otherwise it is not. Non-

repudiation is the process in which user cannot deny once 

the services are assigned. Integrity is no content 

modification in the communication. Access control is 

method of isolating access on the basis of access rights 

given, some commonly found access rights are RBAC and 

ABAC. The commonly find privileges are read, write and 

updates. Confidentiality is the mechanism of communicating 

data in which no eavesdropper can interrupt.  

   The security relies in top features of cloud architecture 

like Authentication, non-repudiation, access control, 

integrity and confidentiality. Of all the security features 

present everyone has its own significance. The one which 

we will apply is based on the need at the time. 

   Homomorphic encryption is the method of performing 

encryption in such a way that third party server will have 

encrypted data and all the operation will be performed on 

that encrypted data thus maintaining security. The 

homomorphic encryption is of two types, partial 

homomorphic encryption and fully homomorphic 

encryption. The partial homomorphic encryption allows 

operation to be performed on already implemented 

algorithm like unpadded RSA, Elgamal etc. Fully 

homomorphic encryption is the technique in which 

operation like addition, subtraction and any such can be 

perform arbitrarily on any data, the data in it should be in 

encrypted form. 

    Elliptic curve cryptography is the technique which 

performs public key cryptography by plotting the elliptic 

curves. The algorithm is not based on predefined technique 

of large prime number instead it uses equations of ellipse. 

The encryption scheme using in our technique is 

homomorphic encryption, whereas encryption technique 

used in our technique is performed using elliptic curve 

cryptography. The performance is analyzed in terms of 

processing speed, memory and many other parameters. The 

comparative analysis of both the techniques are given and 

concluded as the elliptic curve cryptography is better 

technique. The computation time of elliptic curve 

cryptography is much less than other algorithm and thus 

consider as efficient algorithm for achieving confidentiality. 

The comparison plot of elliptic curve cryptography and 

homomorphic encryption is shown below in order to prove 

the best of both technique: 

Total Crypto time comparison of RSA and ECC while 

encryption:  

 

Total Crypto time comparison of RSA and ECC while 

Decryption 
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Overall Encryption Time comparison in between RSA & 

ECC 

                                                                                                                

Overall Decryption Time comparison in between RSA & 

ECC 

 

 

 

Overall Encryption Time comparison in between RSA & 

ECC 

 
Overall Decryption Time comparison in between RSA & 

ECC 
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V. CONCLUSION  

The need of security in cloud based architecture is always 

desired and analysis is performed. In this work the security 

feature which is focused is confidentiality. The 

confidentiality is performed using two techniques 

homomorphic encryption and elliptic curve cryptography. 

The analysis is performed and key parameters are calculated 

and desired graph as well as comparison are plotted. The 

work will help to decide which security is to opt when and 

how.  
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