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Abstract—In recent years, the root cause of many security
problems on the Internet are botnets. A botnet is a network of
compromised computers under the control of bot code. When
accessing a bot infected sites, these bot code are installed into the
victim machine. Once the bot code affects a victim machine, it
became part of the botnet. These botnets are the major cause of
cyber-crimes such as spamming, phishing, click fraud etc. Bot is a
type of malware and it differ from other class of malware is its
command and control (C&C) channels. Thus the effective way to
detect botnet is based on the command and control channels. This
work presents a system that detects botnet based on the statistical
features of the communication between bot and its botmasters
without performing packet payload inspection. The proposed
system uses machine learning technique to identify the features of
the command and control channel. Based on the extracted feature
a model is created to detect unknown bot traffic. Both
classification and clustering methods are used to create the
models and the detection accuracy and false positive rate of these
methods are compared. The detection accuracy of the model is
evaluated on standard real dataset, CTU-13 dataset. The
experimental result shows that, both algorithms provide very good
detection rate in CTU-13 dataset. Also, the false positive rate of the
model is evaluated using another standard dataset, LBNL dataset.
The evaluation results shows that the classification algorithm has
less false positive rate compared to clustering.

Index Terms—Bot, Botnet, Command and control, Machine
learning, Malware.

I. INTRODUCTION

The major attack on today’s internet is through malware.
Malware are used to disrupt computer operations or gather
sensitive information or gain control over other computers.
The most harmful malware in recent time is bots. Bot is a
software program capable of performing malicious action.
The network of compromised bots under the control of
bot-code is called botnet. The common channel for
developing cybercrimes is through botnets. These botnets are
the major cause of many cybercrimes and security problems
such as spam, data theft, click fraud etc.

Within the botnet, the bots are controlled by botmaster or
botherders through command and control (C&C) server [1].
The bot differ from other class of malware is the use of C&C
channel. Through these channels, the botmaster can update or
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direct the bot. These botnets are used for large number of
criminal activity. Prevention of these attacks is very
important. Thus the first step is to identify the C&C traffic.

The C&C traffic identification is difficult because it use
normal protocol for communication; the traffic volume is less
and may use encrypted communication. There are various
techniques to detect bot based their C&C traffic. The bot
detection can be mainly classified into signature based,
anomaly based, DNS based and mining based detection.
Signature based detection is an IDS based detection system
that applies behavior and signatures of known botnets [2]-[4].
In anomaly based detection techniques network traffic
anomalies are used to detect botnets. The detection method
based on the DNS information generated by a botnet is
DNS-based detection [5],[6]. The mining based detection
methods use machine learning algorithms to detect bots C&C
traffic.

Some of the botnet detection techniques are based on the
payload inspection [3],[6],[7]. Botzilla [6] automatically
extracts signatures in form of characteristic recurring payload
substrings from network traces of repeated execution of a
malware sample.It does not address encrypted protocols
which do not exhibit characteristic strings in the cipher text.
The payload based detection system is effective when
botherders use normal communication. Also, the payload
inspection based approach shows very high detection rate and
a limited false positive rate and can be circumvented by
encrypting the C&C communication. Thus, the existing
botnet detection system becomes ineffective. The strength of
the botnet depends on the communication with its C&C
server, thus the common characteristics of the botnet depend
on the network activities of the C&C channels. Thus, the
better way to detect botnet or individual bot in the botnet is
based on the features of the packet header information of
their communication with the C&C channel.

The proposed work presents a payload independent
approach that can detect unknown bot traffic even in case of
encrypted C&C traffic. Machine learning algorithms are used
for classification and prediction of C&C traffic flows
generated by the botnets. Decision tree based algorithm is
used for the classification of bot traffic. The system extracts
features from the C&C network traffic of available known
bot traffic and a model is created using J48 decision tree
algorithm. The created model can be applied to the unknown
traffic to detect bot traffic. The proposed model is compared
with previous work and the detection accuracy is evaluated.
The detection accuracy is evaluated using standard real
dataset, CTU-13 dataset and the false positive rate is
evaluated using LBNL datasets.
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Il. RELATED WORKS

A Command and Control system is set-up by the
botmasters to communicate with his bots indirectly because it
does not want its identity to be published and want to cover
the command sent. Within the botnet, the bots are controlled
by botmasters using the C&C server. Different types of C&C
servers exist such as centralized and peer to peer. The
centralized C&C architecture provide simple, low-latency
and efficient real time communication to the botmasters. The
centralized C&C use existing protocols such as IRC, HTTP
for communication. The different botnet detection systems
using the C&C are discussed below.

Botsniffer [7] is an anomaly based detection method
mainly used for detecting IRC and HTTP botnets in LAN
without any prior knowledge of signatures. The detection
approach is based on the fact that the bots in the same bot
family respond to the botherders command and performs
activities in similar fashion. Correlation and similarity
analysis algorithms are used to identify the crowd of hosts
that exhibit similar response or activity pattern. Botsniffer
mainly consist of two components: monitor engine and
correlation engine. To examine network traffic, generates
connection record of suspicious command and control
protocols, and detects activity and response behavior are the
main functions of monitor engine. The function of correlation
engine is to analyses the spatial-temporal correlation, activity
similarity or message similarity observed by monitor engine.
The main advantage of this system is it does not require the
previous knowledge of content signatures. However, this
method has some disadvantages such as evasion by
encryption, evading protocol matcher, evasion by misusing
the whitelist, evasion by using very long response delay.

Botminer [8] is a detection system that uses data mining
techniques for detecting botnet command and control traffic.
Botminer is an improved form of Botsniffer, which is
independent of the command and control protocol, structure,
and infection model of botnets. Botminer mainly consist of
C-plane monitor, A-plane monitor and cross-plane correlator.
The similar communication pattern is captured using C-plane
monitor. The similar malicious pattern is captured using
A-plane monitor. Then, it clusters similar communication
activities and clusters similar malicious activities.
Cross—cluster correlation is performed to identify the hosts
that shares both similar communication patterns and similar
malicious activity patterns. Botminer can detect IRC-based,
HTTP-based and P2P botnets and it also detect real-world
botnets. However, it has some disadvantages such as it
doesn’t detect stealthier bots and can be evaded by bots using
normal servers to hide the activity.

Disclosure [9] is a botnet detection technique based on the
analysis of NetFlow. It is a large scale, wide area approach to
detect botnet C&C servers. In this approach, the features such
as flow size, client-access pattern and temporal behavior are
used to differentiate C&C channel from normal traffic. These
features are effective in detecting current C&C channel and
also it is relatively robust against the counter measures of the
future botnets. The false positive rate is reduced by
incorporating an external reputation score. It is the only
systems that use NetFlow data and it does not assume a prior
knowledge of the particular C&C protocols.

CoCoSpot [10] is a method to group similar botnet C&C
channels. Recent botnets C&C protocols can be detected
using traffic analysis features such as message length, the
carrier protocol as well as the encoding scheme. Thus a

Retrieval Number F4226084615/15©BEIESP
Journal Website: www.ijeat.org

239

fingerprint can be derived using this approach. The C&C
candidates can be identified using the periodicity of the
message. The main advantage of this approach is that, it does
not dependent on payload byte signature which enables the
detection of C&C protocols with encrypted or obfuscated
message contents and the system is able to produce
human-readable reports, thus analysis is easy. One
disadvantage of this approach is the flow clustering of C&C,
which is used to discover relationships between malware
families based on the distance of their C&C protocol.

BotFinder [11] is a detection system that detects bots in the
network traffic without performing packet content inspection.
It is a system that detects malware infection in the network
traffic by comparing the statistical features of the previously-
observed bot activity. The packet header information is used
to create the model. It works by automatically building
multi-faceted models for C&C traffic of different malware
families. The high level information about the network
connection is required for this approach. The advantage of
this system is, it identify bots in the network even the bots use
encrypted C&C communication.

I1l. SYSTEM OVERVIEW

The proposed method detects bots based on the packet
header information of the communication between bots and
its botmasters. The features of packet header information are
very effective in bot traffic detection even if botmasters use
encrypted communication. The packet header information
used to detect bot C&C traffic are average duration of the
flows, the average time interval between the flows, the source
byte and destination byte, the average number of packet in
subsequent flows, and the fast Fourier transform. Based on
these features a model is created using machine learning
algorithms.

The machine learning process is divided into learning
phase and testing phase. In the learning phase, the training
datasets are analyzed and the underlying principles are
derived. The input given to the system is network traffic
packet. These packet level data is reduced into flows and
features are extracted from the flows. Then a model is created
in the learning phase. In the testing phase, unknown traffic is
given as input to the system. The system performs the task
and applies the learned knowledge to classify unknown data.
The figure 1 shows the overview of the system.
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Figure.l : Overview of the system
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A. Data preprocessing

The input given to the system is traffic capture. During the
training phase, malware samples are executed in a controlled
environment, and all network traffic is recorded. In this step,
it is important to correctly classify the malware samples from
the normal traffic.

B. Reduction of packets to flow

The traffic date obtained from the network traffic monitor
is packet level data. In this step, these packet level data are
reassembled as flows. A flow is defined as five tuples, source
IP address, destination IP address, source port, destination
port and transport protocol. For each flow, the properties such
as start time and end time of the flows, the number of bytes
transferred in total and number of packets are extracted. The
data similar to NetFlow is obtained in this step. These flows
are ordered chronologically to obtain an aggregated flow.
The further processing steps are operates on these aggregated
flow data.

C. Feature extraction

The statistical features such as time interval, duration,
source byte and destination byte and fft are extracted from the
aggregated flow data.

1. The average time interval between the start time of two
subsequent flows in the trace. The botmasters can
control its bots and give command to the bots using
C&C servers. Also the botmasters makes ensure that all
bots receive new commands and updates frequently.
Thus most bots use constant time interval between C&C
connection.

2. The average duration of the subsequent flows. The
duration of the C&C trace shows similar pattern
because the bots must frequently communicate with the
botmasters.

3. The average number of source byte and destination
bytes. By splitting up the two directions of
communication using source and destination bytes, it is
able to separate the request channel from the command
transmission. That is, the request for an updated spam
address list might always be of identical size, while the
data transferred from the C&C server, containing the
actual list, varies. As a result, a C&C trace might
contain many flows with the same number of source
bytes.

4. The Fast Fourier transformation (FFT) is calculated to
find out the communication regularity. The FFT is
calculated over a binary sampling of the C&C
communication by assigning 1 to each connection start
and 0 in between the connection.

5. The average number of packet transferred in each flow.

D. Model creation via classification

A classification technique is a systematic approach to build
classification model from an input data set. The main
objective of classification algorithm is to build models that
can accurately predict class labels of unknown records.

J48 decision tree classifier to create model based on the
extracted features. It is an entropy-based approach that build
decision tree based on C4.5 algorithm [12]. The model can
be created based on various features such as average
duration, average time interval, average source and
destination byte, fft and packet count. It builds the decision
tree from labeled training data set using information gain and
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the splitting attribute can be chosen based on maximum
information gain. The algorithm repeats for all other
attributes. Then the algorithm recurs on smaller subsets. The
splitting procedure stops if all instances in a subset belong to
the same class. Then the leaf node is created in a decision tree
telling to choose that class.

E. Model detection

Algorithms are used in detection phase, in order to classify
normal traffic data and bot traffic data. Classification and
prediction are the main parts in detection phase. J48 decision
tree algorithm is used for model detection. The model
detection is performed using Weka tool. In the detection
phase, an unknown packet traffic data is given to the system.
The packet level data is reduced into flow level data and the
system extracts feature from the unknown flow level data.
The extracted unknown traffic feature is re-evaluated using
the previously created model. If the model matches the
already created model, it predicts whether the unknown
traffic is bot affected or not.

1V. EXPERIMENTAL EVALUATION AND RESULTS

A. Data collection

In the training phase, malware samples are collected by
executing malware.exe in a controlled environment. The
malware.exe is available in open malware site. Each malware
samples are executed for 6-7 hours and their traffic is
recorded using Microsoft network traffic monitor 3.4.
Network traffic monitor is a tool used for capturing and
analysing network data. These are the hash values of some of
the bot binaries used in our work.

MD5: d3da39a0f2f61ff91a16e9c78e523adc

MD5: 70d2cd94d7bbcd08elcaled7e4195120

MD5: 5bde5f9acde5f74b9a597¢580d977341

MD5: 5576dd168d4cef4eab642ce832f810d4

MD5: e48c44ed37f927e82864342adfc16760

B. Dataset preparation

A dataset refer to the data in a collection of closely
related tables, corresponding to a particular experiment or
event. In statistics, datasets usually come from actual
observations obtained by sampling a statistical population,
and each row corresponds to the observations on one element
of that population. In every machine learning algorithms,
both train dataset and test dataset are used.

a. Train dataset
The training dataset is a set of data used to discover
potentially predictive relationship. In a dataset, a training set
is implemented to build up a model. Our training dataset
consist of the features of both bot traffic and normal traffic.
The bot traffic data obtained is discussed in section 4.1. From
that data, the features are extracted. Similarly, the normal
traffic features are extracted. The features used to prepare
train dataset are, time interval, duration, source byte,
destination byte, fast Fourier transform and packet count.
b. Test dataset
A test set is a set of data used to assess the strength and
utility of a predictive relationship. The test dataset given to
the system is a standard real datasets, CTU-13 dataset and
LBNL dataset.
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The CTU-13 is a dataset of botnet traffic that was captured
in the CTU University. It consists of large real botnet traffic.
The false positive rate of the model is evaluated using LBNL
datasets. Lawrence Berkeley National Lab (LBNL) dataset is
a non-malicious dataset. The LBNL is a research institute
with a medium-sized enterprise network. The dataset
contains trace data for a variety of network activities
spanning from web and email to backup and streaming
media.

C. Evaluation results and analysis

In this section, we evaluate our proposed work using
machine learning algorithms to identify whether the given
unknown traffic is bot or not. The final classification model
can be created based on features described in section 3.3.
WEKA Data mining environment is used for model creation.
Weka provides a collection of Machine Learning (ML)
algorithms and several visualization tools for data analysis
and predictive modeling. High true positive rate means that
the machine learning classifiers worked well in prediction of
actual bot flows. Very low false positive rate shows that very
few normal flows were confused as bot generated flows. We
consider the following performance metrics to evaluate our
model.

TP + TN
Accuracy = mp b T TN £ FN
TP
Recall = TP+—FN
FP

Fal iti te = ———
alse positive rate FP+FN

2 * recall * Precision

F —measure = —
recall + Precision

TP

p .. -
recision TP + FP

Recall is the proportion of correctly identified bot flows.
False positive rate is the number of non-bot traffic is
predicted as bot in the given test sample. Precision is the
proportion of correctly identified bot flows out of total
number of flows classified as bot by the classifier. TP is the
number of instances correctly classified as a given class. FP is
the number of instances falsely classified as a given class. FN
is the number of false negatives and TN is the number of true
negatives.

The area under ROC curve provides a alternative and better
measure for machine learning algorithms. The ROC curve is
given by TP rate and FP rate. ROC curve drawing algorithm
use decision threshold values and construct the curve by
sweeping it across from high to low. This gives rise to TP rate
and FP rate at each threshold level which can be interpreted
as points on the ROC curve. Area under ROC provides a
good measure of comparing the performances of ROC curves
in particular to the cases where dominance of one curve is not
fully established. In case of perfect predictions the area under
ROC is 1 and if it is 0.5 the prediction is random.

To determine the detection capabilities of the system, a
cross-validation experiment is performed based on the
training data. Cross validation is a model validation
technique for assessing how the results of a statistical
analysis will generalize to an independent data set. It is
mainly used for prediction and to estimate how accurately a
predictive model will perform in practice. Multiple rounds of
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cross-validation are performed using different partitions to
reduce variability. The cross-validation results of the training
datasets shows 91% accuracy with false positive rate of 9%.
Figure 2 shows the ROC curve of the proposed model.

e

Figure 2: ROC curve of J48 decision tree (class: Botnet)

The detection rate of the proposed model is evaluated
using standard dataset, CTU-13 dataset. The detection rate is
the proportion of correctly identified bot flows. The
evaluation result of CTU-13 based on classification and
clustering is shown in table 1. For clustering, density based
clustering algorithm is used. Figure 3 shows the ROC curve
of CTU-13 dataset for class botnet.

Dataset Technique Detection | F-measure
rate
J48 decision tree 1 1
CTU-13 classification
Density based 1 0.857
clustering

Table 1: Detection rate of CTU-13 dataset

Figure 3: ROC curve of CTU-13 dataset (class:
BOTNET)

The evaluation result shows a very good detection rate for
CTU-13 dataset, in both classification and clustering. The
ROC curve shows a straight line, ie., the area under ROC
curve is 1. This shows a perfect prediction result.

The false positive rate of the proposed model is
evaluated using LBNL dataset. False positive rate is the
number of non-bot traffic is predicted as bot. Both,
classification and clustering algorithms are used to evaluate
the false positive rate of the proposed work. The evaluation
result of LBNL dataset is shown in table 2. Figure 4 shows
the ROC curve of LBNL dataset for class normal.

241 © Copyright: All rights reserved.

Dataset Technique False positive rate
J48 decision tree classification 0.056
LBNL
Density based clustering 0.123
Table 2: False positive rate of LBNL dataset
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Figure 4: ROC curve of LBNL dataset (class:Normal)

The evaluation results of LBNL dataset shows
that,the classification algorithm have less false positive rate
compared to clustering. The area under ROC curve is 0.972.
This shows a false positive rate of 0.056.

V. CONCLUSION

Botnets have becomes the most prominent threats
on the internet and it provides the key platform for many
cyber-crimes such as distributed denial of service, sending
spam, stealing personal information, computing resources,
identity theft etc. The strength and stability of the botnet
depends on the existence of its command and control
channel. Thus, the effective way to detect botnet is based on
the features of command and control channels.

The proposed work presented a botnet detection
system based on the features of the packet header information
of the communication of the bot with its C&C server. The
packet header information is very effective in botnet
detection if botmasters use encrypted communication to
make their bots stealthier. Based on the extracted feature, a
model is created using J48 classification algorithm. The
detection rate and false positive rate of our model is evaluated
using two standard real-world datasets, CTU-13 and LBNL
datasets respectively, and compared the result with clustering
algorithm. The experimental result shows that, the detection
accuracy is well in both method but, the false positive rate is
less in classification algorithm compared to clustering.
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