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Protection Against Power Depletion Attack in
WLAN
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Abstract— Power depletion attacks in internet are mainly
affecting the Wireless LANS, since they are working on battery
power which is the main resource of interest. The attack is
performed by generating and routing unnecessarily packets in the
network there by consuming the nodes battery power. The
vulnerable packet movement in the network is identified using
entropy estimation model which is different from the packet
marking scheme. The vulnerable nodes in the network are
identified by a packet routing scheme, which improves efficiency
while using the entropy estimation model. The system is scanned
for possible attack virus presence in the host node, which in turn
spread the virus to the vulnerable nodes in the network. A novel
hybrid method is proposed by combining three existing method
which is used to protect the WLANSs from power depletion attacks.

Index Terms— Entropy value, bounce packet, vulnerable host.

I. INTRODUCTION

WLANS have a large application in areas where no fixed
communication and computational resources are available.
Thus they are used in remote areas for providing
communication and computational resource. These are used
by researchers in remote area, for first responders in disaster
stood areas and also for troop deployment by military. In
these areas electric power is a scare resource which is
required for making the whole network alive. The WLANS
are vulnerable to DoS attacks [1] and a number of defence
mechanism [1], [2] are already proposed. These WLANS are
also vulnerable to permanent denial of service attack which is
carried out by completely depleting the nodes battery power.
Thus the whole network goes to dead state, even if a part of
the network is dead then the communication between the
team members is broken and the benefit of the network will
be negative.

The attack is performed in such a way that the nodes in
the network are made active and make them process the
packets that are not to be processed by them in the network.
Thus the nodes are made to consume more energy from the
network to do no useful work and thus the energy is drained
faster from the network. This makes the network dead, far
earlier than expected. Since it is a hard and time consuming
task to restore the energy in remote places, it is necessary to
control these issues. A packet marking schemes is introduced
to protect the network from these power depletion attack but
they need the routers to perform extra computational work
and it modify the packet header which sometimes will causes
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in the loss or damage of packet. This will also increases the
length of the packet. When this method is implemented in
large network, the size of packet will increase accordingly
and eventually results in a negative effect to the method by
utilizing more energy.

The attack in the network is identified by using an entropy
estimation method. The entropy growth rate indicates that
whether there is an attack in the network or not. The packet in
the network is classified according to the protocol type and
the destination port number. The variation in the flow rates
for each class of packet is analysed to calculate the entropy
value at each time interval. To improve the efficiency in
identifying the attacking node, a packet routing mechanism is
used. Packets are sent to all active nodes in the network and
the number of bounce packets for each connection is
calculated to identify the vulnerable node. The attacking
virus will be spreading in the network by replicating itself to
the vulnerable host in the network. The system is scanned for
possible virus behaviour and protection is to be taken to avoid
the spreading of the virus in the network. The above
mechanism will work together to avoid the power depletion
attack in the network.

Il. RELATED WORK

There is a large number of power draining attacks and
many defence mechanism against them are introduced but
they are not suitable to give protection from all types of
attacks. The ‘sleep deprivation torture’ attack is the oldest
attack that prevents the nodes from entering a low power
sleep cycle [3]. Thus the nodes consume more energy and
eventually drain the power completely. Attacks by using
malicious loops and its prevention methods are briefly
mentioned in [4], [5] but they focus only in these type of
attacks. Long term denial of service attack is described in
[11], [12], [13].

Many works are done on minimum energy routing in
WLANS which is beneficial for networks where energy is a
constrain. They aim at reducing the energy for receiving and
transmission of packets since they are the most energy
consuming actions in a network. Sheetalkumar Doshi et al.
proposed the ‘An on demand minimum energy routing
protocol for a wireless ad hoc network’ [6] which reduces the
energy requirement for transferring a packet from source to
destination by increasing the number of intermediate nodes
which in turn reduces the distance between the intermediate
nodes. Jae-Hwan Chang et al. proposed which also aim at
reducing the transmission cost for packets through reducing
the distance between intermediate nodes [7]. The attack will
even occur in this reduced transmission cost scenario since
they work on cooperative nodes and not on malicious.
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Research works are done on the basis of information
theory. Lee and Xiang examined several information
theoretic methods for intrusion detection [8], [17]. They use
entropy and conditional entropy model to partition data and
identifying the parameters for intrusion detection model.
Here we need to analyse the anomalies in network traffic
which causes fluctuation in network traffic rate or contents.
Staniford et al. proposes a information theoretic method to
detect anomalous port scans [9]. An entropy based approach
for detecting anomalies in network traffic is examined in
[14], [10]. It is possible to identify the anomaly that changes
the traffic rate abruptly or slowly. Memory and
computational time required are directly proportional to the
traffic rate. Secure routing methods are proposed in [15], [16]
but attacks are protocol independent and cannot be prevented.

I1l. PROTECTION AGAINST POWER DEPLETION ATTACK

The power depletion attack in networks is characterised by
large fluctuation in data flow statistics in the network. The
attack is thus identified by analysing the data flow in the
network. Here an entropy estimation model is used to
analysis the packet movement in the network, where the
packets are classified according to the header details like the
protocol used and the port number to which the packet is sent.
The performance of analysing the power depletion attack by
entropy estimation model is improved by a packet routing
scheme. This packet routing scheme is used to identify the
attacking nodes by using the time delay in transmission of
packets and the rate of bounce packet in the network. A file
scan method is used to scan the system for possible virus
behaviour since the host node must not be an attacker
otherwise it will be a contradiction. The techniques used are
explained below.

A. Entropy Estimation Model

An entropy estimation model is used to analyse the
changes in the network traffic. Here the packets in the
network are classified in to groups according to their protocol
type and port number. The packets are initially classified in to
TCP and UDP packets, which are then again classified in to
SYN and RST packets. For each set of classifications the
packets are again divided according to the port number. The
port number is generally divided into three class they are
well-known ports (0 - 1023), registered ports (1024 - 49151)
and dynamic or private ports (49152 - 65535). The ports in
the well-known port groups are grouped to a set of 10 ports
with an exception for port 80 since more traffic will be for
that port. Thus a new 104 classes of packets are created. The
registered ports are grouped into a set of 100 ports with an
exception of only 28 ports in the last class. Here a group of
482 additional classes are created. The private port set is
made as a single group. Thus the total classes according to
port number is 587 and the total class of packets in the
network is 2348 since there is a two dimensional
classification in protocol layer. The packet monitoring in
networks is shown in figure 1.

Maximum Entropy estimation is used for obtaining a
parametric probability distribution model for the packet class
in the network. Maximum Entropy estimation produces a
model with the most ’uniform’ distribution among all the
distributions satisfying the given constraints [10], [14]. The
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mathematical representation of entropy for the distribution P
is given in equation 1.

HP) = - ) Pw)lo g Pw) (1)

wEn

Here Q be the set of packet classes defined above. The
sequence of packets for the analysis be S = {x1, X2.... Xn}, and
the empirical distribution P over Q is given in equation 2.

-
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Where 1(X) is an indicator function that takes the value 1 if
X'is true and 0 if X is false.

The analysis has a set of feature function F = {fi} and fi be
an indicator function. While using Maximum Entropy model,
it is necessary to have a density model P that satisfies the
condition Ey(f;) = Ep:(fi) for all f; € F. It is proved that the
Maximum Entropy model is (a) unique and (b) the same as
the generalised Gibbs distribution [11] given in equation 3.

1
Plw) = = %P (Z l[ﬁ{w]) (3)

For each feature function fi we have a corresponding
weight, A to it. Z is normalization constant to ensure the sum
of the probabilities over Q is 1.
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Figure 1. Packet monitoring in network

B. Packet Routing Method

The main objective of packet routing is to point out the
suspicious node in the network. Here the entire active node in
the network is to be identified. The nodes that are not
receiving or acknowledging the packets sent by another node
are suspicious nodes since somehow the packet and the
acknowledgment to those nodes are rerouted, modified or
dropped in the transit to the destination. These anomalies are
identified according to the increasing number of bounce
packets and the time delay in sending packets as shown in
figure 2. The packets that reach the source without reaching
the destination are called bounce packets. As the number of
bounce packets increases the time delay will also increase
since the source is waiting more time for the
acknowledgment to come.
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Figure 2. Packet routing

In this method the network is scanned to obtain all the
active packets in the network. Once the active nodes are
identified, they are arranged in a plane in a random manner
with coordinate value. The nodes are arranged in a connected
manner in the plane. Initially an equal energy value is
assigned to all the nodes. The energy is directly proportional
to time and its consumption is calculated according to the
time for which the node is sending or receiving packet. After
energy is assigned to all nodes in the network, the nodes starts
transmitting packets to other nodes in the network and also
listen to the acknowledgment and bounce packet from the
network. The bounce packet for each node is counter
separately along with the time delay in transmitting packet.
The node with more number of bounce packets is suspicious
to power depletion attack. The anomaly is detected according
to the rate of delay in transmitting packet and to the rate of
bounce packet from that node.

C. System Scan

The attacking software will have the behaviour of a virus or
worm. They will spread to other nodes in the network. The
attack is spreading in such a way that the infected node will
check for vulnerable systems like the one having outdated
antivirus or no antivirus, flaws in protocols etc. and those
nodes will be infected thereafter. The attack will be more if
the number of infected nodes in the network is large. So we
need to verify whether the node is infected or not.

Retrieval Number F4187084615/15©BEIESP
Journal Website: www.ijeat.org

139

International Journal of Engineering and Advanced Technology (IJEAT)

ISSN: 2249-8958 (Online), Volume-4 Issue-6, August 2015

File Scan )

Each Drive

Each File

|
l : l l

File Create File Delete File Rename

File Change

Not expired

Expired

Remove
Anomaly

Figure 3. System scan

To identify the presence of virus in the node, we are
scanning the system for possible virus behaviour like
anomalous file change, create, delete and file rename as
shown in figure 3. The system is scanned in each drive and all
files are verified. A file is examined for any of the four
actions has happened or not. The system is scanned and at
each time interval the numbers of files that are changed,
created, deleted or renamed are calculated. If any of the
actions has a value greater than a normal count then the time
and files that contribute to the abnormal change is reported.
The reports are verified and if the changes are made by
unknown procedures then necessary protection schemes are
to be introduced.

1V. PERFORMANCE ANALYSIS

The performance analysis for detecting the power
depletion attack in WLAN is carried at different networks
under both attack and non attack conditions. The entropy
value is calculated for each network, for a time period at a
fixed time interval, both under the attack and non attack
scenarios. The mean variance entropy curve for a network
under non attack condition is a parabolic curve with the mean
entropy value decreasing for a fixed constant. Under attack
condition the mean entropy curve shows difference in the
curve behaviour with pikes in the graph. The pikes in the
curve are created due to the abrupt changes in the packet flow
rate.
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Figure 4. Mean Variance Entropy curve for non attack
condition

The figure 4 shows the mean variance entropy curve under
non attack scenario, where the graph starts from a maximum
value of one and reduces parabolic to a lower value as time
expands. The figure 5 shows the mean variance entropy curve
under attack scenario, here there are distortions in the curve
created for the flow.
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Figure 5. Mean Variance Entropy curve for attack
condition

V. CONCLUSION AND FUTURE WORKS

In this paper, a hybrid method is proposed for protecting
the system from power depletion attack. This paper also
includes the different possible ways of power depletion
attacks and defence mechanisms. It is necessary to analyse
the network for abrupt changes in the flow statistics in the
network which in turn consumes more energy and makes the
nodes drain its energy faster. The anomalies in the network
traffic are calculated by using the entropy estimation model,
which is a better method to identify the attacking nodes in a
smaller network. In order to identify the attacking node in a
larger network a packet routing scheme is used in addition to
entropy estimation model. The packet routing model uses the
delay time and also the number of bounce packets to identify
the suspicious nodes in the network. Thus the coexistence of
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both the entropy estimation model and the packet routing
model is necessary for correctly identifying the attacking
nodes in the network. The host system must not be a host for
spreading the attacking virus, thus to identify the presence of
virus in the system, a file scan is done to identify the possible
virus behaviour in the system. The file scan is performed by
analysing the file creation, deletion, change and rename rates
in the network. Thus the proposed hybrid method is used to
secure the network from power depletion attacks.

In larger networks a routing mechanism is used to identify
the attacker nodes in the network, but it creates more traffic in
the network and drains more energy in the network. Thus at
some critical conditions this scan itself act as an attack. Thus
the efficiency of entropy estimation model can be improved
to avoid the routing method, which can be done as a future
enhancement.
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