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Abstract— This paper presents an authentication method for 

ensuring the best user's identity proof. The authentication 

procedure depends on identifying different user's attributes since 

no single person or system knows anyone’s complete set of identity 

attributes. Individuals are most likely to know the majority of the 

attributes that serve to identify them. In this scheme, different 

attributes are defined to serve two purposes. First, to authenticate 

each user depending on weights assigned to each attribute  of the 

authenticated users and these are subjected to different statistical 

measurements. Second, depending on the result of this statistical 

measurement, the system grants users different privileges using 

access control mechanism and thus we construct a multi-level 

authentication. Finally, the system applies a combination of 

different attributes which differs from other traditional attribute 

authentication. 

 

Index Terms— Attribute-based systems, Authentication, Privilege, 

Identity Providers.  

I. INTRODUCTION 

The most strong scheme for providing a highly granular, 

scalable and semantically rich method for access control and 

authorization is Attribute-based system [1]. This type of 

schemes has a service provider (SP) which defines policies 

that dictate the set of attributes required for accessing its 

services. Different levels of access can be provided based on 

what attribute values the user possesses. So, this scheme is 

especially suitable for distributed systems, where 

maintaining real time synchronization among access control 

lists is a huge problem [2]. Attribute-based systems have 

many advantages compared to traditional systems like role 

based access control [1], but these schemes have some 

practical constraints. First of these limitations, it is very 

difficult for a service provider to directly verify each user’s 

attributes in real time. Traditionally, the problem of 

verification is addressed by requiring users to get their 

attributes bundled into credentials, verified and digitally 

signed by an Identity  Provider (IdP) [3],[ 4]. These 

credentials are trusted by the SP (which acts as a relying 

party). We argue that this approach limits the attribute set that 

can be used because IdPs might not be willing to certify 

certain attributes or it might not be efficient for them to verify 

these attributes. For example, the IdPs may be unwilling to 

certify attributes that are not identity related.  
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Another problem is with rapidly changing attributes or 

addition of new attributes. Fresh credentials need to be issued 

by the IdP every time an attribute value changes or a new 

attribute is added. The second limitation is that these schemes 

require that all relying parties have reliable access to all the 

IdPs’ public keys [5]. This scheme can either have only a few 

IdPs effectively overloading them and making them lucrative 

targets for attacks or have a high number of IdPs, making it 

difficult for each relying party (RP) to know every IdP’s 

public key reliably [5],[6]. We argue that this represents a 

performance bottleneck in current systems. The third 

constraint is that, in current systems, only a few user 

attributes are available. In order to achieve a high granularity 

in attribute-based systems, a large number of attributes are 

desired. Since an attribute is any parameter that characterizes 

a user, a single IdP may not be able to verify every attribute 

and issue credentials. If there are multiple IdPs, the user may 

be required to aggregate these attributes before presenting 

them to the SP [7], [8]. The final limitation is that most 

current systems use a group of attributes contained in a 

credential for supplying user attributes. Attribute Trust 

provides a higher granularity by dealing with individual 

attributes. This enhances user privacy by limiting the 

unnecessary disclosure of attribute values. Attribute 

Aggregation means that any user in this system will usually 

have a number of attribute providers AP. While building 

mutual trust with a RP, the user is expected to provide a 

number of attributes [8]. These attributes need to be 

aggregated from APs. Depending on the APs’ functionality, 

this may be generated by the user or delegated to the RP by 

the user. Another method is a user mediated aggregation and 

it is applied when the AP issues signed credentials to the user. 

The user can have pre-issued credentials or can request 

freshly signed credentials. Minimum information disclosure 

can be applied where the AP can provide credentials with the 

attribute values hashed by a one-way function [9]. The user 

can provide the relevant attributes to the RP in plaintext, 

which can be verified by the RP by hashing them with the 

same one-way function and comparing against the signed 

credential [9],[ 10]. 

II. RELATED WORKS  

In [11], a proposal of a perfect decentralized access control 

scheme with aggregate key encryption for data stored in 

cloud. This scheme provides secure data storage and 

retrieval. Along with the security the access policy is also 

hidden for hiding the user’s identity. This scheme is so 

powerful since we use aggregate encryption and string 

matching algorithms in a single scheme.  
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The scheme detects any change made to the original file and 

if found clear the error’s. The algorithm used here are very 

simple so that large number of data can be stored in cloud 

without any problems. The security, authentication, 

confidentiality are comparable to the centralized approaches. 

A research introduced the new notion of multi-attribute 

aggregation operator, which incorporates many standard 

aggregation methods, and classifies classical properties into 

some main groups. Different examples are provided. The 

researchers introduce a new concept of aggregation 

operators, based upon the idea that in some cases any input 

value may be accompanied by a set of attributes which enter 

the process of fusion of the data in the sense that anyone of 

them has the property to influence, monotonically or not, the 

final result of the aggregation [12]. A proposed system is 

discussed which is related to  a privacy-preserving system 

using Attribute based Multifactor Authentication. This 

system provides privacy to user’s data with efficient 

authentication and stores them on cloud servers such that 

servers do not have access to sensitive user information. 

Meanwhile users can maintain full control over access to 

their uploaded files and data, by assigning fine-grained, 

attribute-based access privileges to selected files and data, 

while different users can have access to different parts of the 

System. This application allows clients to set privileges to 

different users to access their data. [13] A research mentioned 

that managers of large industrial projects often measure 

performance by multiple attributes. So, this paper is 

motivated by the simulation of a large industrial project 

called a land seismic survey, in which project performance is 

based on duration, cost, and resource utilization. To address 

these types of problems, we develop a ranking and selection 

procedure for making comparisons of systems (e.g., project 

configurations) that have multiple performance measures. 

The procedure combines multiple attribute utility theory with 

statistical ranking and selection to select the best 

configuration from a set of possible configurations using the 

indifference-zone approach. This research applied the above 

procedure to results generated by the simulator for a land 

seismic survey that has six performance measures, and 

describes a particular type of sensitivity analysis that can be 

used as a robustness check [14]. In [15] a paper of weighted 

aggregation operators in multiple attribute decision making 

and its main goal is to investigate ways in which weights can 

depend on the satisfaction degrees of the various attributes 

(criteria). This paper proposed and discussed two types of 

weighting functions that penalize poorly satisfied attributes 

and reward well satisfied attributes. The researchers 

discussed in detail the characteristics and properties of both 

functions. Moreover, They presented an illustrative example 

to clarify the behavior of such weighting functions, 

comparing the results with those of standard weighted 

averaging. 

III. PROPOSED SYSTEM  

This work presents an authenticity method for any user that 

depends upon a group of his/her attributes. For this purpose 

we need to aggregate the most significant attributes that 

distinguish users to be classified to different security and 

authenticity levels. Also each attribute must be classified to 

different authenticity levels and each level has its own score. 

The sum of the scores determines the types of privileges and 

services granted to each user. To construct the system we 

need to build two providers in the form of secure database. 

The first one is called attribute provide (AP) and the second 

one is service provider (SP). Figure 1 illustrates the general 

structure of this method. 

 

Figure 1: The general Structure of Attribute –Based 

Authentication. 

The AP contains different levels for each attribute. Each 

attribute is classified as low, mid, and high and assigned a 

different score In this method we assign scores as follows: 

low =15%, mid=25% and high=60%.  Figure 2 illustrates a 

sample of such attributes. 

 

Figure 2: Attribute Types with Their Classes. 

These attributes have been chosen because they are the best 

attributes which are characterized each use in a certain 

authenticity level. The user's position attribute give a good 

indication of the user importance depending on the level of 

the responsibilities in the organization. Each user in that 

position also has a level of authentication depending on the 

position level. We also have a test of each user to see the 

degree of his/her authenticity. It is necessary to examine the 

trust degree attribute. When the manager tests the trust 

degree attribute for each user, the manger must monitor the 

progress in trust degree in order to transit it to another 

secure level. Finally, the length of each user's password can 

be used as an important attribute for classifying users 

together with the previous attributes or some of the other 

attributes because not all users have all of the required 

attributes. 
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 Figure 3 gives details of some of privileges granted to each 

user depending on the total scores. In this method we choose 

4 principle privileges: Read (R), Write (W), Append (A) and 

Execute (E) and from these we can construct 24-1 =15 

combined privileges because we ignore one of them. Note: 

Y means privilege type granted and N means no grant for 

that type of privileged.  

 

Figure 3: Privileges Granted Along with The Type of 

Grant. 

When the system grants a privilege type, this depends on a 

mixture of attribute class. For example a user may be with 

attribute of class mid of a certain one, a low class of another 

attribute and may be with another mid class related to a 

different attribute type. The sum of these scores is calculated 

which from it the system grants that user the suitable one 

such as W privilege or a combined ones such as R/W. 

 

In order to grant privileges, we limit the score sums of all 

attributes as following: 

From 205 to 300, the user is granted all privileges. 

From 100-120, the user is granted write/execute only. 

From 80-85, the user is granted write only. 

Less than 85, the user is granted read only. 

IV. RESULTS 

Case 1:  

First we choose a user with the following attributes with 

type ranks for each attribute. 

In this case the user gets all privileges. 

 
In this case the user gets all privileges. 

 

Case 2: 

 
In this case the privileges granted are write/execute. 

Case 3: 

 
In this case, the privilege granted is write only. 

V. CONCLUSION 

This scheme presents a proper authentication method by 

applying the most significant attributes for each user. These 

attributes had been selected to provide unique information 

of each user. The database of attributes is designed in such a 

way that we can maintain and update it to include other 

important attributes according to technology advances and 

the activities of some new attacks against the system. This 

scheme provides a strong method especially in sensitive 

applications. In addition, the proposed scheme can be used 

to grant privileges and services depending on the scores 

assigned for each attribute type which in turns this type is 

divided into specific classes .Finally, by inherent application 

of this method, the system manager can monitor the 

attributes progresses in term of evaluating user's trust within 

the organization. 
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