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Abstract- MOBILE ad hoc networks (MANETs) now a days
acquires attention of researcher, investors and manufactures due
to their mobile nature , easy positioning and hot pluggable nature
of involving devices into network . However, the wireless natures
reduces security hence MANET becomes more defenseless to
various types of security attacks than the cable connected
networks. To overcome this challenge various approaches came
forward. Cluster based Certificate Revocation with Vindication
Capability (CCRVC) is one of them. This approach successfully
overcome security challenge but did not pay attention on
congestion in network as well as it has no solution for node
failure. Proposed system improves CCRVC approach by applying
label switched path algorithm which overcome problem of
congestion and also gives solution for node failure also.

Many research efforts have been dedicated to prevent
malicious attacks on the network. Any attack should be
identified as soon as possible. Certificate revocation a technic
of enlisting and removing the certificates of nodes that have
been detected to launch attacks on the neighborhood, i.e. if a
node is compromised or misbehaved, it should be removed
from the network and cut off from all its activities
immediately Some existing approaches such as voting based
mechanism and non-voting based mechanism can quickly
identifies malicious node. These mechanisms revokes
malicious attacker´s certificate through votes from valid
neighboring nodes. But these approaches could not pay
attention on false accusation by attacker node. Cluster based
Certificate Revocation with Vindication Capability (CCRVC)
overcome this approach by providing certificate based
approach. This approach have saviour problem of generating
excess data packets in network which leads to congestion
problem. Hence we propose a system which makes use of
label switched path helps in congestion control, produced by
flood packets in network.

Index Terms—About four key words or phrases in alphabetical
order, separated by commas.

I. INTRODUCTION
MOBILE ad hoc networks (MANETs) are widely used in
recent years. Due to mobility feature, dynamic topology and
ease of deployment MANETs become very popular. A mobile
ad hoc network is a self-controlled wireless network which
consists of mobile devices, such as laptops, cell phones, and
Personal Digital Assistants (PDAs). These devices can move
freely in network. Mobile devices cooperate and forward
packets for each other to extend the limited wireless
transmission range of each node. MANETs are used for
various applications like disaster relief, military operation,
and emergency communications. Because of the vulnerability
of these networks security is the important requirement for
these network services. Providing protected communications
between mobile nodes in a hostile environment, in which a
malicious attacker can launch attacks to break network
security, is a primary concern. As the absence of
infrastructure, mobile nodes in a MANET act as both end
users and routers which relay packets for other nodes.
MANET is the open network where nodes can join and leave
the network freely. Therefore, the wireless and dynamic
nature of MANET makes it more vulnerable to various types
of security attacks than the wired networks. Among all
security issues in MANETs, certificate management is a
widely used technic to secure applications and network
services. Certification is a primary requirement to secure
network communications. It is defined as a data structure in
which the public key is bound to an attribute by the digital
signature of the issuer, and can be used to verify that a public
key belongs to an individual node and to prevent tampering
and forging in mobile ad hoc networks.

Fig. 1 Mobile Ad Hoc Network
II. PROCEDURE FOR PAPER SUBMISSION
Some existing approaches for certificate revocation, which
are classified into two categories: voting based mechanism
and non-voting based mechanism. [1][2][5][4]. Voting Based
Mechanism This mechanism is defined as the revoking a
malicious attackers certificate through votes from valid
neighbouring nodes. The certificates of newly joining nodes
are issued by their neighbours. The certificate of an attacker is
revoked on the basis of number of votes from its neighbours.
In URSA, each node performs one hop monitoring, and
exchanges monitoring information with its neighbouring
nodes. When the number of negative votes exceeds a
predefined number, the certificate of the accused node will be
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revoked. Since nodes cannot communicate with each other
without valid certificates, revoking the certificate of a voted
node implies isolation of that node from network.
Determining the threshold, however, remains a challenge.
The certificate of an accused node is revoked when the sum of
votes against the node exceeds a predefined threshold.
However, since all nodes are required to participate in each
voting, the communications overhead used to exchange
voting information is quite high, and it increases the
revocation time as well. Non-Voting Based Mechanism In the
non-voting based mechanism, the malicious attacker node
will be decided by any node with a valid certificate. [16]
proposed a fully distributed suicide for the common good
strategy. In this strategy certificates of both the accused node
and accusing node have to be revoked simultaneously. [3]
proposed a cluster based certificate revocation mechanism,
where nodes are self-organized to form clusters. In this
mechanism, a trusted certification authority is responsible to
manage control messages, holding the accuser and accused
node in the warning list (WL) and blacklist (BL),
respectively. The certificate of the malicious attacker node
can be revoked by any neighbouring node. The cluster based
revocation scheme, which can quickly revoke attacker node
upon receiving only one accusation from a neighbouring
node. The scheme maintains two different lists, warning list
and blacklist, in order to protect against malicious nodes from
further framing other true nodes. The cluster head (CH) can
address false accusation to recover the falsely revoked nodes.
Due to addressing only the issue of certificate revocation, not
certificate distribution, the scheme assumes that all nodes
have already received certificates before joining the network.
Instead, we focus on the procedure of certificate revocation
once a malicious attacker has been identified, instead of the
attack detection mechanism itself. Each node is able to detect
its neighbouring attacker nodes which are within one hop
away. It can also handle the issue of false accusation that
enables the falsely accused node to be removed from the
blacklist by its cluster head (CH). It takes a short time to
complete the process of handling the certificate revocation.
Since the blacklisted nodes cannot take part in network
activities, restoration of traffic is required. The restoration can
be performed by rerouting of packets using Label Switched
Path (LSP). Node blacklisting causes link failure. There are
two basic methods for LSP recovery:[4] (1) Dynamic
rerouting and (2) Fast rerouting [4]. Fast rerouting uses
pre-established alternative LSPs or LSP segments.
Disadvantages of Existing Systems

forwarded on a hop by hop basis. Instead, paths are previously
determined for particular source to destination pairs. MPLS
network topology. In the topology of an IP routed network
[2], traffic from router 1 is forwarded to router 4, which then
makes its own forwarding decision, and so on, until the
packets arrive at router 9. In a label switched network, a route
from router 1 to router 9 is created so that all traffic from
router 1 to router 9 takes the same deterministic route.
Because a route already exists, individual routing nodes don’t
need to do a forwarding lookup on the packets as they enter
the router. Instead, each node must keep information on the
paths that have been already established through it (so
switching tables tend to be much smaller than routing tables).
As packets from that flow enter a router, the router can switch
the packets on to a predefined path toward its destination
through the network. Put simply, if router 4 knows that for all
traffic from router 1 to router 9, the next stop along the way is
router 6, it can just forward the packets to that predetermined
hop without ever looking up the route in its routing table.

Fig. 2 Label Switched Network
Label Switched Paths:
The pre-set paths that make MPLS work are called label
switched paths (LSPs). Routers in an MPLS network
exchange MPLS information to set up these paths for various
source destination pairs. Important thing over here is that
every router along the LSP from router 1 to router 9 must have
the same view of the LSP. If a switched path is to have real
efficiencies over typical IP routing, every router on the LSP
must be able to switch the packet forward. MPLS is often
called a layer 2.5 technology because it shares both routing
(layer 3) and switching (layer 2) characteristics. The fact that
paths are pre-set makes MPLS behave quite like a layer 2
protocols. However, capability of MPLS to use signalling
protocols, which themselves relies on routing knowledge for
LSP establishment and traffic engineering and adjusts on the
fly.

Voting Based Mechanism:
Disadvantage: Since all nodes are required to participate in
each voting, the communications overhead used to exchange
voting information is quite high, and it increases the
revocation time as well.
Non-Voting Based Mechanism:
Disadvantages: Degraded accuracy in determining an accused
node as malicious node, degraded reliability of certificate
revocation.
Label switch [3] In case of hop by hop router configuration,
packets enter into the router, after that router read the packet
header, and then the router sends the packet to the next hop
according to the destination address. But label switched
network is having different working style; Packets will not be

III. IMPLEMENTATION DETAILS
A. Algorithmic Steps
Implementation of AODV, Certificate Revocation Algorithm
and Minimizing False Accusation Algorithm.
Deriving and calculating optimum threshold value.
Proposed system:
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1. Firstly Ingress LSR (Label Switched Router / Source)
sends data packets on a protected LSP (Label Switched Path)
i.e. the normal path which it is using to send the packets to the
specified Outgress LSR (Destination).
2. The intermediate LSRs maintain a local buffer where
they store a copy of the ongoing packets.
3. Once the FAULTY LSR is detected the flow
of data packets stops there itself.
4. Then the Swapping operation is performed between the
Faulty LSR and the Backward LSR i.e. the previous LSR.
5. Swapping operation is basically the swapping of tags
which would be used to maintain the order of the packets, i.e.
the order of the packets in which they were being sent to the
Outgress LSR will be restored.
6. Now Data Backtracking process will begin from the
Faulty LSR back to the Ingress LSR, so that Ingress LSR can
send the packets in the preserved order of packets.
7. Every LSR maintains their link status in LIB (Local
Information Base table) in the form of input label, output
interface.
8. When the Faulty LSR redirects the data packets in the
reverse direction of the protected LSP the link status of that
particular LSR changes from NORMAL to FAULT
DETECT.
9. After performing Swapping operation, the backward
LSR which receives the data packet from the FAULTY LSR
changes its link status in its respective LIB to
ALTERNATIVE DETECT, which indicates that there is
some problem in the protected LSP.
10. Now as the data packet is sent back to backward LSRs,
the LSRs will update their local buffer with the current data
packets being received and accordingly they will update their
link status in their respective LIBs from ALTERNATIVE
DETECT to STORE BUFFER and the process continues till
the tagged packet is received from backwards packet.
11. Now in order to check the order of the tagged packets
the LSRs has to check the tag bit of the received packets from
backwards LSP is set(1) or not i.e. (0). If the comparison
result is false the packet will be forwarded using normal
swapping operation. Otherwise, it knows that no more packets
are expected from backwards LSP.

IV. RESULT AND DISCUSSION
Among all security issues in MANETs, certificate
management is a widely used mechanism which serves as a
means of conveying trust in a public key infrastructure to
secure applications and network services. A complete security
solution for certificate management should encompass three
components: prevention, detection, and revocation.
Certificate revocation is an important task of enlisting and
removing the certificates of nodes who have been detected to
launch attacks on the neighbourhood. Hence Cluster based
Certificate Revocation with Vindication Capability (CCRVC)
scheme which is our proposed scheme overcomes all the loop
holes and disadvantages of the existing techniques and
mechanisms.
1. Correct Input
In most recent known inputs, users enter correct input and is
done with polynomial time i.e. it comes under P type. User is
giving requirement in NP complete form; if input is not in
proper format the operation fails, so we always give proper
input, by doing so we will reduce redundancy which increases
efficiency of the system.
2. Wrong Source or Destination or Null message
It happens when user gives wrong input, in that case he cannot
complete the work in polynomial time, and hence it falls in NP
hard type. In our project we are providing Correct your input
field facility, with the help of which user can correct the input
and execute it. Hence it comes under P type, which then
comes under NP complete.
V. CONCLUSION
In our proposed system we are proposing a Cluster based
Certificate Revocation with Vindication Capability (CCRVC)
scheme, where the cluster head plays an important role in
detecting the falsely accused nodes within its cluster and
recovering their certificates to solve the issue of false
accusation. On the other hand, CCRVC inherits the merits of
both the voting based and non-voting based schemes, in
achieving prompt revocation and lowering overhead as
compared to the voting based scheme, improving the
reliability and accuracy as compared to the non-voting based
scheme. Our scheme can quickly revoke the certificate
malicious device, stop the device access to the network, and
enhance network security.
Summary of advantages of proposed system
1. Prompt Revocation of malicious nodes.
2. Reduced Communication overhead as compared to
Voting based mechanism.
3. Improved Accuracy as compared to Nonvoting Based
Mechanism.
4. Improved reliability of certificate revocation.
5. Enhance network security by quickly removing the
certificate of malicious node thereby removing it from
network.

B. Mathematical Model
C. Data Flow Diagram
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