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Abstract— This paper aims at contributing to the knowledge by 

developing comprehensive Enterprise Information Security Risk 

Management (EISRM) framework that integrates typical 

approaches for information security risk management, and 

incorporates main components of key risk management 

methodologies. The practical evaluation, using the proposed 

enterprise information security readiness assessment model has 

been performed depending on a developed investigation form that 

used to investigate. The results demonstrate the effectiveness of 

the model in assessing and comparing enterprises information 

security readiness at all levels of the model, using numerical 

indicators and graphical representations. 

 
Index Terms— Risk management; Assessment; Measures; 

Enterprise Security; Information Security; 

I. INTRODUCTION 

This paper aims to provide a comprehensive Enterprise 

Information Security Risk Management (EISRM) 

framework. The proposed EISRM framework is designed to 

incorporate the essential components of the key risk 

management methods on one hand, and depends on the 

TOPE (Technology, Organization, People and Environment) 

scope for its structural dimension and on the six-sigma 

DMAIC (Define, Measure, Analyze, Improve and Control) 

process for its procedural dimension on the other hand. The 

research also presents information security readiness 

indicators based on a developed analytical model that can 

assess numerically enterprise information security readiness. 

These indicators represent protection levels against possible 

risks, and provide an information security performance 

measure for future improvements. In addition, a practical 

cost-benefit analytical model is developed for applying the 

recommended protection measures cost effectively. 

Furthermore, for practical application of the proposed 

information security assessment model, the research suggests 

a gradual approach for the implementation of the ISO 

information security standards. Finally, for evaluating the 

EISRM framework and investigating the effective use of its 

associated models, practical case studies are presented and 

the data was analyzed using a developed computer tool. The 

main objectives are as follows: 
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•  To the development of a comprehensive enterprise 

information security risk management framework.  

•  Focuses on the identification of the ISO/IEC 27002 

based enterprise information security assessment 

measures. 

•  The development of an analytical model that provides 

integrated multi-level information security readiness 

indicators considering the risk controls of the ISO/IEC 

27002 code of practice for information security 

management standard. 

•  The development of a practical model that provides 

cost-benefit trade-off between the estimated cost from 

applying the recommended information security 

protection measures and the expected benefits as a result 

from the protection of the information resources. 

•  The information security assessment model for 

investigating information security in different fields and 

presenting the assessment results numerically and 

graphically using a developed computer tool. 

•  The importance of managing information security risks 

and providing recommendations for improving the 

current situation information security management 

practices inside these enterprises. 

•  To the theory of information security management by 

unique analytical models via a comprehensive enterprise 

information security risk management framework. 

II. MAIN ISSUES ABOUT EISRM FRAME WORK 

This paper is concerned with introducing a comprehensive 

information security risk management (ISRM) framework for 

enterprises. The developed enterprise information security 

assessment model, to measure for the effectiveness of the 

implemented information security protection measures which 

considers as an essential input to the developed EISRM 

framework. The EISRM  frame work is based on the four 

TOPE domains of strategy, technology, organization, people, 

and environment with different levels of details, associated 

with each domain. The framework is considered to be 

associated with the controls of the ISO family of information 

security standards. 

 

2.1 Comparison of Proposed EISRM Framework with 

Other Professional Methods 

The previous  methods CRAMM and EBIOS have a technical 

nature. OCTAVE considers technical and organizational 

factors, while CORAS considers technical, organizational, 

human and environmental factors in dealing with the risk 

management programme. OCTAVE and EBIOS methods use 

the stakeholders in running the risk management programme, 

but CRAMM needs outsourced expertise. 
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 Table 2-1 summarizes the main issues of the above reviewed 

professional organizations risk management methods that 

should be considered by the proposed EISRM framework. 

Table 2-1 summarizes and compares the main issues 

considered by the above reviewed risk-   analysis based 

methodologies. 

 

Table 2-1 Relation of professional risk management methods 

and the proposed EISRM framework. 

 

 
These methodologies, as shown in Table 2-2, have the 

following main limitations: 

• Most of these methods are country based and devoted for 

specific domain. 

• In general, these methodologies lack definite framework 

or common approach for running enterprise's wide risk 

management programme that is based on effective 

Information Security Management System (ISMS) . 

• Most of these methods are complex and depend on 

manual processes, and their results are informal most 

often in natural language. 

• The assessment of the current state information security 

is not addressed by all of these methods. 

• The results of these methods are not reusable to achieve 

continuous monitoring of the information security 

improvements. 

• No reference standard economic model for the analysis 

of the proposed mitigation plans. 

Table 2-2 Comparison of the risk-analysis based methods 

 
 

2.2 Researchers Risk Management Methods and 

Techniques 

The management of information security risks has not only 

been the concern of standard or professional organizations, 

but they are also the concern of individual researchers and 

research projects. Key methods of this type are introduced in 

Table 2-3. The main steps that are considered by these 

methods also appeared in the same table. Most of the 

researchers” methods concentrated only on improving 

techniques for calculating the risk value. 

 

2.3 An Approach for EISRM framework 

The best-practice approach for information security risk 

management depends mainly on the information security 

management best-practice standard documents in assessing 

enterprises ‟  information security according to the 

requirements of these standards. The best-practices are the 

combined experiences of several companies that have already 

had great influence in the information security environment. 

Recently, there are many different information security 

standards and recommended security best-practice 

documents that evolved to address the issues of enterprise’s 

information security risk management from different 

perspectives. National and international organizations, such 

as International Standards Organizations (ISO), the German 

Bundesamt fur Sicherheit id der Information stechnik (BSI 

Germany) and the Information Security Forum (ISF), have 

published information security management standards 

(ISO/IEC 2005; BSI-Germany 2004; ISF 2007). Two of the 

above mentioned best-practice standards will be presented in 

the following sections. 

 

Table 2-3 Key researchers risk management methods and 

techniques  
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2.3.1 The Standard of Good  Practice for Information 

Security 

The ISF is an international independent organisation 

dedicated to benchmarking and best practices in information 

security. It was established in 1989 as a European security 

forum, and then expanded its mission and membership in the 

1990s. Nowadays, it includes hundreds of members, 

including a large number of 300 leading organizations 

concerned with information security from all over the world. 

The ISF published the first issue of the Standard Of Good 

Practice (SOGP) for information security in 1996. The SOGP 

standard is based on the extensive knowledge and expertise 

of ISF members, the views of other national and international 

standard organizations and the results of earlier ISF 

information security status surveys. The standard is free for 

the members and the most recent version of the SOGP 

standard was published in 2007. Participants can make a 

comprehensive assessment of how well their enterprises are 

conforming to the standard (ISF 2007).  

Table 2-4 The standard of good practice for information 

security aspects, areas and sections. 

 
2.3.2 The ISO/IEC 27002 standard 

 

The ISO/IEC 27002 is a management standard providing a 

code of practice for information security management. The 

standard was originated from the British standard BS 7799 

and was first issued in 2000. It was revised and reissued in 

2005. It is used by enterprises in managing their information 

systems security. The standard is adopted by various 

countries and used as a base for their regional information 

security standards. The ISO/IEC 27002 standard, as shown in 

Table 2-5, states 11 clauses, 39 security objectives and 

provides 133 controls to achieve those objectives. 

A practical approach for information security management 

system implementation. The escape velocity concept is 

defined as the momentum a project must have in order to 

escape resisting forces without reverting back and failing. 

The approach is simple and straightforward in applying 

ISO/IEC 27002 to the enterprises using a computer tool.  The 

adopted Key Performance Indicators (KPIs) of COBIT 

(Control Objectives for Information and related Technology) 

by this approach do not appear to be effective in measuring 

the performance of ISO/IEC 27002. 

 

Table 2-5  The ISO/IEC 27002 clauses, objectives and 

controls 

 

III. INFORMATION SECURITY MANAGEMENT 

METHODS 

Researchers also suggest a number of information security 

management methods, two of these methods are presented in 

the following: 

 

3.1 The PROTECT Information Security Management 

Method 

A comprehensive approach towards information security, 

namely PROTECT, which is an acronym for Policies, Risks, 

Objectives, Technology, Execute, Compliance and Team.  
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The seven components of the PROTECT method are aimed at 

implementing and managing an effective information 

security program from technology to people perspective. 

They are summarized below: 

• Policy component includes information security 

policies, procedures and standards, as well as guidelines. 

• Risk methodologies such as CRAMM and OCTAVE, as 

well as automated tools to identify system 

vulnerabilities. 

• Objective component refers to implementation of 

controls by considering the risk environment of the 

enterprise and not implementing more or less controls 

than what is required. 

• Technology component includes hardware, software and 

systems‟  product components of the IT infrastructure. 

• Execute component refers to a proper information 

security management system environment. 

• Compliance component covers both internal 

compliance, with the enterprise’s policies, and external 

compliance, with information security expectations set 

by outside parties. 

• Team refers to the people component, i.e. all the 

employees of the enterprise, where each has a 

responsibility towards securing information. 

 

3.2 The Capability Maturity Model Security Management 

Method 

The Capability Maturity Model (CMM) methodology 

provides components used to protect information assets 

against unauthorized access, modification or destruction. The 

method is based on a holistic view of information security 

and it encompasses seven main components, as follows: 

• Security leadership by means of an executive level 

security representative and an information security 

strategy. 

• A security programme with defined roles and 

responsibilities for information security tasks. 

• Security policies, standards and guidelines that are used 

to direct information security tasks. 

• Security management that constitutes day-to-day 

operations and monitors users and technology. 

• User management that focuses on awareness of policies 

and manages user profiles. 

• Information asset security that encompasses the 

technology aspects of information security. 

Technology protection for the environment and continuity, 

which focuses both on business continuity and disaster 

recovery.  

IV. RISK MANAGEMENT MAIN REQUIREMENTS 

A thorough investigation of the main applied information 

security risk management approaches highlighted the need 

for a new comprehensive information security risk 

management framework that enables enterprises to address 

all aspects of information security risk management in an 

effective and efficient manner. Therefore, an information 

security risk management framework should consider the 

following main requirements: 

• Incorporate the basic elements of the risk management 

methodologies. 

• Possess a comprehensive scope in that not only limit the 

analysis of the information security risk management on 

the technical issues, but also include organisation, 

people and environment issues as well. 

• Depend on a management process that integrates the 

main approaches for information security risk 

management and incorporates the essential components 

of the risk management methodologies. 

• Assess numerically the current situation enterprise 

information security using valid and reliable modelling 

technique. 

• Base the selection of the recommended ISO/IEC 27002 

security protection measures on an economical analysis. 

In addition to the previous main requirements, a well defined 

information security policy, a trained supporting team from 

inside enterprises and a clear identification of risk 

management terms and concepts play a crucial role in 

successfully developing an effective information security risk 

management framework. 

V. CONCLUSION 

The conclusion from reviewing the key enterprise 

information security risk management standard, professional 

and researchers methods is that they provide different tools 

and techniques for reaching generally the same goal of 

protecting enterprises information resources by defining 

suited security protection measures with the help of a risk 

management approaches. However, these methods achieve 

this goal by different approaches: risk-analysis approach and 

best-practice approach, and have different levels: some 

methods are high-level just for providing guidelines, while 

others are more detailed and concentrate mainly on achieving 

better risk analysis results. Most of the available risk 

management methods have technical nature and ignore the 

assessment of the current state enterprise information 

security. In addition, these methods are not depending on 

standard economical approach in selecting the relevant 

security protection measures. Each method has its own 

strengths and weaknesses, and it is believed that integrating 

these methods in a reference comprehensive enterprise 

information security risk management framework will 

achieve better results.  
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