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Abstract — Key management has become a challenging issue in 

the design and deployment of secure wireless sensor networks. key 

management includes two aspects: key distribution and key 

revocation. Key distribution refers to the task of distributing secret 

keys between communicating parties to provide secrecy and 

authentication. Key revocation refers to the task of securely 

removing compromised keys. By revoking all of the keys of a 

compromised sensor node, the node can be removed from the 

network. Compared to key distribution, Wireless sensor networks 

consist of sensor nodes with limited computational and 

communication capabilities. In this paper, the whole network of 

sensor nodes is divided into clusters based on their physical 

locations. In addition, efficient ways of key distribution among the 

nodes within the cluster and among controllers of each cluster are 

discussed. Also, inter and intra cluster communications are 

presented in detail. The security of the entire network through 

efficient key management by taking into consideration the 

network’s power capabilities is discussed.  In this paper, we have 

discussed several existing methods for key revocation. 

 
Index Terms— Key distribution, Key revocation, heterogeneous 

atmosphere, wireless sensor node, Security Requirements, Sensor 

Network, clusters, nodes 

I. INTRODUCTION 

Wireless Sensor Networks have become popular in recent 

past. The use of sensor networks is not limited to military 

applications, but also in civilian applications such as health 

monitoring, industry, wildlife monitoring and so on. A lot of 

research has been carried out in this field to improve 

hardware specifications, protocols for communications and 

information security [1]. Previous research on sensor 

network security mainly considers homogeneous sensor 

networks. Research has shown that homogeneous sensor 

networks have poor performance and scalability compared to 

heterogeneous sensor networks [2-3]. Many security schemes 

designed for homogeneous sensor networks have high 

communication overhead, computation overhead and large 

storage requirement. Sensor network applications mainly 

designed and developed for military [4] but now it has 

civilian applications too. Applications vary in scope from 

military applications to vehicular applications to medicine 

applications [5-6]. 

 A sensor network consists of spatially distributed nodes with 

limited computational and communication capabilities. 

These are used in varied applications such as monitoring 
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environmental conditions, military and other industrial 

purposes.  

The nodes which are distributed spatially have to 

communicate with each other in a secured manner since the 

data associated with these nodes may be confidential. 

Efficient cryptography techniques are to be used for 

communication among the nodes. Use of public key 

cryptography is omitted here keeping in mind the 

computational limitations of sensor nodes . Also, using a 

single key for the entire network may be a compromise on the 

security of the system as a threat on even one node would 

bring the system down. 

 Due to the storage limitations of the sensors nodes, all 

unique keys cannot be stored. Consider a total of m nodes out 

of which two nodes share a unique key. This will result in a 

total of 𝑚(𝑚−1)2 keys in the network with each node storing 

𝑚−1 keys. This is very high owing to the storage constraints 

of a node if m is large. Also, considering the ad-hoc nature of 

the sensor networks, some nodes will continue to be added to 

the network over time. Thus efficient key management has to 

be performed in order to store keys in nodes such that the 

network security is not compromised and also the total 

number of keys stored in the node is reduced. 

 The key ring approach requires that data be routed over 

many nodes before it reaches its destination. This indicates 

that there is an underlying connection between routing and 

security and that implicit security technique may be used to 

route data via multiple channels, thus spreading the 

vulnerability over several nodes and communication 

channels making an adversary’s task harder. There is also the 

question of node compromise which may be countered by 

using tamper-resistance hardware in each node. Further, 

overlay architecture has been used to achieve balance 

between number of keys per node and routing complexity. 

II. SECURITY REQUIREMENTS FOR KEY 

MANAGEMENT SCHEME  

A good key distribution or establishment and management 

schemes for sensor networks needs to consider few security 

points. 

The scheme must work without prior knowledge of which 

nodes will come into communication range of each other 

after deployment. 

Deployed nodes must be able to establish secure 

node-to-node communication.  

Additional legitimate nodes deployed at a later time can form 

secure connections with already deployed nodes. 

Unauthorized nodes should not be able to take entry into the 

network or become members of the network. 

 Sensor nodes have limited resources so computational and 

storage requirements of the scheme must be low. 
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If a node becomes compromised, the key management 

scheme must be able to securely remove the compromised 

node from the network. 

III. RELATED WORK 

A lot of work has been done in sensor networks related to key 

distribution. However, key revocation has received relatively 

little attention. The task of securely removing the 

compromised keys is known as key revocation. This chapter 

provides brief overview and analysis of the current key 

revocation schemes for sensor networks. 

A. Eschenauer and Gligor’s scheme  

Eschenauer and Gligor [8] proposed the probabilistic key 

pre-distribution scheme. In most of papers this scheme is 

referred as basic scheme. In this scheme, three phases are 

needed to set up the secret keys between sensor nodes. These 

phases are key predistribution, shared key discovery and path 

key establishment. In first phase each sensor node randomly 

assigned k different keys from a big key pool. This is shown 

in figure 1 where nodes A, B, C, D, E are randomly assigned 

k keys from the key pool.            

Stored keys in each sensor node are called keyring of the 

node and each key has a corresponding id. Next two phases 

are done when nodes are deployed. In the shared key dis 

covery phase nodes find the common key between them and 

establish a secure connection. In this phase each node 

discovers its neighbors in communication range with which it 

shares common keys. shows sample the sample graph after 

shared key discovery. In this network node pairs A and B, 

and A and C can set up secure links through their common 

keys.  

It might happen that nodes are in communication range but 

do not share any keys, these nodes may be connected by one 

or more hops links through path key establishment phase. 

nodes B and C are in communication range but do not share a 

common key. The path key establishment phase assigns a 

path key to the sensor nodes via node A and then they can set 

up secure link between them. Most of the pre-distribution 

schemes are based on this model. 

In wireless sensor network base station is known as 

centralized authority. Base station is used to revoke the 

compromised nodes. Eschenauer and Gligor presented a key 

management scheme for wireless sensor network in [8]. It is a 

centralized key revocation scheme. If a node is compromised, 

the base station can send a message to all other sensors to 

revoke the compromised node’s key ring. The revocation 

scheme in [8] can be divided into three phases: signature key 

distribution, key revocation and link reconfiguration. 

In the signature key distribution phase, the base station 

generates a signature key. The base station unicast a signature 

key to each node. The signature key is encrypted with a 

pairwise key shared by the base station with the sensor node. 

In the key revocation phase, the base station broadcast single 

key revocation message signed by the signature key. This 

message contains a list of key identifiers for the key ring to be 

revoked. Each sensor verifies the signature of the key 

revocation message locates those identifiers in its key ring 

and removes the corresponding keys. 

Some links may disappear if the keys are removed from the 

key rings and the affected nodes need to reconfigure those 

links by restarting the shared-key discovery and the path-key 

establishment phase. 

The key revocation scheme in [8] requires n unicast messages 

and one broadcast message. In a large scale sensor network, 

distributing the signature key might be a problem. 

Pre-distributing the signature key might be possible, however 

once the signature key is compromised, the adversary could 

use the signature key to duplicate the revocation messages 

from the base station. 

B. Clustering 

Grouping of nodes in a network into clusters will be done by 

the k-means++ clustering algorithm [7]. In k-means++ 

clustering algorithm, the number of clusters is fixed a priori. 

We assume that the number of clusters to be chosen is k and 

this choice is based on the network size and geographical 

positions of each node. Consequently, we will have k sub 

controllers monitoring nodes in their respective clusters. 

According to k-means++ clustering algorithm, initially k 

means are to be identified, one for each cluster. For this, as 

explained in k-means++ approach, following steps are to be 

followed, 

1.  Choose an initial centre x, from the set of all node points 

say μ, at random.  

2.  Choose next mean from the set and name it y with 

probability 𝐷(𝑦)2 𝐷(𝑥)2𝑥∈𝜇 proportional to 𝐷(𝑥)2  

3.  Repeat step 2 until all the k centers are identified.  

 
Figure 1. A network divided into various clusters 

 

Once these centers are identified, these would be the means 

of the clusters and each node distance from all the means is 

calculated and is associated to the nearest mean, this process 

is called binding. This process is repeated up to a stage where 

all the positions of nodes in the network are visited at least 

once. After this, k new means will be calculated. Once the 

positions of k new means are identified, binding is done 

again. This process is repeated until there is no change in the 

location of means. 

 

C. Key Distribution 

As the communication can be both inter and intra cluster, 

the key distribution should also be considered for two cases, 

one among nodes and other among sub controllers. 
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IV. CONCLUSION 

The scheme presented in this paper is an effective protocol 

for dividing the network into clusters and for distributing 

keys among them. This method is efficient when the nodes in 

the network are divided randomly and can be clustered easily 

rather than the nodes when distributed in a uniform fashion. 

Simulations were run for the proposed design and the results 

are presented in graphs. These results show that the 

performance in terms of number of hops and number of keys 

stored in a node improves as the number of clusters increases. 

The developments in sensor networks occurring at a very fast 

pace, but compared to that security within sensor networks 

has not gained significant interest. This is partially because of 

the lack of understanding of the potential of these tiny 

devices, and partially due to the lack of commercial 

motivation. In this paper, we have discussed various existing 

key management schemes for wireless sensor networks.  
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