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Abstract: The main objective of this paper is to improve the
security and the efficiency while sharing the data between data
owner and the users. Based upon the attributes of the users we are
going to share the data. One of the most challenging issues in
confidential data sharing systems is the enforcement of data
access policies and the support of policies updates. Cipher text
policy attribute based encryption (CP-ABE) is becoming a
promising cryptographic solution to this kind of problem. It
enables data owners to define their own access policies over their
user attributes and enforce the policies on the data to be
distributed. However, the advantage of the system comes with a
major drawback which is known as a key escrow problem. The key
generation center might decrypt any kind of messages addressed
to specific users by generating their private keys. This is not
suitable for data sharing typical scenarios where the data owner
would like to make their private data only accessible to designated
users. In addition, applying CP-ABE in data sharing system
introduces another challenge with regard to the user revocation.
From this study, we propose a novel CP-ABE scheme for a data
sharing system by exploiting the characteristic of the system
architecture. The performance and security analysis indicate that
the proposed scheme is efficient to securely manage the data
distributed in the data sharing system.
Index Term: Attribute Based Encryption, Escrow Free Key
Issuing Protocol, Ant Colony Algorithm, Revocation.

I. INTRODUCTION
In the prevailing system, a user’s identity must be validated by
the authority, in distributed system; it is a complex task to
manage numerous user identities. Also, all users must trust the
central authority, if the authority is malicious; he can
impersonate any user without being detected. Hence we are
facing a major issue with Key-Escrow problem .The secret
key is generated in a single space. In turn, the system can be
easily attacked by attacking the single space. Keys were
generated randomly and it is decided by the key generation
center and the user doesn’t have any control/preferences or
specification of deciding the key based on user centric
purpose. The key generation center (KGC) can decrypt every
cipher text addressed to specific users by generating their
attribute keys. This could be a potential risk to the data
confidentiality or privacy in the data sharing systems. The
revocation of any attribute or any single user in an attribute
group would affect all users in the group.

Most of the existing ABE (Attribute-based encryption)
schemes are constructed on the architecture where a single
trusted authority or KGC has the power to generate the whole
private keys of users with its master secret information. Thus,
the key escrow problem is inherent such that the KGC can
decrypt every cipher text addressed to users in the system by
generating their secret keys at any time. The major drawbacks
of the prevailing system is that the data sharing is not much
secure and any other user can easily access the data in data
store. In addition to it, the system won’t distribute the data
based on the attributes of the user. Hence in the proposed
system, the key issuing protocol generates and issues user
secret keys by using the multiple attributes obtained from the
user. The proposed scheme delegates most laborious tasks of
membership management to the data center. The major
advantage of the proposed system is that the data is shared
between the data owner and the users based on the attributes.
II. SYSTEM MODEL
The user will be allowed to specify their details in which the
keys will be generated using the multiple attributes of the
user(Fig 1). Now the key generation system will generate the
keys and provide them to the user. Key is used to access the
application center and for accessing the confidential data.
After the user makes a successful validation to the system,
user will get access with their confidential data from the data
center. The accessing of the data is done. The user will be
allowed to define their attributes in which the user’s key will
be generated. After the key generation, the user will be
provided with keys. When the user’s key matches, then the
data will get decrypted and the user can view their
confidential data. The user’s parameters params and a
security parameter l are taken as input during the process of
new user creation. Based on the parameters obtained from the
user, an unique key is generated. The keys are generated using
the multiple attributes of the user and are stored in a data
center. The Keys that are generated are distributed to the user.
The corresponding keys of the user are used to perform
encryption before it is stored in the database. During the
process of verifying crendentials or process of login, the
security parameter l and the input parameter params is
authenticated. If the result of authentication is 1, the user can
make use of corresponding key to view the original data.
III. ALGORITHM FOR PROPOSED SYSTEM
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A. Ciphertext Policy Attribute-Based Encryption
(CB-ABE):
In a ciphertext policy attribute-based encryption scheme[11],
each user’s key is related with a set of attributes representing
their capabilities, and a ciphertext is encrypted .
B. MD 5:
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The MD5 Message-Digest Algorithm is a widely
used cryptographic hash function that produces a
128-bit (16-byte) hash value. Takes as input a message of
arbitrary length and produces as output a 128 bit “message
digest” of the input. MD5 has been employed in a wide
variety of security applications, commonly used to check data
integrity.
C. Triple DES Algorithm:
Triple DES Algorithm is the common name for the Triple
Data Encryption Algorithm (TDEA or Triple DEA) block
cipher, which applies the Data Encryption Standard (DES)
cipher algorithm three times to each data block.The original
DES cipher's key size of 56 bits was generally sufficient when
that algorithm was designed, but the availability of increasing
computational power made brute-force attacks feasible.
Triple DES provides a relatively simple method of increasing
the key size of DES to protect against such attacks, without
the need to design a completely new block cipher algorithm.
D. Ant Colony Optimization Algorithm:
The basic philosophy of the algorithm involves the movement
of a colony of ants through the
different states of the
problem influenced by two local decision policies. In our
project, we are trying to identify/predict and assign the
possible access to be provided to the particular user based on
user details.
E. Multi Attribute Based Technique In Key Generation
System :
Commitment: (1l ) The Commitment scheme consists of the
following three algorithms C=(Setup,Commit,Decommit).
output params as the systems output parameter.

Fig 1. Architecture Diagram
Commit: This algorithm takes parameters and a message M as
input parameters and an commitment comm is obtained as
output. The decommitment decomm is used to decommit the
commitment comm.
Decommit: This algorithm takes as input the parameters
param, a message M and a commitment comm. The
decommitment decomm is used to decommit the commit. If
the decomm decommits the comm to the message M, then
output 1 is obtained. Otherwise the algorithm outputs 0.
The KP-ABE consists of a set of parties {P 1,P2……,PN}. An
access structure (resp., monotonic access structure) is a
collection (resp., monotonic collection) A of non-empty
subsets of {P1, P2, · · · , PN}, namely A ⊆ 2{P1,P2,··· ,PN}\ {φ}.
The sets in A are called the authorized sets, and the sets
outside of A are called the unauthorized sets.

Following are the ﬁve algorithms which a KP-ABE scheme
consists:
Global Setup (1l) → params. A security parameter l is taken as
an input and the parameters params is obtained as the output
of the system.
Authority Setup (1l) → (SKi, PKi, Ai). Each authority Ai
generates his secret-public key pair KG(1)l→(SKi, PKi) and
an access structure Ai, for i =1, 2, · · · , N.
We have used the keyGen algorithm .The algorithm is defined
as follows:
Key generation(KeyGen) (U(params, PKi, decom) ↔ Ai
(params, SKi, PKi, Ai, com)) → (SKiU , empty). In this
algorithm, the user U runs the commitment algorithm
Commit(params, ) → (com, decom) and sends com to the
authority Ai. Then, the user U and the authority Ai consider
input as (params, PKi, decom) and (params, SKi, PKi, Ai,
com), respectively. If Decommit(params, com, decom) → 1,
this algorithm gives the outputs of a secret key Ski U for U
and empty for Ai. Otherwise it outputs in error messages for
both user and authority.
with the trusted authorities. Selective-failure needs that the
identifier of the users are not known by the unauthenticated or
the malicious authorities and they cannot cause the algorithm
KeyGen to fail based on the choice of the identifier of the
user.To deﬁne the above stated properties we use the
following.
Leak-freeness. The user’s confidential information is secured
by the Setup(1l) → params and Authority Setup(1l) → (SKi,
PKi, Ai) by executing the Key Generation algorithm with the
authority.Due to this the identifier cannot be tracked by the
malicious authority or by the unauthenticated one and also
cannot know about the user identity.
Selective-failure. The adversary Ai submits .The public key
PKi, and two identifiers u0 and u1.Then, a bit b Є {0,1} is
randomly selected.Ai can have a black-box access to
U(params,PKi,ub) and U(params,PKi,u1-b).Then,U executes
keyGen protocol with Ai. U outputs secret keys SKbU and
SKU1-b for identifiers ub and u1-b,respectively.If SKbU ≠┴ and
SKU1-b ≠┴,Ai is given(SKbU,SKU1-b). If SKbU ≠┴ and SKU1-b
≠┴,Ai is given (Є, ┴).If SKbU =┴and SKU1-b ≠┴,Ai is
given(┴,Є).If SKbU =┴ and SKU1-b =┴,Ai is given(┴,┴).At the
end ,Ai outputs his prediction b'on b.
Encryption : The algorithm takes as input the system
parameters param, a message M and a set of attributes AC and
outputs a cipher text CT, where AC={A1C,A2C,….,ANC}.
Decryption :({SKiU}i∈IC , CT ). This algorithm takes as input
the identiﬁer ID, the keys {SKiU}i∈IC and the ciphertext CT ,
and outputs the message M, where IC is the index set of the
authorities Ai.The concepts used in this paper are inference
from the following:
III. MEDIATED CIPHER TEXT-POLICY
ATTRIBUTE-BASED ENCRYPTION AND ITS
APPLICATION
In Cipher text-Policy Attribute-Based Encryption
(CP-ABE)[7], the cipher text is associated with an access
policy over attributes and the user secret key is associated
with a set of attributes.The user can decrypt the cipher text if
and only if the attribute set of his secret key satisfies the
access policy specified in the cipher text. Several CP-ABE
schemes have been intended, however, some practical
problems, such as revocation, still need to be addressed. In
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this paper, we propose a mediated Cipher text-Policy
Attribute-Based Encryption (mCP-ABE)[6] which extends
CP-ABE. Furthermore, we instruct how to apply the proposed
mCP-ABE scheme to securely manage Personal Health
Records (PHRs). The scheme allows the encrypt or to encrypt
a message according to an access policy over a set of
attributes.A possible extension to this work would be to
provide a scheme which would have a security proof under
standard complexity assumptions.
IV. IDENTITY-BASED ENCRYPTION WITH
EFFICIENT REVOCATION
Identity-based encryption (IBE) is an exciting alternative to
public-key encryption. The senders using an IBE do not need
to look up the public keys and the corresponding certificates
of the receivers, the identities (e.g. emails or IP addresses) of
the latter are alone enough to encrypt. Any setting, PKI- or
identity-based, must provide a means that the users must be
revoked from the system.The efficient revocation is a studied
problem in the traditional PKI setting. However in the setting
of IBE, there is a need for the study of revocation
mechanisms. The most important practical solution requires
the senders to also use time periods while encrypting, and all
the receivers (regardless of whether their keys have been
compromised or not)need to update their private keys
regularly by contacting the trusted authority. We note that this
solution does not scale well as the number of users in the
system increases, the work on key updates becomes a
bottleneck. Any setting, PKI- or identity-based, must provide
the means for revocation of the users from the system.
IBE scheme that signiﬁcantly improves key-update eﬃciency
on the side of the trusted party (from linear to logarithmic in
the number of users), while staying eﬃcient for the users.Our
schemes should be particularly useful in the settings where a
large number of users is involved and here scalability is an
issue.
V. IMPROVING PRIVACY AND SECURITY IN
MULTI-AUTHORITY ATTRIBUTE-BASED
ENCRYPTION

type of hacking and the relationship between the attributes
and the prevention technique.
VIII. ANALYSIS OF OUR ALGORITHM
In Mediated
Cipher Text-Policy Attribute-Based
Encryption[10] we referred the concept of Instantaneous
Attribute revocation with this concept duplication can be
avoided. In Improving Privacy and Security in Multi
–Authority attribute based encryption[6] we referred the
concept of Global Identifiers. It removes the trusted central
authority.
In Identity based encryption with efficient revocation[16] we
referred the concept of Public key Infrastructure .It improves
key update efficiency.
IX. EXPERIMENTAL WORK AND RESULT
Protecting privacy is an alarming issue in the distributed
systems. Henceforth, our multi-attribute based technique in
key generation concept can be used as a sound solution to
construct privacy preserved data transfer and access control
concepts in distributed systems. Users can obtain keys from
authorities. As a result, our scheme can provide the following
important properties: 1. access tree; 2) Users cannot be
impersonated as they can obtain keys.
X. SUMMARIES AND FURTHER EXTENSION
Biometrics such as iris scanners would provide provably very
high security by making it ideal for biometric identification.
XI. CONCLUSION
The performance and security analyses was made efficient
to securely manage the data distributed in the data sharing
system. Attribute group keys are selectively distributed to
the valid users in each attribute group, which then are
used to re-encrypt the cipher text encrypted under the
CP-ABE algorithm. The escrow problem was solved.
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