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Abstract— Digital watermarks have recently been proposed for 

authentication of both video data and still images and for integrity 

verification of visual multimedia. In such applications, the 

watermark has to depend on the original image. It is important 

that the dependence on the key be sensitive, while the dependence 

on the image be continuous (robust). The proposed system 

basically uses authentication and encryption mechanism that are 

two intertwined technologies that help to insure that your data 

remains secure. Authentication is the process of insuring that 

both ends of the connection are in fact who they say they are. This 

applies not only to the entity trying to access a service (such as an 

end user) but to the entity providing the service, as well (such as a 

file server or Web site). Encryption helps to insure that the 

information within a session is not compromised. This includes 

not only reading the information within a data stream, but altering 

it, as well. While authentication and encryption each has its own 

responsibilities in securing a communication session, maximum 

protection can only be achieved when the two are combined. For 

this reason, many security protocols contain both authentication 

and encryption specifications. 

  

Index Terms— Encryption, Authentication, DCT cryptographic   

security, Hash Function. 

I. INTRODUCTION 

Hash functions are frequently called message digest 

functions. Their purpose is to extract a fixed length bit string 

From a message (computer file or image) of any length. 

Obviously a message digest function is a many to-one 

mapping. In cryptography, hash functions are typically used 

for digital signatures to authenticate the message being sent 

so that 

The recipient can verify that the message is authentic and 

that it came from the right person. The requirements for a 

cryptographic hash function are [1]  

• Given a message m and a hash function H, it should be 

easy and fast to compute the hash   h=H(m) 

• Given h, it is hard to compute m such that h=H(m) (i.e., 

the hash function should be one way) 

• Given m, it is hard to find another message m such that 

H(m’)=H(m) (property of being collision free) 

From the above properties it is clear that hash functions are 

"infinitely" sensitive in the sense that a small perturbation of 

the message m will give you a completely different bit-string 

h. In applications involving digital watermarking and 

authentication of digital images, the requirements on what 

should be a digest of an image are somewhat different. 
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Changing the value of one pixel does not make the image 

different or non-trustable. One can say that we want 

approximately the same hash bit-strings for two images 

whenever the human eye can say that these two images "are 

the same". 

Obviously, this is a challenging problem that can never be 

solved to our complete satisfaction. This is because the fuzzy 

concept of two images being visually the same is inherently 

ill defined and difficult, if not impossible, to grasp 

analytically. For example, changing one pixel in the pupils of 

a person's eye is for all purposes a negligible change. But 

once we change the color of every pixel in the pupil from, 

say, blue to brown, an important personal characteristic has 

been changed. Thus, we would conclude that the two images 

are no longer the same. However, the pupils can occupy a 

very small part of the image and our robust hash, not knowing 

the importance of eyes, may return the same hash bit-string. 

Being aware of these and other limitations, nevertheless, in 

this paper, we attempt to meaningfully define the concept of a 

robust visual hash. Before we start with the definition and 

ideas how to construct such a function, we give a brief 

introduction into oblivious digital watermarking and explain 

how robust hash will play an important role in specific 

watermarking applications, such as authentication and 

fingerprinting [2]. 

II. DIGITAL WATERMARKING 

A watermark of a digital image is a pseudorandom bit 

sequence added to an image. It is known only to the owner of 

that image so that others can not duplicate or remove it. 

Therefore it can serve as “proof” that the owner really owns 

this image. There should be no perceptual degradation of the 

image, and the watermark should be detectable even after 

manipulation of the image. There are two main models for 

digital image watermarks[3]: 

1.  The owner of the image stores some information about 

every image that he publishes. This information is 

needed for verification of the watermark bit sequence. 

2. There is no extra information available except the 

watermark information added to the image.  

Obviously, the second model is more difficult to realize, 

since the user of the image can always try to destroy the 

complete watermark information by manipulating the image. 

In this paper, we use a slightly modified approach which 

needs very little extra information. This information can be 

shared between different images. The owner of the copyright 

as to remember a password used in the watermarking 

algorithm to check whether a watermark is embedded inside 

an image or not. 

The general procedure for embedding the watermark 

information into the image is as follows: 

We transform the image using the well known Discrete 

Cosine Transform (DCT), then we add the watermark to 

selected coefficients of the transformed image, and finally we 

invert the DCT to get an image very similar to the original 

one with included watermark.  
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The detection procedure starts by first transforming the 

input image with DCT and then tries to extract the watermark 

information from some selected coefficients. In our 

algorithm, we use a cryptographic hash function to determine 

which of the coefficients of the result of the DCT transform 

are used for embedding the watermark information. 

 

 

• Watermarking Embedding Process 

The algorithm which embeds the watermark in the text is 

called embedding algorithm. The inputs for embedding 

algorithm are combined image and text watermark and the 

text document. The embedding algorithm performs pre 

processing of image and the text to convert the watermarks 

pure alphabetical in nature. 

Inputs are combined image and text watermark and text 

document. Split the combined watermark into text and image 

watermarks. Preprocess text watermark which includes, 

discarding white spaces, special characters, digits etc to make 

the watermark pure alphabetical. Pre process image which 

converts image to gray scale and scaling to standard size(100 

x 100 pixels).Convert image to plain text by normalization 

process. 

 The two textual watermarks (watermarks obtained after 

text pre-processing and image  pre processing) an partial key 

containing a partition size (Pr) and group size (GS) is given 

as input to the embedding algorithm. The embedding 

algorithm generates the watermark key using the inherent 

properties of text. Encrypt the text document using RSA 

encryption algorithm to increase security of text which is 

presented below. 

Let the original media be P, the encryption process be 

represented as 𝐸 , the watermark embedding algorithm be 

represented as 𝑊𝑒𝑚𝑏𝑒𝑑, watermark extraction algorithm be 

represented as 𝑊𝑒𝑥𝑡𝑟𝑎𝑐𝑡, the watermark be W, the 

watermark key be 𝐾𝑤, the encryption key be 𝐾, watermarked 

media be 𝑃𝑊 then mathematically[4], 

(𝑊𝑒𝑚𝑏𝑒𝑑(𝑃,𝑊,𝐾𝑤),𝐾) = 𝐸(𝑃𝑤,𝐾) = 𝑃𝑤,𝑒𝑛𝑐𝑟𝑦𝑝𝑡 (1) 

We want the watermark to remain invariant to the 

encryption process. That is to say, we want a scheme wherein 

we can extract the watermark without decrypting the received 

data. 

Mathematically, 

𝑊𝑒𝑥𝑡𝑟𝑎𝑐(𝑃𝑤,𝑒𝑛𝑐𝑟𝑦𝑝𝑡,𝐾𝑤) =𝑊    (2) 

III. METHODOLOGY 

The proposed project work highlights a novel approach of 

authenticating an encrypted data using both user-defined 

secret key and hash function generated in image format. The 

proposed system basically uses authentication and encryption 

mechanism that are two intertwined technologies that help to 

insure that your data remains secure[11][12]. Authentication 

is the process of insuring that both ends of the connection are 

in fact who they say they are. This applies not only to the 

entity trying to access a service (such as an end user) but to 

the entity providing the service, as well (such as a file server 

or Web site). Encryption helps to insure that the information 

within a session is not compromised. This includes not only 

reading the information within a data stream, but altering it, 

as well. While authentication and encryption each has its own 

responsibilities in securing a communication session, 

maximum protection can only be achieved when the two are 

combined. For this reason, many security protocols contain 

both authentication and encryption specifications[12][13]. 

 In the concept of networking and data security, often when 

two parties communicate over a network, they have two main 

security goals: privacy and authentication. In fact, there is 

compelling evidence that one should never use encryption 

without also providing authentication. Many solutions for the 

privacy and authentication problems have existed for 

decades, and the traditional approach to solving both 

simultaneously has been to combine them in a 

straightforward manner using so-called “generic 

composition.” However, recently there have been a number 

of new constructions which achieve both privacy and 

authenticity simultaneously, often much faster than any 

solution which uses generic composition. In this proposed 

project, a secure approach is mechanized for ensuring both 

privacy and authenticity, the so-called “Authenticated 

Encryption” problem[11][13]. The proposed system has 

estimates the hash value of the data for which the encrypted 

process remains transparent to the hash function. The 

remaining part of the seminar document will briefly 

introduce the drawback of the existing we describe a 

previously proposed mechanism for robust extraction of bits 

from image blocks so that all similarly looking blocks, 

whether they are watermarked, unwatermarked or attacked 

by gray scale modifications, will produce almost the same bit 

sequence of a specified length N. We present some new 

results concerning the robustness of the hash bits with respect 

to intentional attempts to modify the hash. system, 

significance, problem statement, objectives, and 

methodology of the proposed project[13][12]. 

We describe a previously proposed mechanism for robust 

extraction of bits from image blocks so that all similarly 

looking blocks, whether they are watermarked, 

unwatermarked or attacked by gray scale modifications, will 

produce almost the same bit sequence of a specified length N. 

We present some new results concerning the robustness of 

the hash bits with respect to intentional attempts to modify 

the hash. The method is based on the observation that if a low 

frequency DCT coefficient of an image is small in absolute 

value, it cannot be made large without causing visible 

changes to the image. Similarly, if the absolute value of a 

low-frequency coefficient is large, we cannot change it to a 

small value without influencing the image significantly. To 

make the procedure dependent on a key, the DCT modes are 

replaced with low frequency, DC-free, (i.e., having zero 

mean) random smooth patterns generated from a secret key 

(with DCT coefficients equivalent to projections onto the 

patterns).For each image, a threshold Th is calculated so that 

on average 50% of projections have absolute value larger 

than Th and 50% are in absolute value less than  Th.  

This maximizes the information content of the extracted N 

bits. Using a secret key K (a number uniquely associated with 

an author, movie distributor, or a digital camera)we generate 

N random matrices with entries uniformly distributed in the 

interval [0, 1]. Then, a low-pass filter is repeatedly applied to 

each random matrix to obtain N random smooth patterns P(i), 

1 i N. All patterns are then made DC-free by 

subtracting the mean from each pattern. Considering the 

block and the pattern as vectors, the image I is projected on 

each pattern P(i), 1 i N, and its absolute value is 

compared with the threshold Th to obtain N bits bi  

if |B P(i)| < Th bi = 0 

if |B P(i)| Th bi = 1. 

 

 

 

http://www.ijeat.org/


International Journal of Engineering and Advanced Technology (IJEAT) 

ISSN: 2249-8958 (Online), Volume-2 Issue-2, December 2012 

     237 

Published By: 

Blue Eyes Intelligence Engineering  

and Sciences Publication (BEIESP)  
© Copyright: All rights reserved. 

Retrieval Number B0918112212/12©BEIESP 

Journal Website: www.ijeat.org 

Since the patterns P(i) have a zero mean, the projections do 

not depend on the mean gray value of the block and only 

depend on the variations within the block itself. The 

distribution of the projections is image dependent and should 

be adjusted accordingly so that approximately half of the bits 

bi are zeros and half are ones. This will guarantee the highest 

information content of the extracted N-tuple. This adaptive 

choice of the threshold becomes important for those image 

operations that significantly change the distribution of 

projections, such as contrast adjustment or gamma 

Correction.Strong encryption provides a powerful 

mechanism that can be applied to many parts of an 

organization’s data security practices, offering effective, 

continuous protection of data. This protection can encompass 

a range of uses, from end-point devices in the field to the core 

of the central servers where vital information resides. 

 Hence reading the above comments about significance of 

data encryption, the proposed system furnishes following 

uniqueness that can be considered as importance of the topic: 

• The proposed project is much advanced than 

Steganographic technique. Steganographic techniques 

uses data embedded inside image using either public or 

private key. But the proposed system will not only user 

user-defined public key, but also it will deploy hash 

function in image format that is quite impossible to 

break. 

• The proposed project is highly flexible and secure 

version of conventional cryptographic technique where 

they (conventional techniques) needs to manage a 

massive key management protocols. The proposed 

system is light weight as the hash value extracted from 

image file is only 100 bits in size. 

• The mechanism of the proposed system is quite unique 

compared to conventional system. The proposed system 

performs encryption on each block of images (16x16 

block) using Discrete Cosine Transform. The technique 

is highly robust and renders almost impossible for any 

attacker to perform decryption. 

IV. RESULT 

    To, show the expected results it is tested across a variety of 

images for two reasons: 

• The hash value should be unique to a given image. 

Because Different images should yield significantly 

different hash values. 

•  If the distance between hash values from two different 

images are significantly different, this can be used as a 

means of indexing the respective images. 

• The hash invariance to encryption must be verified for 

different images in order to justify this generalization. 

• First we compute the 16 × 16 block DCT. Then, each 

block is encrypted.  

• The key 𝐾 decides the values of 𝑝, 𝑞 and the number of 

times. The security is strong because not only the 

parameters 𝑝 and 𝑞 are decided by the key but we also 

have randomized the number of iterations for the picture. 

• The next step is to calculate the hash value of the original 

image and its corresponding encrypted version. As 

expected, they are found to be the same.  

• The hashes obtained for each of the images is of 100 bits 

length. They are shown in the form of images of 

dimension 10×10 .  

• We also verify that the hash for each image obtained 

from the proposed algorithm is unique. 

• The hashes obtained from the proposed algorithm. These 

hashes remain transparent to  the encryption process. To 

verify experimentally by finding out the hash of the 

original image and the encrypted image. Also, the hashes 

obtained from two different encrypted versions (same 

encryption algorithm but different keys used) of the 

same original image remain equal. 

V. CONCLUSION 

In this paper, we introduce the concept of a hash function 

with applications to digital image watermarking for 

authentication and integrity verification of video data 

and still images. The robust image digest can also be used 

as a search index for efficient database searches. The hash 

function depends on a parameter K (a secret key) in a 

sensitive manner and on the image in a robust manner. 

Conventionally message authentication codes and also the 

method of encoding are treated as vertical security method, 

wherever message authentication codes are deployed to 

confirm knowledge credibility whereas encoding is 

employed to preserve confidentiality. During this proposed 

project work, a framework is introduced that uses hash value 

of  an encrypted image that is intended to be identical because 

the hash value of the parent unencrypted original image. 

Since the hash price is computed while not decrypting the 

initial knowledge, one will prove credibility while not truly 

revealing the knowledge. The prime intention of the project 

work will be to formulate the problem of authenticating 

encrypted information and design of a non-complicated and 

light weight hashing algorithmic rule applicable to encrypted 

images. We plan to use these two features to construct the 

hash value. We may make further additions if time permits. 
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